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ABSTRACT
Network operators and researchers rely on traceroute to
measure Internet paths, monitor performance, and localize
faults. This approach is not ideal, as traceroute, though ex-
tremely useful, is inherently limited in the data it can pro-
vide. We have designed practical techniques that dynami-
cally coordinate distributed vantage points to yield substan-
tially better measurements for the types of data currently
provided by traceroute. To provide a richer view than is
available with existing tools, our measurement techniques
take advantage of topological relationships vantage points
have to each other and to destinations. We propose to em-
pirically demonstrate that these techniques work on the In-
ternet without special support and often provide ideal infor-
mation in scenarios in which people now depend on tracer-
oute’s limited information. We also describe applications we
plan to build that utilize our novel measurement techniques.

1. BACKGROUND AND MOTIVATION
As we depend on the Internet more and more, it is critically
important that it functions well. However, Internet com-
munication depends on complex interactions between mul-
tiple protocols and multiple autonomous domains, making
it difficult to guarantee high performance or understand the
causes of problems. With limited visibility or control out-
side their local network, network operators and researchers
make measurements to monitor the Internet and attempt
to understand the wide area. Network operators rely on
the traceroute tool to ensure the proper functioning of their
networks and to troubleshoot problems. Researchers use
traceroute measurements to study properties of the Internet
and to build useful systems. Traceroute, which measures
the router-level path from the source to a specified desti-
nation, is the “number one go-to tool” for troubleshooting
problems [13]. Operators and researchers use traceroute to
determine paths [10, 8], locations of failures [10, 14], laten-
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cies [11, 9], and (via DNS names) geographic locations of
routers [10, 9].

Although traceroute is an extremely useful measurement
tool, it does not provide complete information, and the lim-
its on what it provides restrict the accuracy of inferences
made with it. As networks and operators have become more
sophisticated, few problems encountered are simple to di-
agnose and resolve [13], and existing diagnostic techniques
no longer suffice given the more complicated problems that
dominate. The majority of Internet communication is bidi-
rectional, and most paths are asymmetric [2], yet traceroute
measures only the forward path, forcing systems into the un-
realistic assumption of path symmetry [8, 15]. One cannot
differentiate forward and reverse path failures using tracer-
oute, limiting our ability to diagnose Internet anomalies [14,
15]. Traceroute measures the round-trip latency to each
hop, but many systems want link or one-way latencies [9, 8],
which are difficult to estimate because of path asymmetry.
Many IP addresses do not have DNS names with geographic
meaning [3], forcing systems to rely on limited data [8, 9].
Ideally, traceroute would give (1) the forward and reverse
path, (2) the link causing any failure, (3) the latency of ev-
ery link, and (4) each hop’s geographic location.

2. TECHNIQUES
We propose techniques for these four types of data, in some
cases approaching the ideal. We focus on building real sys-
tems that work on today’s Internet. Our reverse traceroute
system provides the same basic information as traceroute –
IP-address-level hops along the path, plus round-trip delay
to each – but along the reverse path from the destination
back to the source. First, we employ the IP timestamp and
record route options to identify hops along the reverse path.
Second, we combine the view of multiple vantage points to
infer information unavailable from any single one. Third, we
use limited source spoofing– spoofing from one vantage point
as another– to use the vantage point best positioned to make
the measurement. Because the spoofed source address is al-
ways one of our hosts, we avoid issues of concealment that
can arise with spoofing, and this controlled spoofing allows
us to overcome many of the limitations inherent in using IP
options. Using our current PlanetLab-based deployment, we
find that, in the median (mean) case, our reverse traceroute
technique reveals 87% (83%) of the routers and 100% (94%)
of the points-of-presence (PoPs) on a traceroute issued from
the destination. We are building a tool that allows users to
use our system and serve as vantage points for others’ mea-



surements, increasing the coverage, and a number of opera-
tors are supporting our work as beta testers [4].

In ongoing work, we are using our reverse traceroute system
to provide better failure, latency, and geolocation informa-
tion. We propose to use ideas from our reverse traceroute
to isolate failures to either the forward or reverse path and
provide detailed information about the location of the fail-
ures. We propose to calculate individual link latencies by
using traceroute and our reverse traceroute to constrain la-
tencies of links observed on round-trip paths. Expanding
on our earlier topology-based geolocation technique [5], we
propose to estimate the geographic locations of arbitrary In-
ternet hosts by using our reverse traceroute and link latency
techniques, along with other topological measurements, to
constrain the hosts’ feasible locations.

3. APPLICATIONS
Path asymmetry is“the number one plague of traceroute”[13];
our reverse traceroute system’s ability to overcome this chal-
lenge and measure reverse paths will enable us to conduct
novel studies of Internet routing and to deploy real systems
that aid operators in troubleshooting actual problems.

First, we propose to conduct the first Internet-wide study
of the routing policies used by multihomed edge networks.
Without a way to measure paths from most edge networks,
previous work studied either routing at the core [12] or from
a small number of networks [7]. Recent route control prod-
ucts enable multihomed networks to optimize performance
by dynamically selecting providers, and we will study the
behaviors networks exhibit in practice.

Second, we built Hubble, a system to identify Internet reach-
ability problems and locate their likely sources [6]. Hub-
ble vantage points coordinate to cover the entire Internet, a
much larger scale than existing systems and studies [10, 1,
14]. Hubble uses novel failure localization techniques to char-
acterize the nature of many failures. For example, in many
cases, a multihomed AS is reachable through one provider,
but probes through another terminate; using spoofed pack-
ets, we isolated the direction of failure in 84% of cases and
found all problems to be exclusively because the provider
was not forwarding traffic to the destination.

Finally, we propose to work with collaborators at a major
content provider to use our reverse traceroute and link la-
tency techniques to help them troubleshoot poor client per-
formance. They found that 22% of client prefixes experience
more than 50ms latency over the minimum latency to the
prefix’s geographical region. Our collaborators want a way
to point to an AS as the cause of inflation, but are hindered
by the lack of information about reverse paths back to their
servers from clients.

4. SUMMARY
Network operators and researchers rely on traceroute for
path, failure location, latency, and geographic information.
Using practical techniques that dynamically coordinate probes
sent from multiple vantage points, we can provide substan-
tially better information than is obtainable using tracer-
outes. Our proposed techniques will allow us to build appli-
cations and conduct studies with dramatically better accu-

racy and coverage than existing tools provide. The primary
contributions we hope to make are:

• The design and implementation of practical techniques
to provide reverse path, failure localization, link latency,
and geographic location information.

• A demonstration of the fact that applications of In-
ternet measurements can benefit from using our tech-
niques, including:
• The first detailed study of routing policies in place

at multihomed edge networks.
• Hubble, a real-time system to monitor and classify

reachability problems and black holes across the
entire Internet.

• A system to aid a content provider in diagnosing
the cause of poor client performance.
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