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ABSTRACT
Public lighting accounts for a considerable amount of the
total electricity consumption. Solutions to reduce its energy
(and cost) footprint do exists, and they often translate into
costly lamp replacement projects, which cannot be afforded
by the majority of municipalities. To solve this situation, we
propose Aurora: a low-budget, easy-to-deploy IoT control
system that exploits the ubiquity of cellular networks (2-
4G) and scalable Cloud computing architectures to allow
Smart Cities to save on the public lighting electrical bill.
We deploy Aurora in a mid-size Italian municipality and we
evaluate its performance over 4 months to quantify both the
power and the economic saving achieved by our solution.
We estimate the impact of a city-level Aurora installation
and further extend the benefit analysis to most populated
EU countries.
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1. INTRODUCTION
As the world’s population rises at an increasingly rapid

pace, driven by skyrocketing urban growth, the topic of the
“sustainable, livable city” is gaining momentum. As we grow
in number, the impact of our activities on climate becomes
severe. According to the Intergovernmental Panel on Cli-
mate Change (IPCC), the surface temperature is projected
to rise during the 21st century under all assessed emission
scenarios [9]. Governments worldwide are trying to reduce
greenhouse gas emissions to avoid dangerous climate change
effects, targeting to limiting global warming well below 2◦C.
EU countries have agreed on a new 2030 Framework for cli-
mate and energy [4] that foresees to lower greenhouse gas
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emissions by at least 40% relative to 1990, to generate 27%
of primary energy from renewable sources, and to achieve
27% of energy efficiency (30% if re-projected from 2020).
At the Paris climate conference (COP21) in December 2015,
195 countries adopted the first-ever universal, legally bind-
ing global climate deal with the long-term goal of keeping
the increase in global average temperature well below 2 ◦C
above pre-industrial levels [5]. However, the measures to be
undertaken in order to achieve this objective have not been
exactly defined.

Carbon dioxide (CO2) is the primary greenhouse gas emit-
ted by human activities. In 2013, CO2 accounted for about
82% of all U.S. greenhouse gas emissions from human activ-
ities, the main of which is electricity production that causes
about 37% of total U.S. CO2 emissions.

Hence, we target the reduction of the electricity consump-
tion resulting from public lighting within urbanized areas.
Public lighting is an essential element of urban environ-
ments, not only after dark, but also as part of a city identity.
It affects residents’ sense of safety and social inclusion, and
it also influences the degree to which cities can create an
inviting environment for business and tourism. Studies have
shown that proper street lighting can substantially reduce
crashes and pedestrian fatalities [11] and that lighted inter-
sections and highways have fewer crashes than their unlit
counterparts [10]. Public lighting also accounts for a consid-
erable portion of the total electricity consumption. CISCO
estimated that lighting accounts for 19% of all electricity
consumed and the Clinton Climate Initiative (CCI) indi-
cates that municipal street lighting can represent from 5%
to over 60% of a municipal administration electric bill [1].

The are several ways to reduce the lighting consumption,
first and foremost the replacement of old types lamps, e.g.,
Low/High Pressure Sodium lamps (LPS, HPS), with new
LED lamps. Philips [13] estimates that the installation of
new street lighting solutions can save up to e10 billion in
energy per year. However, the cost of a LED street light
conversion project will require a significant capital outlay
because LED lights are considerably more expensive (2-4
times) than conventional lights. Municipalities struggle to
find funds to finance the installation of LED lamps and they
often buy turnkey project from Energy Services Companies
(ESCOs), who offer binding long term contracts and retain
the biggest portion of savings.

To solve this situation, we propose Aurora: a low-budget,
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Figure 1: Aurora high level architecture.

easy-to-deploy control system that leverages IoT devices,
Cloud computing platforms, and the cellular connectivity to
allow Smart Cities to optimize the control of public lighting
lines, saving on the associated electrical bill. Our approach
can effectively help municipalities getting from today’s light-
ing systems to tomorrow’s in a non-capital intensive manner,
i.e., by freeing up operational funds to enable infrastructure
improvements. The main purpose of Aurora is to optimize
the switching of public lighting lines, the majority of which
are still triggered by the twilight sensor that is subject to
malfunctioning and performance deterioration due to dust
accumulation. The more the dust, the less the light mea-
sured. This translates into greater ON periods that cause
energy waste.

Our contribution is multifold. We design the architecture
of Aurora, we detail its implementation, and we deploy it
in a mid-size Italian municipality (Collegno Torinese), eval-
uating its savings over 4 months. We also provide a city
level cost/benefit analysis that highlights the quick break-
even of Aurora, and we extend the economic analysis to the
most populated EU countries, including the estimation of
the potential CO2 reduction.

The remainder of this paper is organized as follows. Sec-
tion 2 describes Aurora architecture, while Section 3 details
its implementation. Section 4 describes the deployment of
the Aurora test bed, proving its cost/benefit evaluation. Re-
lated works are discussed in Section 5 and finally conclusions
and future work are highlighted in Section 6.

2. SYSTEM ARCHITECTURE
Figure 1 depicts the high level overall system architec-

ture, highlighting the external contact points (IF EXT) and
the relationship among the internal elements (IF INT). The
main Aurora element is the Energy Gateway (EG): a smart
IoT device capable to optimize the switching of lighting
lines and to measure their instantaneous power consump-
tion. The switching timetable is computed by the Aurora
Cloud Component (CC) according to the sunset/sunrise at
the line location [16] and communicated to each EG. The CC
includes a front end for end users (public administrations),
a data storage, and a back-end that expose data and control
services for EGs. Moreover, Intelligent Device Management
(IDM) functionalities are foreseen in order to enhance the
maintainability, the flexibility and the scalability of the over-
all system.

2.1 Aurora External Elements
The Aurora end-users are Public Administrations (PAs)

who are responsible for the public lighting service. They
access the system through the front end, which allows them
to remotely control all EGs and display data and trends.
The external Aurora elements are:

• Lighting lines: one electric line supplies the mains to
a set of lights and it usually contains a power meter;

• Flow Regulator: it is a device able to stabilize the
voltage of the mains and regulate the voltage profile
in order to protect lamps from voltage spikes and to
reduce the power delivered to the lighting line.

• Third Party Data: They can be used to realize
further optimization of the switching timetable1, e.g.,
weather forecasts or real-time weather data.

2.2 The Energy Gateway
The Energy Gateway (EG) is an IoT device that replaces

the previous switching system, e.g., twilight sensor. Each
EG controls one lighting line and it is connected via Internet
to the back end of the CC through cellular connectivity. In
addition, it is in charge to measure the power consumption
and send such data to the CC. The EG is composed by
a communication module that communicate with the CC
back-end, a smart line manager that controls the lighting
lines (switching and measuring), and an Intelligent Device
Management (IDM) module that manages diagnostics and
upgrades.

2.3 The Cloud Component
The Cloud Component (CC) is the centralized system of

Aurora that manages all installed EGs and it is composed by
a front end that allows end-users to control the system and
visualize its status, a back-end that implements all services
required by EGs, and a data storage. The following Subsec-
tions detail the main architectural elements of the CC.

2.3.1 The Front End
The front end includes a web application which allows

end-user to interact with the system through graphical dash-
board that shows both historical and real-time data. The
front end manages Authentication and Authorization (AA)
for end-users and allows the control of EGs with respect to
timetable delivery and customization, firmware and config-
uration updates, diagnostic. The front end also contains a
Decision Support System (DSS) that suggests maintenance
operations and/or controls. The latter are suggested by the
Anomaly Detection Module (ADM), the details of which are
omitted for brevity.

The front end allows end-users to send commands to EGs
for commuting the lighting line (ON/OFF), requesting the
current lighting line state (ON/OFF) or diagnostic informa-
tion (logs), for rebooting or shutdown, for upgrading the
firmware or the configuration.

2.3.2 The Back End
The back end is the endpoint for the communication with

EGs and with other external elements, e.g., third party
data sources. It implements Application Program Inter-
faces (APIs) for EGs in order to manage their authentication
and activation, to receive the lighting line status (ON/OFF)

1the usage of third party data is not included in this paper.
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and the power measurements, and to allow EGs to down-
load/upload files. The latter services are needed both for
configuration and firmware upgrades, and for send diagnos-
tic file from EGs to the CC.

2.4 Security Specifications
Aurora provides a service for PAs and therefore it must be

designed taking into account security issues. There are two
kind of security to be considered: communication security
and physical security.

Physical security: the physical access to the EG is pre-
vented by the security system installed at the cabinet into
which the EG is installed. The cabinet security system,
which is usually a lock, varies among municipalities, and
its definition is outside the scope of this paper. No other
elements of Aurora are exposed to this kind of threat.

Communication security: There are two main commu-
nication channels that need to be secured with Authentica-
tion and Authorization (AA) techniques, namely the com-
munication between end-users and the front end, and the
communication between EGs and the CC. The former can
be achieved through standard secure communication chan-
nels and AA techniques, while the latter must additionally
prevent both the uncontrolled installation of new EGs and
the unauthorized control of installed EGs.

3. SYSTEM IMPLEMENTATION
In this section we describe the implementation of the sys-

tem, detailing the software and the hardware used to imple-
ment Aurora. This section also aims to motivate the tech-
nological choices made for the implementation of the final
system.

3.1 EG Implementation
Figure 2 depicts the state machine of the EG software.

If both the initial and mandatory activation phase, which
means that the EG profile is present in the CC data stor-
age, and the authentication are successful, the EG enters the
Idle state. The EG checks the switching timetable and sets
the S-timer to expire in correspondence to the next switch-
ing event. When the S-timer expires, the EG commutes the
lighting line and sets it again. Upon the M-timer expiration,
which has a periodicity of 3 s, the EG goes into to the Send
Measures state, during which it sends power measurements
to the CC and then it returns to Idle. If a command (CMD)
is received, the EG goes into the Execute CMD state, exe-
cutes it, and then returns Idle.

In order to optimize both the CPU and memory foot-
print at EGs, and to avoid paying for static IPs, we do not
install a web server to handle the reception of commands
from the CC. Instead, we implement an SMS service, which
is compatible with all mobile operators. A thread at the EG
periodically checks the SMS inbox and executes the com-
mands contained, if any. The security schemes behind the
communication between the EG and the CC are detailed in
Section 3.3.

The EG hardware implementation is a low-cost electronic
device able to satisfy the functional requirements expressed
within the architectural definition. Figure 3 shows the high-
level EG electronic scheme together with the main system
elements: CC back end, the line switch, the Amperometric
Transformer (AF), the Flow Regular (FR), and the Lamps.
The AF is required to downscale the current (to 100 A) by a

Figure 2: State diagram of the Energy Gateway.

Figure 3: The scheme of the implemented Energy
Gateway.

factor of 1000 in order to allow the EG to measure the power
consumption. The EG features a 32-bit ATMEL SAM7X, a
2G Telit GC864 QUAD cellular modem, and SD card reader,
a relay that controls the line switch, an ADE7758 power
meter, a serial output to control the FR, and a USB 2.0
port that allows a shell to be added to the device. The
Firmware is based on FreeRTOS, and it is written in C.

3.2 CC Implementation
In order to implement the CC we use the well-known 3-

tier programming pattern. This pattern divides the program
into three logically and architecturally different layers: the
Data Access (DA), the Business Logic (BL) and the Presen-
tation (P) layer. The DA deals with the interaction with
the database, the BL provides for common algorithms and
processing, while P implements the User Interface together
with the client-side scripts and validation rules. We deploy
the CC on Microsoft Azure using the Platform as a Ser-
vice (PaaS) approach that allows auto scaling in function of
the measured load. We adopt NHibernate as Object Rela-
tion Mapper (ORM), and SQL Azure for the database. We
use one Microsoft Azure Cloud service for the CC, and one
Azure SQL database (standard 2 deploy) for all data but
energy measures, binary files and logs, which are stored us-
ing one Azure Storage service. We implement the back-end
APIs as HTTPS web services using the .NET WEB API
2.0 framework, while the front end is implemented using
HTML5/CSS3, JQuery, the Model View Controller (MVC)
pattern, and the .NET framework 4. To send commands to
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the EG we use an SMS provider (Skebby), which is config-
ured with a telephone number corresponding to the CC.

3.3 Communication and Security Implemen-
tation

We pre-profile the EGs at the back end, and we insert
into the device firmware the telephone number associated
with the back end SMS service, the CC public RSA key,
and the CC public IP to allow EGs to reach the web ser-
vices. We encrypted SMSs sent by the CC to EGs with
the CC private key (2048 bit), obtaining authenticity and
SMS spoofing protection. All web services exposed by the
CC back end are secured with the Transport Layer Security
(TLS), and OAuth 2.0 for EG authentication.

4. TEST BED
We deploy the Aurora test bed in Collegno, an Italian city

whose population is about 50121 people, and with an urban-
ized area of 18.12 Km2 which results in a population den-
sity of 2766 people/Km2. We install 60 EGs that controls
3863 light points, corresponding to a total installed power
of 483 kW. Our test bed features different lamp types: 61%
HPS, 17% metal-halide, 10% mercury vapor, 6% LED, 5%
compact fluorescent, 1% of LPH. The average power per
lamp is 125 W, while the average lamps per line are 64. All
lines were controlled by the twilight sensor prior to our in-
stallation. Note that the installation of EGs can be realized
without changing the existing lighting system, because the
EG can replace the existing switching system. We install
all EGs between January and April 2015 and we analyze
the billed power consumption over 4 months, namely from
May to August 2015. We compare such consumption with
the corresponding one of the previous year, i.e., during the
same months in 2014. Note that during this time span (May
2014 - Aug. 2015) the line configuration in terms of lamp
type and number has not changed. The location of the in-
stalled EGs is shown in the map reported in Figure 4, while
the engineered EG device is shown in Figure 5.

4.1 Performance Evaluation
We start by plotting the Empirical Cumulative Distribu-

tion Function (ECDF) of all monthly consumption differ-
ences obtained over all lines (60 × 4 = 240 samples) in Fig-
ure 6, where positive value means saving. We obtain an av-
erage monthly reduction of 528.4 kWh, and a Q1, median,
and Q32 of 64.33 kWh, 290.70 kWh, and 645.5 kWh, re-
spectively. We now plot in Figure 7 the per-line total power
saving aggregated over all months, obtaining a mean power
reduction of 2.1 MWh, and a Q1, a median, and a Q3 of
0.35 MWh, 1 MWh, and 2.6 MWh, respectively. The varia-
tion of such savings is mostly due to the line installed power
that goes from a minimum of 0.8 kWh to a maximum of
23.55 kWh. Now we evaluate the monthly power consump-
tion of all lines, before and after Aurora. As shown in Fig-
ure 8, Aurora obtains a big reduction, namely of 30.1 MWh,
27.2 MWh, 34.4 MWh, and 37.1 MWh for May, June, July,
and August, respectively. The average monthly saving is
31.7 MWh, which corresponds to a projected yearly sav-
ing of 380.4 MWh. This energy saving results from the re-
duced “on” hours set by Aurora, which follows the optimized
switching timetable. Note that the total consumption is in-
versely proportional to the hours of light, which in Collegno

2Q1 and Q3 are the first and third quantile, respectively

Figure 4: EGs locations (black dots) in the Collegno
municipality.

Figure 5: One real EG used for the test bed.

Figure 6: ECDF of monthly consumption differences
over all months and all lines.

are on average 15.16, 15.88, 15.56, and 14.39 in May, June,
July, and August, respectively. These results demonstrate
the effectiveness of Aurora in solving the inefficiencies caused
by the twilight sensor.

4.2 Scale Benefits
Considering a total billed cost of 0.1666 e/kWh3, the pro-

jected yearly saving S of the Aurora test bed is 63.4 ke. The

3as of 2015 in Collegno, Italy
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Figure 7: Total per-line aggregated saving.

Figure 8: Total monthly consumption before and
after Aurora.

per-EG full installation cost is 200 e, out of which 150 e ac-
counts for the hardware. Note that the latter cost is high due
to engineering cost of the board and to the low number of
EGs produced. Thus the test bed OPEX is 12 ke, while the
yearly CAPEX is 3.8 ke. The latter is split in 1.1 ke for the
Cloud, 1.5 ke for the M2M cellular contract and the SMS
gateway, and 1.2 ke for increase maintenance of the lighting
system due to EGs. Thus, the Aurora test bed will close the
first year with a gain G = S−OPEX−CAPEX = 47.6 ke.

Assuming the same kWh cost and the same average lamps
power over all Italy, we project the obtained yearly power
saving achieved by our test bed on three mayor Italian cities,
namely Turin, Milan, and Rome, which have a number of
light points equal to 96 k, 138.36 k, and 181.99 k, respec-
tively. We obtain an estimated yearly energy saving of
9455 MWh, 13627 MWh, and 17924 MWh, corresponding to
an economic gross saving of 1.58 Me, 2.27 Me, and 2.99 Me
for Turin, Milan, and Rome, respectively (Figure 9). As-
suming the same average number of light points per lighting
line4, and considering a Weighted Average Cost of Capital
(WACC) of 5.6% [6], we compute the Net Present Value
(NPV) related to the installation of Aurora at the city level,
considering a varying number of years, namely from 1 to 10,
and plot it in Figure 10. The NPV considers both the initial
CAPEX and the cash flow (S-OPEX). The computed NPV
is conservative, because we kept the same per-EG installa-
tion and maintenance cost in spite of the bigger EGs volume
required. These economic saving allows the municipality to
start an incremental lighting replacement project after one
year from the installation of Aurora.

Considering the light points estimation published in [2],

4this assumption is required to compute the number of EGs
to be installed.

Figure 9: Yearly saving in terms of MWh and Me
for three major Italian cities in comparison with
with our test bed.

Figure 10: NPV related to the installation of Aurora
at the city level, considering a varying number of
years, for three major Italian cities.

we further extend our analysis at the European level taking
into account EU countries having a total number of installed
light points greater than 2 M, which are also the most pop-
ulated EU countries, namely Belgium, Netherlands, Spain,
UK, France, Italy, and Germany. Keeping the assumption
on the average power of installed lamps, we compute for
each country the estimated saving in Me, and the yearly
Million Metric tons of CO2 (MMtCO2) saved, which we
compute from the TWh saved applying a conversion factor
of 6.89551 × 10−4 [7]. To compute the economic saving we
take the average cost of one kWh from [8], considering the
industry sector to be conservative. The results, plotted in
Figure 11, shows a minimum, mean, and maximum yearly
reduction of (0.14 MMtCO2 - 21.92 Me), (0.42 MMtCO2 -
82.47 Me), and (0.62 MMtCO2 - 142.70 Me), respectively.
According to the MMtCO2 emissions reported in [17] as of
2012, the average saving achieved is 0.11% of the aggregated
total of the considered countries. Note that these projections
are not exact, but they give the order of magnitude of the
expected savings.

This analysis confirms that Aurora is a viable IoT solu-
tion that allows public administration to reduce the public
lighting energy bill, and to use the savings to finance further
energy efficiency projects.

5. RELATED WORKS
Many energy efficiency systems have been proposed in the

literature, the majority of which focus on the replacement of
lamps from HPS to LED and are reported in this survey [15].
As already discussed in Section 1, LED can bring substantial
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Figure 11: Yearly saving in terms of MMtCO2 and
Me for EU coutries having a number of lightings
points greater than 2M.

savings, but lamp replacement projects are very expensive
for municipalities. Moreover, since the LED spatial illumi-
nation profile is much lower than that of HPS lights [14], the
installation of additional light points may be required in or-
der to achieve the same lighting coverage, further increasing
the overall cost of a LED light conversion project. In [12]
the authors propose to control via a remote interface a set
of smart LED lighting points, equipped with a solar panel, a
presence sensor, and a light sensor. This is a very expensive
solution and it may be impractical in the majority of cases
due to economic reasons. Another study [3] proposes to in-
stall a low power 802.15.4 sensor on every light point, and
use a multi-hop communication scheme to reach the control
station, which is connected to a back-haul. We want to avoid
the installation of one device on each light point to reduce
installation costs. Aurora is different from all the previous
solutions, because it is an economically viable IoT solution
relying a centralized Cloud back-end. Our solution can eas-
ily scale to million of devices, it does not require changes
in the existing lighting system nor the addition of new light
points, and it can be also used to control flow regulators
(dimmers) to achieve more energy savings.

6. CONCLUSIONS AND FUTURE WORKS
We designed, implemented and deployed Aurora: a scal-

able low-cost IoT solution that optimizes the switching time
of public lighting lines. Aurora exploits the ubiquity of the
cellular network and a centralized Cloud component that
provides scalability, anomaly detection, and a centralized in-
terface for end-users. We evaluated the energy and economic
savings though a real test bed over four months, demonstrat-
ing the viability and the benefits brought by our solution.
We projected such benefits at the city level considering three
major Italian cities and further scaled the impact evalua-
tion at the country level, considering the most populated
EU countries. Future works will include an automatic fine-
tuning of the switching timetable that takes into account
weather data coming either from forecasts or from installed
sensors within the city.
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