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ABSTRACT
Network criticality (resistance distance) is a graph-theoretic
metric that quantifies network robustness, and that was
originally designed to capture the effect of environmental
changes in core communication networks. This paper es-
tablishes a relationship between information centrality and
network criticality and provides a justification for using the
average network criticality of a node to quantify the nodes
relative importance in a graph.This results provides a ba-
sis for designing robust clustering algorithms for vehicular
networks.

1. INTRODUCTION
Communication amongst vehicles involves the formation of a
VANET, whereby vehicles are nodes that need to maintain
a network without a pre-existing infrastructure. VANETs
are a vital component of intelligent transportation systems,
and they can help alleviate traffic congestion, prevent motor
vehicle accidents, and aid in navigation. However, there are
some challenges involved in managing VANETs, including
the dynamic and dense nature of the network topology, re-
sulting from the high mobility and high node-density of vehi-
cles. This dynamic topology results in challenges in routing
as well as congestion from flooding, and the dense network
leads to the hidden terminal problem. A clustered structure
can make the network appear smaller and more stable in the
view of each node. By clustering the vehicles into groups of
similar mobility, the relative mobility between communicat-
ing neighbor nodes will be reduced, leading to intra-cluster
stability. In addition, the hidden terminal problem can be
diminished by clustering.

This paper reports on a theoretical foundation for recogniz-
ing and constructing cluster-heads as an important part of
designing clustering algorithms for VANETs.

Network criticality is a robustness metric to capture the ef-
fect of environmental changes such as traffic variation and
topology changes in networks. A network is modeled as

an undirected weighted graph, where the weight of a link
denotes the desirability of the link. We define a random-
walk with transition probability matrix [pr(l) = pr(lt → lh)]
(probability of transitioning from node lt to neighbor node lh
along link l = (lt, lh)) on this weighted graph, where tran-
sition probabilities are functions of link weights. Suppose
we have a set of trajectories that start at s and terminate
when the random-walker arrives at node d for the first time.
Random-walk betweenness of a node k for source-destination
pair i− j (denoted by bik(j)) is defined as the average num-
ber of visits to node k when the random-walker walks along
i− j trajectories. Point-to-point network criticality of node
k for trajectories from i to j is defined as [1]:

τkij =
bik(j) + bjk(i)

Wk
(1)

whereWk =
∑
l∈Ao(k) wl andAo(k) denotes the set of outgo-

ing links attached to node k. In this paper we are interested
in generic random-walks in which the probability of transi-
tioning along a link l = (lt, lh) is proportional to the weight
of the link:

pr(l) =
wl∑

e∈Ao(lt)
we

For generic random-walks τkij is independent of k [1]. We
denote this quantity by τij and refer to it as point-to-point
network criticality. Point-to-point network criticality is a
convex decreasing function of link weights and can be ex-
presses in terms of the Moore-Penrose inverse of the graph
Laplacian matrix L+ = [l+ij ] [1]:

τij = l+ii + l+jj − l
+
ij − l

+
ji (2)

Average network criticality τ̂ is defined as the mean of all
point-to-point network criticalities and it is proportional to
the trace of L+ [2]:

τ̂ =
1

n(n− 1)

∑
i,j

τij =
2

n− 1
Tr(L+)

There is a useful interpretation for network criticality in
terms of electrical circuits: τij is equal to the resistance dis-
tance (effective resistance) [3] between nodes i and j if we
interpret the weighted graph as a resistive electrical circuit,
where link conductances are assumed to be equal to the link
weights. Network criticality τ̂ is then the unweighted av-
erage of the effective resistances in the equivalent resistive
network. Therefore, optimizing criticality is equivalent to
minimizing the average resistance or maximizing the aver-
age conductance of a network, which explains why network



criticality can be considered as a global robustness metric.
According to Thomson’s principle, Kirchoff equations in an
electrical circuit yield the set of link currents (correspond-
ing to link flows in a communication network) that mini-
mize the overall power consumption in a resistive network
[3]. Algorithms based on point-to-point and average network
criticality attempt to distribute network flows similarly.

While the focus of our discussion in this paper is on undi-
rected graphs, the results can be extended to the directed
networks with the following assumption. For directed graphs,
the weight matrix is asymmetric; however, in calculating the
network criticality we use an undirected symmetric matrix

of the graph defined as Wsym = W+W t

2
, where W t denotes

the transpose of W . Clearly Wsym is a symmetric matrix.

2. VANET & NETWORK CRITICALITY
As stated before, clustering methods have been proposed to
simplify the management process of a VANET. Clustering
or platooning is the process of grouping a set of vehicles with
similar properties for a specified time-slot. Each cluster is
represented by a cluster-head, and a distance metric governs
the cluster membership decision. Cluster-head is typically
a node within the graph of VANET with high importance.
Therefore, one needs to quantify the importance of a node
within the whole VANET at each specific time-stamp.

In a previous experimental work [4], we have introduced the
average point-to-point criticality of the links incident to a
node i (i.e. τi = 1

n

∑
j τij) as a representative of the node

importance (referred to as local node criticality). In this
paper we justify this choice of metric and provide the math-
ematical foundation of the local node criticality. We start
from graph theory, where we can find a rich set of metrics
under the umbrella of ”centrality” to quantify the relative
weight of each node. In this paper we focus on ”information
centrality” as a prime example for node centrality metrics.

2.1 Information Centrality
Information centrality [5] is a special type of closeness metric
in graph, which has been used to measure the centrality of
nodes in social networks. Motivated by concepts from statis-
tical physics and the theory of statistical estimation, a path
is considered as a signal, where the variance of the signal rep-
resents the noise. Consider two disjoint nodes i and j, and
suppose there are kij shortest paths between i and j denoted
by Pij(k), k = 1, 2, ..., kij . We define the length dij(k) of
path Pij(k) as the number of links (hops). The information
centrality measure between i and j for a shortest path Pij(k)
is defined as the reciprocal of the distance between i and j:
Iij(k) = 1

dij(k)
[5]. In order to consider the effect of all short-

est paths, the idea of combined path Pij is introduced in [5],

where Pij =
∑kij
k=1 w

ij
k Pij(k),

∑
k w

ij
k = 1. The information

centrality of the combined path is defined as Iij =
∑
k Iij(k).

In [5], it has been shown that if wijk = Iij(k)/
∑
s Iij(s), then

the information centrality of the combined path is maxi-
mized. In the following discussion, we assume that wijk is
determined according to the above formula. Further, the
information centrality of a node i is defined as the harmonic
average of information between different node pairs:

Ii = (
1

n

∑
j

1

Iij
)−1 (3)

Let J be a square matrix with all entries equal 1. Moreover,
let B = L+J (L denotes the Laplacian matrix of the graph
). It has been shown in [5] that the inverse of matrix B
exists (denoted by BI = B−1), and:

1

Iij
= BIii +BIjj − 2BIij (4)

2.2 Network Criticality and Information Cen-
trality

We will show that the information centrality of a node is
closely related to the notion of network criticality. To this
end, we need the following results.

Lemma 2.1. The following statements are true for matri-
ces L and J .

J2 = n ∗ J (5)

LJ = JL = 0 (6)

L+J = JL+ = 0 (7)

Proof. Let
−→
1 = (1, 1, ..., 1)t. Clearly

−→
1 t ∗−→1 = n. Note

that J =
−→
1 ∗ −→1 t; therefore, we have:

J2 = J ∗ J =
−→
1 ∗ (

−→
1 t ∗ −→1 ) ∗ −→1 t

= n
−→
1 ∗ −→1 t

= nJ

To prove equation (6), it is enough to note that according
to the definition of Laplacian, for a connected undirected
graph L is symmetric and the sum of the entries of each row

(column) is zero [6]. Thus, L ∗ −→1 =
−→
1 t ∗ L = 0. Therefore:

L ∗ J = (L ∗ −→1 ) ∗ −→1 t = 0 ∗ −→1 t = 0

J ∗ L =
−→
1 ∗ (

−→
1 tL) =

−→
1 ∗ 0 = 0

Proof of equation (7) is very similar to the above, since L+

for a connected undirected graph is also a symmetric matrix
with the the sum of each row (column) equals zero.

Using Lemma 2.1, we develop the following result for BI .

Lemma 2.2. The inverse of B can be written in terms of
Moore-Penrose inverse of Laplacian matrix of the graph:

BI = L+ +
1

n2
J (8)

Proof. Equation (8) is a direct result of a well-known
formula for the Moore-Penrose inverse of the graph Lapla-
cian matrix. In [6], it has been shown that:

LL+ = I − J

n
(9)



where I is the identity matrix of appropriate order. Now,
we have:

BL+ = (L+ J)L+

= LL+ + JL+

= I − J

n
(10)

where we have used equations (7) and (9). Now, using equa-
tion (10) we can write:

BL+ = I − J

n

= I − 1

n2
(nJ)

= I − 1

n2
BJ

Here we have used Lemma 2.1, equation (5). Therefore:

BL+ +
1

n2
BJ = I

B(L+ +
1

n2
J) = I (11)

Equation (11) asserts that: B−1 = BI = L+ + 1
n2 J , and

this completes the proof of the Lemma.

Now, we are ready to state the main result.

Theorem 2.3. The information centrality of node k is
equal to the reciprocal of the local criticality of node k, or:
Ik = 1

τk
, where τk = 1

n

∑
j τkj.

Proof. According to Lemma 2.2, we have: BIij = l+ij +
1
n2 . We substitute this result in equation (4):

1

Iij
= BIii +BIjj − 2BIij

= (l+ii +
1

n2
) + (l+jj +

1

n2
)− 2(l+ij +

1

n2
)

= l+ii + l+jj − 2l+ij

= τij (12)

Information centrality of node k can be obtained by employ-
ing equation (3).

Ik = (
1

n

∑
j

1

Ikj
)−1

= (
1

n

∑
j

τkj)
−1

=
1

τk
(13)

2.3 Discussion
In [4] we have empirically used τi = 1

n

∑
j τij as the local

criticality of a node, and we used it to determine the clus-
ter head. Since τij is a Euclidian distance metric (see [1]),
τi is an indication of the average distance of node i to its
neighbors. On the other hand, according to Theorem 2.3

and equation (13) the reciprocal of the information central-
ity of a node i equals the local node criticality of the node
(i.e. τi). Since information centrality measures the harmonic
mean length of paths ending at a vertex i, which is smaller
if i has many short paths connecting it to other vertices, we
conclude that if there exist many short paths from i to other
nodes, the local criticality of i is higher, or the node is more
central. Both interpretations lead to the same conclusion,
and that is we can use τi to cluster the nodes of a graph. If
we choose a node i as a cluster head (the selection of cluster
head can be based on lower or higher local node criticality
values), then the nodes with local criticality close to τi will
belong to the same cluster.

It has been already shown that network criticality is a ro-
bustness metric and can be used to design robust network
algorithms. Since the developed local node metric is based
on the notion of network criticality, we envision that de-
signing clustering algorithms based on network criticality
will lead to more robust clusters which is very important in
highly dynamic environments.

3. CONCLUSIONS AND ROAD MAP
In this paper we investigated a theoretical framework to rec-
ognize the relative criticality of the nodes in a graph. More
precisely, we used the notion of point-to-point network criti-
cality to derive an appropriate local node metric showing the
importance of the node within the structure of the graph.
In other words, we have ranked the graph nodes. A prime
application of this node ranking is in designing clustering
algorithms for highly dynamic networks such as vehicular
ad hoc networks.

We are in the initial steps of developing solutions for ve-
hicular ad hoc networks using network criticality. We are
currently investigating the design of a robust clustering al-
gorithm for VANETs using the local node criticality metric
which has been discussed in this paper. On a related matter,
we are looking for precise mathematical methods to find the
optimum number of robust clusters in a vehicular networks.
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