Online Experimental Design for Network Tomography
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1. INTRODUCTION

Network tomography [5] is an essential approach for in-
ferring the internal network (e.g., link) parameters, such as
the loss rate, delay, and bandwidth, via end-to-end (exter-
nal) measurements. These external measurements are prac-
tically more accessible than the network’s internal compo-
nents (e.g., routers), which may be owned by different inter-
net service providers (ISPs) [2] and are difficult to access.
A stochastic network tomography problem consists of a net-
work with a set £ of L := || links, each link ¢ € £ with
an unknown parameter p, that characterizes its stochastic
property (e.g., u¢ may represent loss rate or average delay
of the link), and a set M of M := | M| probes. Performing
a probe on the network refers to generating one or multiple
stochastic measurements (i.e., observations) that depend on
the network parameters. Network tomography aims to esti-
mate the network parameters p, from the observations.

Most prior works on network tomography focus on devis-
ing estimators for the network parameters from the stochas-
tic observations, e.g., in packet delay tomography [3] and
loss network tomography [2]. That is, after obtaining these
stochastic observations from probes, prior works aim to de-
vise good static estimators to infer the network parameters.
While the static estimator design is crucial for network to-
mography, another essential yet less explored task is, with-
out knowing the network parameters (pe)ecz, how to dy-
namically collect online observations to efficiently estimate
the network parameters using the least number of probes. In
short, this is a sequential decision-making problem (a.k.a.,
online learning) [1] for network tomography.

However, to apply online learning techniques to network
tomography, one needs to tackle unique challenges not present
in common online learning scenarios. A key technical chal-
lenge comes from the complex feedback mechanism in net-
work tomography. In standard online learning settings, the
feedback is usually a scalar stochastic reward or loss, which
is only related to the action (probe) taken by the algorithm.
In contrast, in network tomography, feedback consists of the
stochastic observations (e.g., a random vector) generated by
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the probes via the compound effect of the links across a set
of paths traversed by the probe. This complex feedback
mechanism makes the design of the online algorithm and
the analysis of its regret challenging.

2. MODELING AND FORMULATION

We formulate a general network tomography task as an
online experimental design problem. Denote G = (N, L)
as a network topology with a set of N€ NT nodes N =
{1,2,...,N} and a set of L € N* links £ := {1,2,...,L}.
Each link ¢ € L is associated with a stochastic model X,
representing the characteristic of the link, e.g., a Bernoulli
random variable for signal loss [2]. We refer to a connection
between two nodes (source and destination) across several
consecutive links as a path in the network. The tomography
task assumes that the link model is known, but that its
parameters, denoted as a vector p := (u¢)eec (e.g., the link
success rates), are unknown.

The network tomography task aims to estimate these un-
known link parameters via a given set of M € N1 probing
experiments M = {1,2,..., M} (called probes later), exam-
ples of which are unicast [4] and multicast [2]. Each probe
m € M is associated with one path or a set of paths consist-
ing of one source node (sender) and a set of destination nodes
(receivers) denoted as N,, C N, and the feedback Y,, €
RWml from the probing experiment m consists of received
signals at the destination nodes in N,,. Denote the proba-
bility of observing feedback Y, given network parameters p
and probing experiment m as fm (Ym; pt). The goal is to esti-
mate the network parameters based on the feedback from the
probing experiments. For ease of presentation, we follow the
common identifiability assumption in network tomography
literature [4] that the network parameters p can be uniquely
determined from the feedback of sufficiently many probing
experiments in M. Given a set of T' € N probe-feedback
pairs H = {(ms, Ym,,t)}ie1, we define the log-likelihood
function as L(p; ) = 1, 10g fm, (Yim,,t; ). The maxi-
mum likelihood estimation (MLE) estimator for the network
parameters p is defined as MLE(H) := arg max,, L(u; H).!

!Throughout this paper, we assume the outputs of the
argmin and argmax functions are unique; otherwise, one
can break the tie arbitrarily.



Algorithm 1 Optimal Probe Allocation (OPAL)

Input: M (set of probes), N (set of nodes), £ (set of links),
T (number of decision rounds), F' (optimal experimen-
tal design criterion), MLE (estimator), So := (Sm,0)mem
(initial sample sizes)

Initialize: Ho < 0 (history), fio < O (parameter esti-
mates), To <= Y.y Sm,o (initial length)

1: for each time step t =1,2,...,T do
2 if Im e M : Syt < Sm,o then > Initial phase

3: my < randomly pick from {meM:S, +<Sm,0}
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else > Chasing phase
fur < MLE(H:—1)
> Use MLE to update the estimates [Lt
¢t < argming, F'(fit; ¢)
> Calculate estimated optimal allocation
7 Myt 4— argmax,,c pg Pm.t — (Sm,t/t)
> Chase the estimated allocation

2
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end if

9: Perform probe m: and observe signals Y,,,: =
(Yn,t)nen,,, for its destination nodes

10: Hi Htflu{(mt, 1’vmtﬂg)}7 Smt,t < S’mt,t71+1 and
Sm,t < Sm,t—1 for all m # my

11: end for .

Output: firy1  MLE(Hr) (final estimates) and ¢ry1

argmax,, F(fir+1; @) (final allocation)

Experimental Design We denote ¢ € AM~! as the allo-
cation ratio (probability distribution) of the number of times
of each of the M probes S,, over the total number of times
of performing probes 3 Sm, where AM~1 s the proba-
bility simplex in R™. Denote I(u; ¢) as the Fisher informa-
tion matrix (FIM) of probing the network via the mixture of
multiple probes according to an allocation ¢ with respect to
the network parameters pu. We denote F'(u; @) as a general
optimal experimental design criterion and denote ¢*(u) =
argming F'(u; ¢) as the optimal allocation function given
parameter g and OED criterion F? For example, in A-
optimal scenario, we have F(u;¢) = tr(I~'(p;¢)), and

in D-optimal scenario, we have F(p; ¢p) = (det(I(p; ¢))) ™ .
3. OPTIMAL PROBE ALLOCATION

OpPAL (presented in Algorithm 1) consists of two phases:
(a) an initial sampling phase (Line 3) and (b) a chasing
phase (Lines 5-7). The initial phase takes the initial sample
sizes So = (Sm,0)mem as input and performs each probe
m € M accordingly (Lines 2-3). Collecting these Tp =
> mea Sm,o initial samples ensures that the first estimates
fr, for link parameters at Line 5 are not too far away from
the true parameters p.

The chasing phase proceeds for each of the remaining steps
t="To+1,To+2,...,T. Denote Sy, : as the number of times
that the probe m is performed up to and including time ¢,
and use vector St := (Sm,t)mem to represent all the sample
sizes. For each time step t > Tp, the algorithm first updates
the MLE estimates fi; of the network parameters using the
latest history Hi—1 = {(ms, Yom,.s)}'Z] (Line 5). With the

2We slightly abuse the ¢* notation without the input ()
to denote the optimal allocation based on the actual param-
eters.

updated estimates fi;, the algorithm generates an estimated
optimal allocation ¢; based on the latest link parameter
estimates fi; (Line 6). Then, the algorithm subtracts the
actual allocation S;/t from the estimated optimal alloca-
tion @ element-wise (both are M-entry vectors), where the
(possibly negative) entries of the output vector represent the
inadequacy of the allocated fractions to each probe. Last,
the algorithm performs the probe m; with the worst (high-
est) allocation inadequacy once (Line 7)—chasing the esti-
mated optimal allocation qgf —to collect a new observation,
and updates the sample sizes S; (Lines 9-10).

The above estimated optimal allocation chasing step is
the core of OPAL, which dynamically adjusts the probe al-
location based on the estimated optimal allocation ¢; at
each time step t. After both phases, the algorithm outputs
the final MLE estimates fir+1 and final estimated optimal
allocation ¢ry1.

4. ANALYSIS

We present two general conditions for the network tomog-
raphy problem and then, the main theorem that character-
izes the regret of OPAL.

Condition 1 (Lipschitz Continuity). The optimal experi-
mental design criterion F(u; @) is Lipschitz continuous with
respect to the allocation ¢. That is, for some constant o > 0
and any two allocations ¢, ¢’ € F where F C AM~1 s the
set of all feasible allocations that support the parameter iden-
tifiability,” we have F(p; ) — F(p; ') < ol — ¢'|| .-
Further, the optimal allocation function ¢* () is Lipschitz
continuous with respect to p. That is, for some constant
B > 0 and any two sets of feasible network parameters w, p',

we have [|¢" (k) — ¢" (1)l < Bl — 1l -

Condition 2 (Estimator Concentration / Confidence Inter-
val). At any decision round t, the confidence interval (with
confidence 1 — 0 for parameter 6 € (0,1)) for any parameter
e of a link ¢ € L is an interval centered at its MLE esti-
mate fue, with radius Y, 4 com (log 6/ Sma) 0™, where
ce,m = 0,7,m > 0 are parameters depending on the network
and tomography probes, and Sy, + is the number of times that
probe m is performed up to round t.

Theorem 1. Given Conditions 1 and 2 with § = 1/(LT?),
for time horizon T > 0, initial probe times Sm,0 =T, m €
M, for any £ € (0,1), with probability of at least 1 —1/T,
OPAL satisfies,

Rr = F(p; 1) — F(u;¢")

log(LT) Ymin
<gr oo ()
Ymin
+a§l{3m€M:¢fn<§+4a/j’cmax (bgéiéﬂ) },

where C = O(aficmax) s a constant that depends on the
probing experiments and network, independent of time hori-
zon T, a and B are from Condition 1, parameters Cmax =

3The set F contains all interior points and perhaps a part of
the boundary points of the simplex set A 1. For example,
in the classical loss star network tomography via unicasts in
Section 5, all unicast probes are necessary for identifying the
network parameters. Hence, any allocation on the boundary
(i.e., allocations contain zero entries) does not correspond to

a feasible allocation, and F = AM~1\ gAML,



MaxXeel Y pmer Com A Ymin = MiN(0m)eLx Moyg >0 Veym
are from Condition 2, and 1{-} is the indicator function.

S. OPAL FOR UNICAST STAR NETWORK

In this case study, we examine loss tomography in a star
network with L links via unicast.

Lipschitz Continuity Based on the derivation in [4,
Theorem 6], we compute the trace of the inverse of the
Fisher information matrix I(u;¢) for the L-link star net-
work as follows,

M

Z % (1)

where Ay, (p) == M Zz 1 W K¢,m 1s a function of the link

F(p;d) =trI ' (p

parameters pu, and /%m = (Q* )e,m denotes the (£, m)-
entry of the inverse of the measurement matrix Q.

By the method of Lagrange multipliers, the A-optimal
solution for minimizing F(u; ¢) is

Am(p)
Zm' eM A (“)

As the analytical solutions of the A-optimal design in (1)
and (2) only contain basic calculations and are thus differ-
entiable, we verify the Lipschitz continuity in Condition 1.

Estimator Concentration We also prove that the con-
centration rate of the MLE estimator for the link parameters
p in the star network as follows,

Pm =

, Vme M. (2)

Theorem 2. For unicast star network we have, with a prob-
ability of at least 1 — 6,

Z . log(6—1/M)

m,l
Sm ’

e € | fle —
mEM:ky pm#0
3)
X log(6—1/M)
ot Y ey EOIAD )
meEM:ky ;70

where the ¢y o for each probe m and link ¢ pair is a constant
that depends on the network topology and link parameters.

This verifies Condition 2 regarding the concentration rate
of the MLE estimator for the link parameters in the unicast
star network, where the exponent parameters are ym,, €

{07 %}, resulting in a minimum nonzero exponent Ymin = %
Regret of OpaL on the Unicast Star Network
With the confidence interval in (3) and 6 = 1/LT?, we

know that O(logT) samples for each unicast probe suffice
to estimate the link parameters g with relatively good ac-
curacy. Furthermore, utilizing the Lipschitz continuity of
the A-optimal design allocation in (2), one can derive a
lower bound & for the optimal allocation ratio ¢y, for all
probes m € M. Consequently, the regret of OPAL for the
A-optimal design under the loss star network is expressed as

Ry =trI '(p;r) —tr I~ (n;0") = O <(1°%T)%> :

We present numerical simulations to evaluate the perfor-
mance of OPAL) in the above tomography task. We consider

Empirical Evaluation of OpaL
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Figure 1: MSE Comparison in 3-Link Star Network

three baselines: an iterative algorithm proposed in [4, Algo-
rithm 2], the A-optimal allocation, and a uniform allocation.
The iterative algorithm is batch-based. It performs probes
in each batch (consisting of 100 time steps) according to its
iteratively updated allocation. The initial sampling phase of
OPAL is set to Tp = 0.05 - T uniformly over all probes. The
A-optimal allocation policy follows the ¢* that minimize the
A-optimal experimental design F(u, ¢) assuming the prior
knowledge of link parameters p, and the uniform allocation
policy follows the ¢unit. = 1/L. Flgure 1 reports the mean
square error (MSE), E[||ft; — /2], of these four algorithms
in the a 3-link star network, which OPAL performs as well
as the A-optimal and outperforms other baselines.

6. CONCLUSION

This paper introduces a novel and general online exper-
imental design algorithm for network tomography, termed
online probe allocation (OPAL). Theoretically, OPAL is the
first algorithm to offer rigorous regret guarantees for net-
work tomography. We establish these guarantees by identi-
fying two critical conditions: Lipschitz continuity and con-
fidence interval concentration. On the practical side, we
validate these theoretical conditions in classical loss unicast
networks, representing key use cases for network tomogra-
phy. Empirically, we illustrate the superior performance of
OPAL compared to existing methods.
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