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This special issue of Performance Evaluation Review col-
lects eight papers selected from the proceedings of the work-
shop InfQ2016 - New Frontiers in Quantitative Methods in
Informatics held in Taormina, Italy, on October 2016.

The InfQ workshop has been launched in 2010 by the Ital-
ian group on Quantitative Methods in Informatics as a fo-
rum for the presentation of all aspects of quantitative mod-
eling and analysis of computer and communication system
properties (e.g. performance and dependability). The past
successful editions (Pisa ’10, Lipari '11, Lucca ’12, Sorrento
’13 and Torino '14) were intended as national conferences.
Starting from this year, the organizers have decided to also
welcome contributions from researchers working in other
countries and those whose interest in performance and de-
pendability is derived from experience in other fields. From
the proceedings of this year we selected eight full papers
that have been extended with at least the 30% of new and
unpublished contents. All the selected research works adopt
quantitative methods and techniques to study complex sys-
tems and networks in challenging application fields, specif-
ically: Big Data architectures and applications (Cardellini
et al. and Gianniti et al.), Cloud computing (Canali et al.,
Longo et al. and Bianchi et al.), Internet-of-Things (IoT)
(Donatiello et al. and Pinciroli et al.) and Bioinformatics
and systems biology (Totis et al.).

In the area of Big data, Cardellini et al. study the prob-
lem of optimizing the performance of Data Stream Process-
ing (DSP) applications that can be replicated and placed
on multiple distributed computing nodes, to process the in-
coming data flow in parallel. The authors formulate the
optimal DSP replication and placement as an integer linear
programming problem. Predicting the performance of Big
Data frameworks can be a costly task, hence the necessity to
provide models that can be a valuable support for designers
and developers. Gianniti et al. propose a novel modeling
approach based on fluid Petri nets to predict MapReduce
and Spark applications execution time.

Cloud computing is still a challenging research application
area targeted in Longo et al. by proposing general steps and
metrics to quantify the resiliency of large scale systems (e.g.
Infrastructure-as-a-Service Cloud). The approach is formal-
ized as a set of four algorithms that can be applied when
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large scale systems are modeled through stochastic state
space-based models. In the same area, Canali et al. address
the problem of network-aware virtual machine placement in
software-defined Cloud data centers. Their work proposes
a methodology to infer virtual machines (VM) communica-
tion patterns starting from the input/output network traffic
time series of each VM and without relaying on a special
purpose monitoring. Similarly, Bianchi et al. study how
Infrastructure Providers can optimize the allocation of the
virtual network requests into a substrate network while sat-
isfying QoS requirements. The authors propose a two-stage
virtual network embedding algorithm with delay and place-
ment constraints.

Sensor networks are an enabling technology for IoT, in-
vestigated in Donatiello et al. to provide mechanisms to
extend the lifetime of a barrier coverage sensor network de-
ployed for target detection. The authors consider a scenario
where sensors are randomly dropped on a bidimensional field
to detect target traversals which occur in a stochastic way
within a critical mission time. Amnother hot topic in the
IoT domain is Mobile Crowdsensing (MCS), a contribution-
based paradigm involving mobiles in pervasive application
deployment and operation. Pinciroli et al. propose a new
technique for the evaluation of relevant performance and
energy figures of merit for MCS systems based on queuing
networks including stations with variable number of servers
to model the contribution dynamics.

A main aspect in computational modeling of biological
systems is the identification of the model structure and pa-
rameters. Totis et al. propose an approach which over-
comes model indetermination solving an optimization prob-
lem with an objective function that, similarly to Flux Bal-
ance Analysis, is derived from an empirical biological knowl-
edge and does not require large amounts of data.

We would like to thank many people who contributed to
the success of InfQ 2016 and of this special issues: the steer-
ing committee for their precious support and suggestions,
the publicity chairs for their valuable contribution in ad-
vertising the workshop, the Technical Program Committee
members for the time and effort that they have put into the
paper selection process and the anonymous Reviewers which
supported us in the special issue review process. These ef-
forts make the InfQQ2016 conference and this special issue
possible.
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ABSTRACT

Exploiting on-the-fly computation, Data Stream Processing
(DSP) applications are widely used to process unbounded
streams of data and extract valuable information in a near
real-time fashion. As such, they enable the development of
new intelligent and pervasive services that can improve our
everyday life. To keep up with the high volume of daily
produced data, the operators that compose a DSP applica-
tion can be replicated and placed on multiple, possibly dis-
tributed, computing nodes, so to process the incoming data
flow in parallel. Moreover, to better exploit the abundance
of diffused computational resources (e.g., Fog computing),
recent trends investigate the possibility of decentralizing the
DSP application placement.

In this paper, we present and evaluate a general formula-
tion of the optimal DSP replication and placement (ODRP)
as an integer linear programming problem, which takes into
account the heterogeneity of application requirements and
infrastructural resources. We integrate ODRP as prototype
scheduler in the Apache Storm DSP framework. By lever-
aging on the DEBS 2015 Grand Challenge as benchmark
application, we show the benefits of a joint optimization
of operator replication and placement and how ODRP can
optimize different QoS metrics, namely response time, inter-
node traffic, cost, availability, and a combination thereof.

1. INTRODUCTION

The ever increasing diffusion of cheap sensors and the
presence of an almost ubiquitous Internet connectivity is
producing an exponential growth in the amount of daily
produced data, which carry valuable information about our
surrounding environment. Indeed, by extracting valuable
information from noisy Big Data, it is possible to develop
new intelligent and pervasive services that can improve our
everyday life in several domains, e.g., healthcare, energy
management, logistic, and transportation. The volume and
velocity of daily produced data have fostered the develop-
ment of new processing approaches that rely on the usage
of multiple computing machines. Nowadays, two opposite
approaches are commonly adopted: batch processing and
stream processing. The former stores all the data, usually
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on a distributed file system, and then operates on them on
the basis of different programming models, among which
the well-known MapReduce [8]. The latter processes all the
data on-the-fly, i.e., without storing them, so it can produce
results in a near real-time fashion. Therefore, Data Stream
Processing (DSP) applications are widely used to process
unbounded streams of data and timely extract valuable in-
formation. We focus on this kind of applications.

A DSP application is represented as a directed acyclic
graph (DAG), with data sources, operators, and final con-
sumers as vertices, and streams as edges. Each operator
can be seen as a black-box processing element that contin-
uously receives incoming streams, applies a transformation,
and generates new outgoing streams. In the Big Data era,
DSP applications should be capable to seamlessly process
huge amount of data, which require to scale their execu-
tion on multiple computing nodes, because a single machine
cannot provide enough processing power. To this end, these
applications usually exploit data parallelism, which consists
in increasing or decreasing the number of parallel instances
for the operators, so that each instance can process a subset
of the incoming data flow in parallel (e.g., [12, 16]). More-
over, since data sources can be geographically distributed,
the execution of DSP applications can also take advantage
of the ever increasing presence of distributed Cloud and Fog
computing resources, which can improve the system scalabil-
ity and reduce latency by moving the computation towards
the network edge, closer to data sources. Nevertheless, the
use of such distributed infrastructure poses new challenges,
that include network and system heterogeneity, geographic
distribution as well as non-negligible network latencies [23].

This paper focuses on the deployment of DSP applications
over distributed computing nodes. Specifically, we investi-
gate and evaluate Optimal DSP Replication and Placement
(ODRP) [3], a unified general formulation of the operator
replication and placement problem. Differently from most
works in literature [9, 20, 21, 24], ODRP can jointly deter-
mine the application placement and the replication of its
operators, while optimizing the Quality of Service (QoS) at-
tributes of the application. With respect to our previous
work [3], in this paper we describe the integration of ODRP
as prototype scheduler in Apache Storm, an open-source and
widely used DSP framework. Moreover, we extensively eval-
uate the prototyped solution in a real setting with the aim
of highlighting its strengths and drawbacks. To this end, we



have designed and implemented a benchmark DSP applica-
tion that solves the DEBS 2015 Grand Challenge [17].

This paper is organized as follows. We review related work
in Section 2; in Section 3 we describe the system model and
the problem under investigation, before presenting ODRP
and its integration, as prototype scheduler, in Apache Storm
in Sections 4 and 5, respectively. Then, in Section 6, relying
on the Storm-based prototype and the benchmark applica-
tion that addresses the DEBS 2015 Grand Challenge, we
show the benefits of a joint optimization of replication and
placement and how ODRP can optimize different QoS met-
rics. Finally, we conclude in Section 7.

2. RELATED WORK

To deploy a DSP application, a DSP system needs to de-
termine the replication degree of the application operators
and their placement on the computing infrastructure. Even
though these problems have been widely investigated sepa-
rately, only few works study their joint optimization.

Placement and Replication Problem. Most works in lit-
erature consider DSP operator placement and operator repli-
cation as independent and orthogonal decisions, where the
operator placement is first carried out without determining
the optimal number of replicas for each operator. Then,
in response to some performance deterioration, the opera-
tors to be replicated and their new replication degree are
identified. This two-stage approach requires to reschedule
the DSP application in order to take the new application
configuration into account and may incur in a significant
overhead. In this paper, we propose a single-stage approach
to determine both the placement and the parallelism degree
of the operators in a DSP application. The DSP placement
problem has been widely investigated in literature under dif-
ferent modeling assumptions and optimization goals, e.g., [4,
9, 24]. In [4], we proposed a general formulation of the op-
timal DSP placement which takes into account the hetero-
geneity of computing and networking resources and which
encompasses the different solutions proposed in the litera-
ture. In [3] we extended that formulation so as to determine
the optimal number of replicas for each operator contextu-
ally to their placement on the underlying infrastructure; in
this paper, we integrate such formulation in a Storm-based
prototype and evaluate it using a real application.

Since the placement problem is NP-hard, several heuris-
tics have been proposed, e.g. [1, 22, 26]. They aim at mini-
mizing a diversity of utility functions, such as the DSP ap-
plication end-to-end latency, the inter-node traffic, and the
network usage. Our problem formulation can be adjusted
to take into account these different utility functions.

Many research efforts have focused on scaling the amount
of operator replicas in response to changes observed in some
monitored performance metric. Some works, e.g., [5, 15],
exploited threshold-based policies based on the utilization
of either the system nodes or the operator instances. Other
works, e.g., [12, 20, 21], used more complex policies to de-
termine the scaling decisions. Lohrmann et al. [20] pro-
posed a strategy that enforces latency constraints by rely-
ing on a predictive latency model based on queueing theory.
Mencagli [21] presented a game-theoretic approach where
the control logic is distributed on each operator.

An important issue related to operator replication regards
the management of stateful operators, since their state must

be migrated in order to preserve the application integrity [12].
The approach we propose in this paper jointly places and
replicates operators, thus saving the overhead and latency
penalty incurred by stateful operator migrations in case of
disjointed replication and placement decisions.

The works most closely related to ours have been pre-
sented by Heinze et al. [14, 16]. They proposed a model
to estimate the latency spike created by a set of operator
movements and used it to define an operator placement al-
gorithm based on a bin packing heuristic that minimizes the
latency violations and focuses only on the placement of the
newly added operators. We present an optimal problem for-
mulation that targets the initial placement decision and can
be used to benchmark existing heuristics.

While most works, including ours, focus on replicating the
operators at the level of the application logic, thus changing
the graph topology, Fu et al. [11] proposed a queueing theory
approach to determine the number of computing resources
on which each operator is placed; however, their approach
does not consider network delays.

DSP Frameworks. A great variety of DSP frameworks has
been proposed so far; being interested in integrating our
ODRP model, we focus mainly on the open-source ones.
Apache Storm [25] is a DSP framework that provides an ab-
straction layer to execute event-based applications. It allows
the user to merely focus on the application logic, while the
effort of placing, distributing, and executing the application
is handled by the framework. Several research efforts have
used Storm to either evaluate new operator placement algo-
rithms in a real environment or to propose some architec-
tural improvements (e.g., [1, 13, 19, 25, 26]). Developed as
the successor of Storm, Heron [18] preserves its abstraction
layer while introducing some architectural improvements.
Apache Spark [28] is a general-purpose framework for large-
scale processing, which provides a batch and micro-batch
processing approach. This latter alternative is throughput-
oriented, whereas Storm, which is a pure DSP system, can
further minimize the application latency and thus can be
preferred in latency sensitive scenarios. Another emerging
framework is Apache Flink!, which provides a unified solu-
tion for batch and stream processing.

Aside the specific functionalities, these open-source frame-
works use directed graphs to model DSP applications; there-
fore, our ODRP formulation well represents their placement
problem and can be integrated into their scheduler. As re-
gards the operator replication, so far these frameworks leave
completely to the user the definition of the number of repli-
cas that have to be instantiated. Nevertheless, since the
user might over-/under-estimate the incoming load, this ap-
proach can lead to a sub-optimal utilization of the avail-
able resources (i.e., over-/under-provisioning). Since several
placement policies [1, 2, 6, 10, 22, 26] and seminal replica-
tion policies [5] have been already integrated into Storm, we
have also chosen it to implement our ODRP scheduler.

3. SYSTEM MODEL AND PROBLEM
STATEMENT

In this section we present the resource and DSP applica-
tion model and define the operator replication and place-
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Table 1: Main notation adopted in the paper

Symbol Description
Gisp Graph representing the DSP application
Vasp Set of vertices (operators) of Ggsp
Egsp Set of edges (streams) of Gysyp
C} Cost of deploying operator i € Vys)p
R; Latency of i € Vg, on a reference processor
Res; Resources required to execute i € Vyqp
ki Maximum replication degree of i € Vygp
) Average tuple rate exchanged on (i,5) € Eqs)p
b(i, ) Avg. number of byte per tuple on (i, ) € E4sp

res Graph representing computing and

network resources

Vies Set of vertices (computing nodes) of Gres
FEres Set of edges (logical links) of Gres
Ay Availability of node u € Vyes
Resy, Amount of resources available at © € Vjes
Su Processing speed-up of u € Vyes
Aluw) Availability of (u,v) € Eres
Cluv) Transmission cost per data on (u,v) € Eres
dy,v) Network delay on (u,v) € Eres
Vrie5 C Vres Subset of nodes where i € V), can be placed

Multiset of elements in X

iy Placement of i € Vysp, on nodes in U T Vi,

Y(i,5),U,V) Placement of (i,j) € .EdSp on the network paths
from nodes in U C V%, to nodes in V C Vs

2y Activation variable for u € Vjyes

Z(uv) Activation variable for (u,v) € Eres

ment problem. For the sake of clarity, in Table 1 we sum-
marize the notation used throughout the paper.

3.1 Resource Model

Computing and network resources can be represented as a
labeled fully connected directed graph Gres = (Vies, Eres),
where the set of nodes V,..s represents the distributed com-
puting resources, and the set of links F,.s represents the
logical connectivity between nodes. Observe that, at this
level, links represent the logical links across the networks
corresponding to the network paths between nodes (as de-
termined by the network operator routing strategies). Each
node u € V,.s is characterized by: Res,, the amount of
available resources; S,, the processing speed-up on a refer-
ence processor; and A,, its availability, i.e., the probability
that w is up and running. FEach link (u,v) € Eyes, with
u,v € Vyes is characterized by: d(,.), the network delay
between node u and v; A(,,.), the link availability, i.e., the
probability that the link between u and v is active; and
C(u,v), the cost per unit of data transmitted along the net-
work path between v and v. This model considers also edges
of type (u, u) (i.e., loops); they capture network connectivity
between operators placed in the same node u, and are con-
sidered as perfect links, i.e., always active with no network
delay. We assume that the considered QoS attributes can be
obtained by means of either active/passive measurements or
through some network support (e.g., SDN).

3.2 DSP Model

A DSP application can be represented at different levels
of abstraction, and we can distinguish between an abstract
model, which is defined by the user, and an ezecution model,
which is used to run the application.

The DSP abstract model defines the streams and their
characteristics, along with the type, role, and granularity
of the stream processing elements. At this level, the DSP

@ source

@ operator @ sink

Figure 1: Replication of the application operators and their
placement on the computing resources

application can be regarded as a network of operators con-
nected by streams. An operator is a self-contained process-
ing element that carries out a specific operation (e.g., filter-
ing, aggregation, merging) or something more complex (e.g.,
POS-tagging), whereas a stream is an unbounded sequence
of data (e.g., packet, tuple, file chunk). A DSP abstract
model can be represented as a labeled directed acyclic graph
(DAG) Gasp = (Viasp, Fasp), where the nodes in Vysp repre-
sent the application operators as well as the data stream
sources (i.e., nodes without incoming links) and sinks (i.e.,
nodes without outgoing links), and the links in Eq4sp repre-
sent the streams, i.e., data flows, between nodes. Due to
the difficulties in formalizing the non-functional attributes
of an abstract operator, we characterize it with the non-
functional attributes of a reference implementation on a ref-
erence architecture: Res;, the amount of resources required
for running the operator; R;, the operator latency (which
accounts for the waiting time on the input queues as well
as the execution time of a unit of data); C;, the cost of de-
ploying an instance of the operator. We characterize the
stream exchanged from operator i to j, (i,5) € Eqsp, with
its average tuple rate A(; ;) and average number of bytes per
tuple b(; ;). To model load-dependent latency, we assume
that the latency is function of \;, the operator input tuple
rate, R; = R;(\;), where \; = Zjevdsp A(j,5); without loss of
generality, we also assume that R; is an increasing function
in A\;. In this paper, we assume that Res; is a scalar value,
but our placement model can be easily extended to consider
Res; as a vector of required resources.

The DSP ezxecution model is obtained from the abstract
model by replacing each operator with its replicas. In-
deed, in order to improve performance, multiple instances
(or replicas) of the same DSP operator can be instantiated
over different computing nodes. The premise is that by par-
titioning the streams over multiple processing elements, we
reduce the load of each processing element which in turn
yields lower operator (and overall application) latency. Dif-
ferently from most of the existing solutions, ODRP com-
putes the execution model by optimizing, in a single stage,
the number of operator instances and their placement.

3.3 Operator Replication and Placement

The DSP replication and placement problem consists in
determining, for each operator i € Vy,p, the number of repli-
cas and where to deploy them on the computing nodes in
Vres. Figure 1 represents a simple instance of the problem.



Observe that a DSP operator cannot be usually placed on
every node in Vs, because of physical (i.e., pinned oper-
ator) or other motivations (e.g., security, privacy). This
observation allows us to consider for each operator ¢ € Vygp
a subset of candidate resources sts C Vyes where it can
be deployed. For example, if sources and sinks (I C Vysp)
are external applications, their placement is fixed, that is
Vi € I,|Vii,| = 1. The operator placement can be repre-
sented by a function map which maps an operator i € Vygp
to a multiset of computing nodes in V;%,. We recur to multi-
sets because a deployment can place multiple replicas of the
same operator on the same computing node. For instance,
map(i) = {u,u,v}, i € Vasp, u,v € V%, indicates that
operator i deployment consists of 3 replicas, two of which
on node u and one on node v. A multiset X over a set
X, which we denote as X C X, is defined as a mapping
X : X — N where, for z € X, X(x) denotes the multiplicity
of z in X. z € X if and only if X(z) > 1. The cardinality
of a multiset X, denoted |X], is defined by the number of
elements in X, that is |X]| = Y ., X(x). Hereafter, with-
out lack of generality, we will assume that in a deployment
each operator i € Vg, can be replicated at most k; times.
Therefore, we also find convenient to define the power mul-
tiset P(X) of a set X as the set of all multisets with el-
ements taken from X and the subset P(X;k) C P(X) of
the multiset over X with cardinality no greater of k, that is
P(X;k) = {X € P(X)| 5, cn X(2) < ).

4. OPTIMAL REPLICATION AND PLACE-
MENT MODEL

In this section we present our model for the ODRP prob-
lem. As the optimal solution depends on non-functional at-
tributes, we first derive the expression for the different QoS
metrics of interest and then present the ODRP formulation.

4.1 ODRP Variables

We model the ODRP problem with binary variables x; u,
1€ Vasp and U C Vriesz iy = 1 if and only if the operator
map(i) = U, that is, i is replicated in |U| instances with
exactly U(u) copies deployed in u, with u € U. We also find
convenient to consider binary variables associated to links,
namely Y@i,5),U, V) (Za]) € Eds;m urc Wesv Ve Wesa which
denotes whether the data stream flowing from operator ¢ to
operator j traverses the network paths from nodes in U to
nodes in V. By definition, we have y¢; j),w,v) = Tiu N Tjv.

Finally, we also consider the variables z,, u € V;¢s which
denote whether at least one operator is deployed on node u
and the variables z(y,v), (4, v) € Eres, which denote whether
a stream (or a portion of it) traverses the network path
(u,v). By definition, we have z, = VeV p UEP Vi, ki) Tisld

and 2(uw) = V(i j)emy, UEP (Vi ki) VEP (Vs k) YD) UY)-
For short, in the following we denote by « and y the place-
ment vectors for nodes and edges, respectively, where & =
(Tiu), Vi € Vasp, YU € P(Viesi ki), and y = (Yii,5),w,v))>
VTiu, ;v € . Similarly, we denote by zy and zg the vec-

tors zv = (2u), Y € Vies, and 2z = (Z(u,0)), V(U, V) € Epes.
4.2 Qos Metrics
4.2.1 Operator QoS Metrics

Let us first consider an operator in isolation. For each
i € Vasp, the QoS of the operator deployment depends on

the deployment Y. Let R;u, Ciu, and A;y denote the
maximum latency, the cost, and the availability of the de-
ployment U, respectively. We readily have:

Ri(3i
Riy = maxM (1)
uelU u
Ci,z,{ = ZU(U)CZRGSZ (2)
u€eU
Ai,z,{ = H Au (3)
u€eU

under the assumption that the traffic is equally split among
the different operator replicas.

4.2.2  Stream QoS Attributes

We now turn our attention to the QoS attributes related
to a stream. For a stream (7,j), the QoS depends on the
upstream and downstream operators’ deployments U/ and
V. Let d(i,j),(M,V)7 C(i,j),(b{,v)7 and A(i’j)’a/’y) denote the
maximum latency, the cost, and the availability of the de-
ployments U and V), respectively. We readily have:

diguy) = duy) = max daw (4)
Capuvy = O, Mg Cuw (5)
ueU,vEYV
Aipavy = ] Aww (6)
uweU,veV
where
i ) UveV 7
(4,5),U, V) = ‘UHV| ueU,ve ()

is the amount of stream (7, j) traffic exchanged between two
operator replicas under the deployments I/ and V.

4.2.3 DSP Application QoS Metrics

We consider both user-oriented and system-oriented QoS
metrics, such as application response time, cost, and avail-
ability for the former, and network related metrics for the
latter.

Response Time: For a DSP application, with data flow-
ing from several sources to several destinations, there is no
unique definition of response time. In the following, we con-
sider as response time R the worst end-to-end delay from a
source to a sink. Given this definition, we have that:

R = max R, (8)

m€llysp

being R, the delay along path 7 and Ilgs, the set of all
source-sink paths in Ggsp. Given a placement vector  (and
resulting y) and a path m = (i1,42,...,in,), we have R =
R(x,y) = maxren,,, R(z,y) with R (z,y) defined as:

ny—1

Re(@,y) =S Riy@) + 3 D@ (9)

where

Ri(x)= Y

UEP (Vi giki)

D j(y) = Z

UEP (V) oiki)
kj)

VeP (V]

Riuxiu (10)

dw )Y, w,v) (11)

esify



denote respectively the execution time of operator i when
deployed over the multiset U4 and the worst case network
delay for transferring data from 4 to j when the two opera-
tors are mapped over U and V), respectively.

Cost: We define the cost C' of the DSP application as the
monetary cost of all the computing resources and paths in-
volved in the processing and transmission of the application
data streams. We have:

Y CGl@+ Y Cuply) (12)

1€Visp (4,7)EEqsp
where
Ci(x) = Z Ciutiu (13)
UEP(Viegiki)
Capn@ = D Clumpum¥suy) (14)
UEP(V]oyiki)
VEP(VY,  5kj)

Availability: We define the application availability A as
the availability of all the nodes and paths involved in the
processing and transmission of the application data streams.
For the sake of simplicity, we assume the availability of the
different components to be independent. However, we ac-
knowledge that independence does not hold true in general
and that a more detailed model is needed to capture the
dependency relationship among logical components sharing
physical nodes and networks links; we postpone it to future
work. With the independence assumption, we readily have:

Alzv,zg) = H Auzu: H

UEVresizy=1 (u,0)EEres:z(y,v)=1

Au,) Z(uw)

(15)
To obtain a linear expression, we consider the logarithm of
the availability, obtaining:

DETSEES'S

UEVres (u,v)éEres

log A(zv,zE A (u,v)Z(u,v) (16)

where a, = log Ay, and a(y,,) = log Ay,v). It is worth ob-
serving that in (16) we can take the summation over all
u € Vies and (u,v) € Fyes since the terms not appearing
in (15) are those corresponding to z, = 0 or 2z, = 0,
which do not affect the summation in (16).

Network Related QoS Metrics: In the DSP literature,
several alternative network-aware metrics have been defined,
including the inter-node traffic T' [1], the network usage
N [26], and an approximation of the elastic energy EE [22].
Let Z(y), Z = T|N|EE, denote the QoS attribute of the
DSP application under the placement policy y, we have:

Z(y) = Z Zi5)(y) (17)

(4,5)€EEqsp

where Z(; ;y(y) is defined as follows.

The inter-node traffic T is the overall amount of data ex-
changed per time unit between operators placed on different
nodes. Therefore, using the placement policy y, the stream
(1,7) € Egsp generates an inter-node traffic equals to:

T (y) = Z
ueU,veVY, u;év
UeP (V!

resiki)

VEP(Viegik;)

b HAG) U YGa),w,v)  (18)

The network usage N is the amount of data that traverses
the network at a given time; therefore, the stream (7,j) €
E4sp imposes a load expressed by:

Nepm) = >
uEM,'Ué_V,u;é'u
Z/IEP(Vr ki)
VeP(V7

Fesiki)

(i, 1) A3y, V) D) Y(ig), W, V)

es’

(19)
where d(,,.) is the network delay among nodes u,v € Vyes,
with u # v.

In their paper [22], Pietzuch et al. indirectly minimize the
network usage through the minimization of the elastic en-
ergy, which results from the equivalent system of springs
that represents the application. Basically, their solution
minimizes the amount of data that traverses each link weighted
by the latency of the link itself. Hence, the stream (i,j) €
Eg4sp contributes to the elastic energy of the system with:

EEup(y)= Y
ueU,veV, u;év
UeP(V;}

res’ ki)
VEP(VE, iky)

2
b(i, ) Atag), W, v) u,0) Y)W, V)

(20)
Observe that, in all cases, Z(y) is a linear function of y.

4.3 ODRP Formulation

Depending on the usage scenario, a DSP replication and
placement strategy could be aimed at optimizing different,
possibly conflicting, QoS attributes. To this end, we use the
Simple Additive Weighting (SAW) technique [27] to define
the utility function F(z,y, zv, zg) as a weighted sum of the
normalized QoS attributes of the application, as follows:

Rmax — R(x, y) log A(zv, zg) — log Amin

F(x,y,2v,2E) = wr a

Rmax — Rmin log Amax — log Amin
Chax — C(a, Zmax — Z(x,
4, Cme @y) , , Zma (=, v) (21)
Cmax - Cmiu Zmax — Zmin

where wy, wq, We, wy > 0, wr + weq + we + w, = 1, are
weights associated to the different QoS attributes. Rmax
(Rmin)y Amax (Amin)y Cmax (Cmin), and Zmax (Zmin) den0t97
respectively, the maximum (minimum) value for the overall
expected response time, availability, cost and network re-
lated metric. Observe that after normalization, each metric
ranges in the interval [0,1], where the value 1 corresponds
to the best possible case and 0 to the worst case.

We formulate the ODRP problem as an Integer Linear
Programming (ILP) model as follows:

!
max F'(z,y,zv,zg,7)
z,y,r

subject to:

r> Z Ri, uwiu +
p:l,.._.,n.,r
UEP (Vi 3ks)

res?

Do AU Vi)t V) Vr € Tagp

p=1,....np—1
q=p+1
i
UEP (Vi Esikiy)
VEP(V,daihiy)
(22)
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Tjv = Z Y(,9),U,V) veP(v,Jm;:j)
UEP(V,,?’ES;ku)
(28)
Vi€Viep,
ziy €40,1} MGP(VEE:;kq,)
(29)
V(i:5)€Bdsps
Yg).wv) € {01} UEP (Vresiki)
VEP(VZ, 5kj)
(30)
zu € {0,1} Vu € Vies
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In the problem formulation we use the objective function
F'(x,y,zv, zE,r) that is obtained from F(z,y, 2v, zg) by
replacing R(x,y) with the auxiliary variable r, which repre-
sents the application response time in the optimization prob-
lem, in order to obtain a linear objective function. Observe
that, indeed, while F' is nonlinear in @, y since R(z,y) =
maXrer,,, (%, y) is a nonlinear term, F’ is linear in r
as well as in @ and y. Equation (22) follows from (8)-
(11). Since r must be larger or equal than the response
time of any path and, at the optimum, r is minimized,
r = maxren,,, Bx(x,y) = R(z,y). The constraint (23)
limits the placement of operators on a node u € Vs ac-
cording to its available resources. Constraints (24) and (25)
are the activation constraints for the variable z, and z(y,v),
respectively, with M and N large constants. Equation (26)
guarantees that each operator ¢ € Vg, is placed on one
and only one node u € V;.,. Finally, constraints (27)—(28)
model the logical AND between the placement variables, that
iS, Y@, 5),(u,w) = Tiu A Tjv-

THEOREM 1. The ODRP problem is an NP-hard problem.

Proor. It is sufficient to observe that the Optimal DSP
Replication and Placement problem is a generalization of
the Optimal DSP Placement problem we presented in [4],
which has been shown to be NP-hard. []

S. STORM INTEGRATION

To enable the usage of ODRP in a real DSP framework,
we have developed a prototype scheduler for Apache Storm,
named S-ODRP. We first briefly describe the main features
of Storm and how it represents and executes DSP applica-
tions. Then, we present the prototype design in details.

5.1 Apache Storm

Storm is an open source, real-time, and scalable DSP sys-
tem maintained by the Apache Software Foundation. It pro-
vides an abstraction layer where event-based applications
can be executed over a set of worker nodes interconnected
by an overlay network. A worker node is a generic comput-
ing resource (e.g., a physical host, a mobile device, a virtual
machine, a Docker container), whereas the overlay network
comprises the logical links among these nodes.

In Storm, an application is represented by its topology,
which is a DAG with spouts and bolts as vertices and streams
as edges. A spout is a data source that feeds the data into
the system through one or more streams. A bolt is either
a processing element, which extracts valuable information
from incoming tuples, or a final information consumer; a
bolt can also generate new outgoing streams, like spouts
do. A stream is an unbounded sequence of tuples, which are
key-value pairs. We refer to spouts and bolts as operators.
Figure 2a shows an example of a DSP application.

Storm uses three types of entities with different grain to
execute a topology: tasks, executors, and worker processes.
A task is an instance of an application operator (i.e., spout
or bolt), and it is in charge of a share of the incoming oper-
ator stream. An ezxecutor, which is the smallest schedulable
unit, can execute one or more tasks related to the same
operator; in other words, t;, the number of tasks of an op-
erator, is always greater or equal than e;, the number of
executors of the same operator, that is, t; > e;. Since the
operator executors run concurrently, they can increase the
operator throughput when subject to heavy incoming load.
A worker process is a Java process that runs a subset of the
executors of the same topology, i.e., a topology can be dis-
tributed across different worker processes. As represented
in Figure 2b, there is an evident hierarchy among the Storm
entities: a group of tasks runs sequentially in the executor,
which is a thread within the worker process, that in its turn
serves as container on the worker node. To date, Storm
leaves completely to the user the definition of the number of
worker processes, executors, and tasks for the DSP applica-
tion. Moreover, the framework enables the user to change
at runtime the parallelism degree of an application through
the rebalance API; however, its implementation is not ef-
ficient, because it restarts the whole application with new
executors, leading to possible data loss.

Besides the computing resources, i.e., the worker nodes,
the Storm architecture includes two additional components:
Nimbus and ZooKeeper. Nimbus is a centralized component
in charge of coordinating the topology execution; it uses its
scheduler to define the placement of the application opera-
tors on the pool of available worker nodes. The assignment
plan determined by the scheduler is communicated to all
the worker nodes through ZooKeeper?, which is a shared
in-memory service for managing configuration information
and enabling distributed coordination. Since each worker

2http://zookeeper .apache.org/
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node can execute one or more worker processes, a Super-
visor component on each worker node starts or terminates
worker processes on the basis of the Nimbus assignments.
Each worker node can concurrently run a limited number of
worker processes, based on the number of available worker
slots.

5.2 S-ODRP: ODRP in Storm

We develop a new scheduler for Storm, named S-ODRP,
whose core is the model presented in Section 4. In order
to design S-ODRP, we have to address two issues: (1) to
adapt the DSP and resource model to consider the specific
execution entities of Storm, and (2) to instantiate the ODRP
model with the proper QoS information about computing
and networking resources.

As regards the first issue, we have to model the fact that
Storm runs multiple executors to replicate an operator, and
that a Storm scheduler deploys these executors on the avail-
able worker slots, considering that at most EPSmax execu-
tors can be co-located on the same slot. Hence, S-ODRP
defines Gasp = (Visp, Easp), with Vgsp as the set of oper-
ators and Egsp as the set of streams exchanged between
them. Since in Storm an operator is considered as a black
box element, we conveniently assume that its attributes are
unitary, i.e., C; = 1 and Res; = 1, Vi € Vgsp. By solving
the replication and placement model, S-ODRP determines
the number of executors for each operator i € V), leverag-
ing on the cardinality of U when ;4 = 1, with U T V...
The resource model Gres = (Vyes, Eres) must take into ac-
count that a worker node u € V,..s offers some worker slots
WS (u), and each worker slot can host at most EPSmax €x-
ecutors. For simplicity, S-ODRP considers the amount of
available resources C, on a worker node u € Vy,es to be
equal to the maximum number of executors it can host, i.e.,
Cu = WS(u) X EPSmax. To enable the parallel execution
of executors, Cy should be equal (or proportional) to the
number of CPU cores available on u.

As regards the second issue, Storm allows us to easily de-
velop new centralized schedulers with the pluggable sched-
uler APIs. However, Storm is unaware of the QoS attributes
of its networking and computing resources, except for the
number of available worker slots. Since we need to know
these QoS attributes in order to apply the ODRP model,
we rely on Distributed Storm, a Storm extension® we pre-
sented in [2], that enables the QoS awareness of the schedul-
ing system by providing intra-node (i.e., availability) and
inter-node (i.e., network delay and exchanged data rate) in-
formation. This extension estimates network latencies using

3Source code available at http://bit.1ly/extstorm

a network coordinate system, which is built through the
Vivaldi algorithm [7], a decentralized algorithm having lin-
ear complexity with respect to the number of network lo-
cations. S-ODRP retrieves, from the monitoring compo-
nents of the extended Storm, the information needed to
parametrize the nodes and edges in Ggsp and Gres. Specifi-
cally, it considers: the average data rate exchanged between
communicating executors (i.e., A ;),V(i,j) € FEasp), the
node availability (A.,Vu € Vies), and the network laten-
cies (d(u,v), Vi, € Vies). Once built the ODRP model,
S-ODRP relies on CPLEX®*, the state-of-the-art solver for
ILP problems, for its resolution.

From an operational prospective, Nimbus uses S-ODRP
to compute the optimal operator replication and placement
when a new application is submitted to Storm and when
a failure of the worker process compromises the applica-
tion execution. In the latter case, S-ODRP invalidates the
existing assignment and computes the new optimal place-
ment. Algorithm 1 summarizes the runtime execution of
S-ODRP, which has to face two main issues: to collect the
exchanged data rate between the operators, and to repli-
cate the operators as needed. When information on the
exchanged data rate is unknown (line 3), e.g., the first time
the application is scheduled, S-ODRP defines an early as-
signment and monitors the application execution to harvest
the needed information (lines 4-6). As soon as this infor-
mation is available, SS-ODRP reassigns the application by
solving the updated ODRP model with the network-related
QoS attributes (line 8). To enact the replication decision
computed by ODRP (lines 5 and 9), S-ODRP leverages on
the Storm API rebalance, which restarts the application
with the correct number of executors, before assigning them
to the worker nodes as specified by the computed placement
solution.

Algorithm 1 Application placement with S-ODRP

1: function SCHEDULE(Gasp, Gres)

2: RP =] > replication and placement
3 if not streamsDatarateAvailable(Ggsp) then
4 RP < ODRP(Gysp, Gres)
5 enact(RP)
6: Gasp < collectStreamsDatarate(Gasp)
7 end if
8  RP ¢ ODRP(Gasp, Gres)
9 enact(RP)

10: end function

“http://www-01.1ibm.com/software/commerce/
optimization/cplex-optimizer/



6. EXPERIMENTAL RESULTS

Our experiments revolve around S-ODRP, the prototype
scheduler for Storm whose core is ODRP, and they aim to
show the generality and flexibility of the proposed formula-
tion as well as its impact in terms of achievable application
performance. After introducing the experimental setup and
the reference application (Section 6.1), we provide a gen-
eral overview on the runtime execution of S-ODRP (Sec-
tion 6.2). Then, in Section 6.3, we show the benefits of the
joint optimization of placement and replication when the
DSP application is subject to an increasing load. Finally, in
Section 6.4, we evaluate how S-ODRP can optimize several
QoS metrics, such as response time, cost, availability, and
inter-node traffic.

6.1 Experimental Setup

We perform the experiments using Apache Storm 0.9.3 on
a cluster of 6 worker nodes, each with 2 worker slots, and
a further node to host Nimbus and ZooKeeper. Each node
is a machine with a dual CPU Intel Xeon E5504 (8 cores at
2 GHz) and 16 GB of RAM. To better exploit the presence
of independent CPU cores, we define that a worker slot can
host at most 4 executors, i.e., EPSnax = 4; therefore, a
worker node can host at most 8 operator replicas, one for
each available CPU core. We emulate wide-area network
latencies among the Storm nodes using netem, which ap-
plies to outgoing packets a Gaussian delay with mean and
standard deviation in the ranges [12,32] ms and [1, 3] ms,
respectively. As regards the pricing policy, we charge only
the usage of computing resources, i.e., we set a unitary cost
for each operator replica. We solve the ILP problem using
CPLEX® (version 12.6.3) on the node hosting Nimbus.

As test-case application we developed a benchmarking ap-
plication that solves the first query of the DEBS 2015 Grand
Challenge [17]: by processing data streams originated from
the New York City taxis, the goal of the query is to find
the top-10 most frequent routes during the last 30 minutes.
Its topology is represented in Figure 3. The data source
reads the dataset from Redis, an in-memory data store, and
pushes data towards a parser operator, which parses them
and filters out irrelevant and invalid data. Afterwards, fil-
terByCoordinates forwards only the events related to a spe-
cific observation area, whose extension is about 22 500 Km?.
The operator computeRoutelID is in charge of identifying
the route covered by taxis, and countByWindow counts the
route frequency in the last 30 minutes; the notion of time
is managed by a coordinator component, called metronome,
which pulses when the time related to the dataset events
advances. The following operators, partialRank and glob-
alRank, compute the top-10 most frequent routes by lever-
aging on a two-step approach that enables to compute the
ranking in a distributed and parallel manner. Finally, glob-
alRank publishes the top-10 updates on a message queue,
implemented with RabbitMQ. We assume that data source
and globalRank are pinned operators. Moreover, since we in-
vestigate the initial application placement, we have set the
data source so to feed the topology with a constant data
rate, defined a-priori.

In the experiments, we define that each operator can be
replicated at most three times (i.e., k; = 3, Vi), except for
the pinned ones (i.e., data source and globalRank) and the
metronome, which cannot be easily parallelized. Without
loss of generality, in the ODRP model we estimate the re-
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Figure 3: Reference DSP application

Table 2: Parameters of the experimental setup

Application: service rate per operator, expressed in tuples/s (tps)

Operator  u; Operator  u;

data source 284 tps metronome 190 tps

parser 233 tps countByWindow 335 tps
filterByCoordinates 253 tps partialRank 2371 tps

computeRoutelD 253 tps globalRank 185 tps

Normalization factors for the ODRP utility function

Parameter Value Parameter Value

Rmin 5 ms Rmax 450 ms
Amin 95% Amax 100%
Cm in 8 Cm ax 18

Zmin 0 tps Zmax 3400 tps

sponse time R; of operator i subject to the incoming load
Ai/[U| by modeling the underlying computing node as an
M/M/1 queue, i.e., R;(\i/|U]) = (ui—Ni/|U|) ™", where p; is
the service rate of ¢ measured on a reference processor. The
operators service rate and the other configuration param-
eters have been obtained through preliminary experiments
and are shown in Table 2.

6.2 Evaluation of S-ODRP

This first experiment aims at showing the runtime exe-
cution of the S-ODRP scheduler, described by Algorithm 1,
and its impacts on the application performance. As baseline
we use S-ODP, a prototype scheduler for Storm whose core
is the ODP model that optimizes only the operator place-
ment [4]. Note that ODP is a special case of ODRP where
ki = 1, Vi € Vggp. To simplify the presentation, we con-
sider only the response time R and the monetary cost C as
QoS metrics; all worker nodes have an availability of 100%.
Both the optimization models focus on the minimization of
the application response time R (i.e., wr = 1, we = 0),
so we name them as S-ODRP_R and S-ODP_R, respec-
tively. Differently from S-ODP_R, S-ODRP_R computes R
relying on the exchanged data-rate between the operators;
as presented in Section 5, it deploys the application with a
preliminary placement so to harvest the relevant data; this
preliminary placement is computed by minimizing the de-
ployment cost (i.e., we = 1, w, = 0). The rescheduling
event takes place after 100 s of execution and is represented
in Figure 4 with a vertical line.

We set the data rate of the source operator to 80 tuples/s
and launch the application. Figure 4 reports the resulting
application response time. We observe that as soon as the
placement is defined, i.e., after 0 s and after 100 s (the lat-
ter for SS-ODRP_R only), a transient period is experimented
where R is quite high and exceeds 1 s. This behavior de-
pends on a well-known issue of the Storm framework [26],
which starts the operators as soon as they are ready without
coordination at level of the whole application; as a conse-
quence, data emitted by an operator wait in inter-operator
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Table 3: Operator replication
S-ODRP
Operator | S-ODP 20, 40, 60 80, 100 120
tuples/s  tuples/s  tuples/s
data source 1 1 1 1
parser 1 1 1 3
filterByCoordinates 1 1 1 2
computeRoutelD 1 1 2 2
metronome 1 1 1 1
countByWindow 1 1 1 3
partialRank 1 1 2 3
globalRank 1 1 1 1

buffers until the following operator is up and running for
processing. When the transient period ends, after 200 s,
the applications deployed with the two schedulers experi-
ence quite similar performance in terms of response time.
Table 3 reports the total number of operator replicas de-
ployed by the two schedulers. S-ODP_R cannot replicate
the operators, therefore it instantiates a replica for each of
them. With a source data rate of 80 tuples/s, SSODRP_R
replicates twice two operators, namely compute RoutelD and
partialRank, and runs the application with a total of 10 ex-
ecutors. S-ODRP_R replicates the operators as much as
possible while considering that, when a new replica has to
be located on a new worker node, the latter introduces net-
work latencies that can overcome the benefits of replication
in reducing the operator execution time. In this experiment,
it is worth to observe that, although the scheduler is forced
to use a second worker node, it places the replicas so to min-
imize the response time; in particular, only the replicas of
computeRoutel D, which have the lowest data rate exchanged
with the other operators, are located on a separate node.

6.3 Impact of Replication

In the second set of experiments, we want to investigate
the replication benefits when the application is subject to
different incoming loads. We use the same settings of the
previous experiment except for the source data rate and
we compare how S-ODRP_R and S-ODP_R determine the
placement of the reference application. In each single ex-
periment, which lasts 900 s, the source data rate is constant
and is set in the range [20,120] tuples/s with step 20. We
collect the resulting QoS metrics as soon as the transient pe-
riod ends (i.e., after 200 s) and we summarize the results in
Figure 5 leveraging on a boxplot, which represents the QoS
metric distribution through the minimum value, the 5th per-
centile, 50th percentile, 95th percentile, and the maximum
value; the average value is also represented using a full dot.

We define as active node utilization, the average utilization
of all the worker nodes involved in the application execution;
each node contributes with its average utilization calculated
on a time window of 60 s.

Figure 5a reports the application response time and Ta-
ble 3 the number of replicas per operator. Although S-
ODP_R cannot replicate the operators, it finds the opti-
mal placement that minimizes R, as S-ODRP_R does. In-
deed, when the replication is not needed, i.e., up to 60 tu-
ples/s, the two schedulers achieve the same application per-
formance. Note that, also in this case, network delays pre-
vent S-ODRP_R from further replicating the operators: due
to the absence of inter-node traffic (see Figure 5c), we can
easily detect that all the 8 replicas run on the same node.

When the data source emits 80 tuples/s, the replication
is needed: the partialRank operator represents a bottleneck,
because it receives on average 2500 tuples/s, i.e., 5% more
than its service rate. The utilization of the worker node
that hosts the whole application for S-ODP_R, reported in
Figure 5b, is around 20%, therefore the overload situation
cannot be easily detected if not relying on fine-grain mon-
itoring tools, which work at the level of single operator or
CPU core. Conversely, SSODRP_R detects the bottleneck
and replicates the operator, which is then executed on a
second worker node (see Table 3 and Figure 5c).

A similar behavior can be observed when the data source
emits 100 tuples/s. This time the bottleneck operator, par-
tialRank, receives on average 30% more tuples than a single
replica can process per unit of time. With S-ODP _R, the ap-
plication response time is unstable and continuously grows
during the experiment, up to 106 s per single tuple. Con-
versely, thanks to replication, with S-ODRP_R the applica-
tion maintains the same response time of the configuration
with 80 tuples/s.

The need of replication is further exacerbated when the
data source emits 120 tuples/s. With S-ODP_R, the appli-
cation response time explodes up to ~ 300 s per tuple. On
the contrary, S-ODRP_R obtains an application response
time that is not influenced by the increased load. To keep
up with the incoming data rate, S-ODRP_R needs to repli-
cate every operator. It instantiates 2 replicas for filterBy-
Coordinates and computeRouteID, and 3 replicas for parser,
countBy Window, and partial Rank; comprising also the other
operators, the application runs with a total of 16 executors
(see Table 3) on 2 worker nodes. In spite of the increased
incoming data rate, Figure 5c shows that the application
deployment produces a fairly limited inter-node traffic. Fi-
nally, we observe from Figure 5b that, although the need of
replication, the average value of the active node utilization
is quite low. This behavior highlights that, for this specific
use case, a static mapping between replicas and CPU cores
does not lead to an efficient usage of resources; a possible
solution to better exploit the available resources might be
based on a dynamic multiplexing of replicas on the same
CPU core. Since this optimization calls for the run-time
adaptation of the application deployment, it falls out of the
scope of this paper, but we plan to investigate more on it as
future work.

6.4 Optimal Replication and Placement

This experiment evaluates the effect of different optimiza-
tion objectives on QoS metrics, i.e., availability A, cost C,
response time R, and inter-node traffic 7. To this end,
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we set our experimental environment so that half of the
worker nodes has an availability of 99% and the other of
100%, whereas the links are always available. We place
the pinned operators (i.e., data source and globalRank) on
a single worker node chosen randomly among those 100%
available. S-ODRP determines the placement of the refer-
ence application when the data source emits 100 tuples/s.
Figure 6 summarizes 25 runs, each of 900 s, where we col-
lect QoS metrics after the initial transient period of 200 s.
We first compute the replication and placement solution
by optimizing a single QoS metric. For example, to op-
timize the response time we set the weights as w, = 1,
we = we = w, = 0. Then, we optimize the multi-objective
function by uniformly weighting each metrics contribution
(ie., wg = we = wr = w, = 0.25); we report in Table 2
the normalization factors used in Equation (21). Figure 6
presents the results in term of the different QoS metrics.
When S-ODRP optimizes the application availability A
(for short, SSODRP_A), the solution finds the configura-
tion where all the replicas are on the most available worker
nodes. Observe that the placement of pinned operators,
which are not relocated by S-ODRP, impacts on the overall
application availability. In our experiments we placed these
operators on nodes with 100% of availability. From Fig-
ure 6d and Equation (15), we observe that, although this
configuration of S-ODRP does not optimize the number of
operator instances, multiple replicas can be executed until
a new worker node with availability lower than 100% has to
be activated. This setting of weights does optimize neither
the response time nor the inter-node traffic (see Figure 6a
and 6¢): on average, the response time is almost 1.6 times
higher than the minimum achievable, whereas the inter-node
traffic is almost 35 times higher than the optimal one.

When S-ODRP optimizes the cost C' (S-ODRP_C), the
placement solution tries to use fewer replicas as possible, as
shown in Figure 6d. However, the explicit modeling of the
operator service rate enables to instantiate a configuration
that can properly handle the incoming traffic: S-ODRP in-
stantiates 9 replicas, i.e., replicates twice the bottleneck op-
erator (partialRank). Nothing can be concluded about the
other QoS metrics, i.e., response time, application availabil-
ity, and inter-node traffic (see Figures 6a, 6b, and 6¢): since
these metrics are not optimized, there is a set of equally op-
timal solutions that differ each other only for the operator
placement on the same set of computing resources.

When S-ODRP optimizes response time (S-ODRP_R),
the placement solution experiences the minimum achievable
value for this metric, as shown in Figure 6a, but it uses up to
16 replicas (Figure 6d). Observe that 16 replicas completely
occupy two worker nodes, and the presence of network de-
lays prevents the scheduler from instantiating other replicas.
Since the cost of running a configuration is directly propor-
tional to the total number of operator instances, this is also
the most expensive solution. From Figure 6¢, we can also
observe that the inter-node traffic is quite low (almost dou-
ble with respect to the optimal value), because transmitting
data over the network rather than locally introduces network
delays that penalize the response time.

When S-ODRP optimizes the network-related QoS metric,
that is the inter-node traffic 7' (S-ODRP_T)), the solution
tries to co-locate the operator instances on the least number
of nodes, so to reduce the amount of data transmitted over
the network (see Figure 6c¢). In this configuration the num-
ber of replicas is neither minimized nor maximized; however,
if the load is equally split among replicas, S-ODRP might
take advantage of replication in order to reduce the amount
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Figure 6: Impact of different optimization objectives on the QoS metrics

of data transmitted on the network. As side effect of the
co-location, the application response time is, on average,
very close to the optimal one. Nothing can be concluded
about the application availability (Figure 6b), which is not
considered as an optimization objective of S-ODRP_T.

When S-ODRP optimizes all the considered QoS met-
rics, the resulting placement and replication solution has re-
sponse time and inter-node traffic which are very close to the
values achievable when optimizing a single-objective func-
tion. The total number of operator instances is equal to 9, as
shown in Figure 6d, therefore only the bottleneck operator
is replicated. The application availability ranges from 100%
to 99%, and assumes 99.6% as average value. Although it
might appear counter-intuitive, this result follows from the
trade-off between the minimization of response and the max-
imization of the availability pursued in the utility function
F. In particular, when the application availability is 99%,
on the basis of the pinned operators placement, whose lo-
cation is randomly defined a-priori, choosing a worker node
that minimizes the response time, rather than one that max-
imizes the availability, provides a bigger contribution to the
optimization of the utility function F'.

On ODRP Resolution Time. We now discuss about
the resolution time of ODRP and its relationship with the
optimization goals. We consider as resolution time the time
needed to compute the exact solution of the ILP problem.
Although the investigated placement problem is fairly lim-
ited in size (|Vies| = 6, |Vasp| = 8), the ODRP model in-
cludes about 55.8 K variables and, considering all the 25
runs of the last experiment, its average resolution time is
10.84 s. Figure 7 provides more details on the average res-
olution time of ODRP with respect to the different weights
(Wa, We, wr, and w;) used for the utility function F. Deter-
mining a placement that minimizes the application response
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Figure 7: Average resolution time of ODRP with respect to
the optimization objective

time is the most computationally demanding configuration;
conversely, the minimization of the application deployment
costs registers the fastest resolution time. Note that the
former is twice slower than the latter. Being ODRP an NP-
hard problem, as demonstrated in Theorem 1, it does not
scale well as the problem instance increases in size. Never-
theless, by determining the optimal replication and place-
ment of DSP operators, ODRP provides a benchmark for
evaluating heuristics, for developing new ones, and for iden-
tifying the most suitable ones with respect to the specific
optimization objectives.

7. CONCLUSIONS

In this paper, we have presented and evaluated ODRP,
an ILP formulation that jointly optimizes the replication
and placement of DSP applications. ODRP is a general and
flexible model that can take into account the heterogeneity



of computing and networking resources and can be conve-
niently configured to optimize different QoS metrics, whose
importance depends on the application scenario. With S-
ODRP, we have developed an ODRP-based prototype sched-
uler for Apache Storm, one of the widely used open-source
DSP frameworks. Then, relying on an application that pro-
cesses real time data generated by taxis moving in a urban
environment (DEBS 2015 Grand Challenge), we have con-
ducted a thorough experimental evaluation. The latter has
shown the benefits of a joint optimization of operators repli-
cation and placement on the application performance and
how ODRP can contextually optimize several QoS metrics.
As future work, we plan to develop efficient heuristics to
deal with large problem instances for the initial application
replication and placement. Moreover, we plan to extend
ODRP in order to support run-time adaptations of the op-
erator deployment, so that a DSP application can efficiently
handle input streams or execution environments with con-
tinuously changing characteristics. With the aim of optimiz-
ing reconfigurations, we will model their impact in terms of
application performance degradation (e.g., temporary incre-
ment of response time due to operator state migrations).
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ABSTRACT

Big Data applications allow to successfully analyze large
amounts of data not necessarily structured, though at the
same time they present new challenges. For example, predict-
ing the performance of frameworks such as Hadoop and Spark
can be a costly task, hence the necessity to provide models
that can be a valuable support for designers and developers.
Big Data systems are becoming a central force in society and
the use of models can also enable the development of intelli-
gent systems providing Quality of Service (QoS) guarantees
to their users through runtime system reconfiguration.

This paper provides a new contribution in studying a
novel modeling approach based on fluid Petri nets to predict
MapReduce and Spark applications execution time which is
suitable for runtime performance prediction.

Models have been validated by an extensive experimental
campaign performed at CINECA, the Italian supercomputing
center, and on the Microsoft Azure HDInsight data platform.
Results have shown that the achieved accuracy is around
9.5% for Map Reduce and about 10% for Spark of the actual

measurements on average.

Keywords
Spark, MapReduce, Hadoop, fluid Petri nets

1. INTRODUCTION

The implementation of Big Data applications is steadily
growing today [17]. According to a recent analysis, the Big
Data market reached $16.9 billion in 2015 with a compound
annual growth rate (CAGR) of 39.4%, about seven times the
one of the overall ICT market [12].

From the technological perspective, MapReduce is capable
of analyzing very efficiently large amounts of unstructured
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data, i.e., it is a viable solution to support both the variety
and volume requirements of Big Data analyses [19]. MapRe-
duce has been adopted in multiple application domains, e.g.,
machine learning, graph processing, and data mining [32]. Its
open source implementation, Hadoop 2.x, recently introduced
a wide set of performance enhancements (e.g., SSD support,
caching, and I/O barriers mitigation). IDC estimates that
Hadoop touched half of the world data last year [18], sup-
porting both traditional batch and interactive data analysis
applications [30] and at a CAGR of 58%.".

Nevertheless the rigid division between Map and Reduce
requires to subdivide a complex application into a directed
acyclic graph (DAG) of MapReduce jobs, comprising tasks
that perform a specific computation on partitions/splits of
the input data. In this case, the MapReduce paradigm forces
the storage of each intermediate phase results on disk, thus
being unsuitable for applications requiring a low latency
between different phases, along with general application
Quality of Service (QoS) guarantees. Other frameworks,
such as Tez and Spark, have been introduced [29, 35] to
address this problem. Although Tez can handle general
DAGs of MapReduce phases, it still requires to write each
stage result on disk. On the other hand, Spark can exploit a
set of primitives to request the cashing of partial results in
memory, thus allowing lower latency and better performance.

Spark has been developed on the resilient distributed
dataset (RDD) concept [34], a novel distributed memory
abstraction providing a restricted form of memory sharing.
In practice, Spark can easily obtain a 10x speedup over
Hadoop on specific scenarios [36].

In this context, one of the main challenges [22, 31] is
that the execution time of MapReduce and Spark appli-
cations is generally unknown in advance. Because of this,
predicting the execution time of Hadoop/Spark jobs is usu-

Yhttp:/ /www.forbes.com /sites/bernardmarr/2015/09/30/big-
data-20-mind-boggling-facts-everyone-must-
read/#5138509c6c1d



ally done empirically through experimentation, requiring a
costly setup [15].

In addition Big Data systems are becoming a central force
in society; thus requiring the development of intelligent sys-
tems providing QoS guarantees to their users.

Performance prediction models are extremely useful to
aid development and deployment of Big Data applications;
either for design time decisions or run time system recon-
figuration. Design time models can help, e.g., to determine
the appropriate size of a cluster or to predict the budget
required to run Hadoop/Spark in public Clouds: a trending
scenario, since by 2020 nearly 40% of Big Data analyses will
be supported by public Clouds [12]. Such models can be
used also at run time, allowing a dynamic adjustment of
the system configuration [3, 28], e.g., to cope with workload
fluctuations or to reduce energy costs.

While in early Hadoop versions CPU slots and other re-
sources were separated between mappers and reducers using a
static approach, in Hadoop 2.x containers (both for MapRe-
duce and Spark) are distributed among ready tasks in a
dynamic fashion. On the one hand, this allows a better
cluster utilization, on the other hand performance modeling
became much more difficult. In Spark, cluster resources are
scheduled to process part of the operations on RDDs: to
obtain an RDD, Spark first builds a DAG with its dependen-
cies, then processes each stage providing a certain amount
of resources, based on data locality.

The originality of this paper consists in a new modeling
technique capable of catching the system behavior under the
dynamic assignment of the available cluster resources. We
assume that the cluster is governed by the Capacity Sched-
uler, which partitions the available resources among multiple
customers through queues, each queue being regulated by a
FIFO policy.

This work proposes a fluid Petri net (FPN) model to esti-
mate at runtime MapReduce and Spark jobs execution time,
combining real experimentation and model-based evaluation,
while also exploring different properties of the considered
Big Data frameworks to unveil the characteristics of the
YARN Capacity Scheduler that have the highest influence in
its performance and therefore should be represented in the
models, so as to obtain a reliable evaluation.

The accuracy of the model is evaluated on real systems
by performing experiments based on the TPC-DS industry
benchmark for business intelligence data warehouse appli-
cations. The Italian supercomputing center, CINECA, and
the Microsoft Azure HDInsight 2 data platform have been
considered as target deployment.

Results and experiments performed on real systems have
shown that the achieved accuracy is within around 9.5% for
Map Reduce and about 10% for Spark of the actual mea-
surements on average. With respect to previous literature,
to the best of our knowledge this article is one of the first
contributions able to study the performance of Hadoop-2.x
MapReduce and Spark-based clusters, with dynamic alloca-
tion of resources.

This work extends the previous paper presented in [13]
by adding the linear blending of the deterministic and expo-
nential approximation, and validates the Spark models by
taking into account generic instead of two-phases Map and
Reduce DAGs. It is organized as follows: Section 2 compares

2https:/ /azure.microsoft.com/en-us/services/hdinsight/

this work with other proposals available in the literature;
Section 3 presents our novel proposals for MapReduce and
Spark modeling, via FPNs. Next, Section 4 reports some
experimental results to validate and study the properties of
our models. Finally, Section 5 shows how to deploy models
supporting capacity planning decisions and Section 6 draws
the conclusions, providing the lines for future work.

2. RELATED WORK

The literature provides a large number of performance
studies for Hadoop 1.x, since the framework has been widely
adopted in the ICT industry, often supporting core business
activities. Two main approaches have been explored: i)
simulation-based models implement the single constituents of
Hadoop and of the job, replaying in a simulated environment
the steps and delays of the real system; ii) analytical models,
on the other hand, define a mathematical representation of
those constituents, avoiding the costs of running multiple
simulations. Both approaches make use of information such
as input dataset size, cluster resources, and Hadoop specific
parameters. The computational effort and the time spent
in running simulation-based models make them hardly fit
for the purposes of runtime cluster management: thus, we
hereby consider only analytical models, according to the
focus of our paper.

The authors of [31] propose the ARIA framework for esti-
mating the makespan of jobs in MapReduce clusters. This
approach relies on information extracted from the logs of
previous executions of similar jobs. Adopting scheduling
techniques, the authors prove lower and upper bounds on
makespans. From these results, they derive formulae for
performance prediction. They obtain both a conservative
estimate, suitable for hard deadlines, and an alternative that
does not offer guarantees of meeting deadlines, but boasts a
relative error below 10% in the validation against measured
timings.

Another performance model estimating the execution time
by considering the single costs of the various phases of a
MapReduce job is described in [23]. In this work, the authors
go down to the very low level elements that determine the
cost of single job phases, writing a 37-parameter model that
provides execution times within 10% of those measured in a
real cluster. Even with such an accurate model, the validation
considers just single job executions.

In queueing network (QN) literature, the fork/join paradigm
(see [26] and [5]) is used to denote the modeling of the con-
current execution of many tasks within higher level jobs.
Specifically, this approach operates through two steps: i)
jobs are spawned at a fork node in multiple tasks, then ii)
they are submitted to queueing stations that, in turn, model
the available servers.

Once all the tasks have been served, they can synchronize
at a join node. It has to be noted that when a fork/join
network has more than two queues, a closed form solution is
not possible (see [24]). That said, it is possible to mitigate
the issue by using a special kind of structure, as shown in [21],
which considers the Markov chain (MC) underlying the QN
representing the possible states of the system. Unfortunately,
as noted in [10, 24], the state space grows exponentially
when the tasks number corresponds to realistic MapReduce
jobs—in the order of thousands—thus making the above
approaches unsuitable.

An interesting alternative in the shape of approximation
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methods is introduced in [25], which proposes a method
based on exponentially distributed service times, though
it is not applicable to Hadoop deployments. Indeed, as
per preliminary experiments conducted in this work, it is
safe to assume that phase type (or in some cases Erlang,
see also [2]) can approximate the general distributions of
mapper and reducer times, while assuming an exponential
distribution led to around 50-60% [11] relative error on the
prediction of the overall job execution time. To this concern,
see also [21], where the authors propose an approximate
mean value analysis technique using an iterative hierarchical
approach.

Other approaches prefer adopting a MapReduce modeling
based on Petri nets (PNs). For example, in [9] the authors
use a stochastic PN, applying mean field analysis to calculate
average metrics and estimate the performance of a Big Data
architecture based on Hadoop.

In order to capture the performance of Hive queries, gen-
eralized stochastic Petri nets together with other formalisms
(i-e., process algebras or MCs) are used to create multi-for-
malism models in [6]. Specifically, the authors show how
performance can depend on some configuration parameters.

In [1], the authors propose colored PNs to determine the
feasibility of a distributed file system project. After designing
a deployment of HDF'S, which uses a set of spare resources
in a cluster of workstations to provide a sufficiently available
distributed file system, the system availability is assessed by
exploiting PNs.

Though earlier methods exploited static resource allocation
(at different levels of detail) to model Hadoop 1.0 clusters, the
FPN models used here can capture the dynamic assignment of
YARN resource containers (for example, by using the model
presented in [8]) and are capable of estimating performance
of Hadoop 2.x jobs very efficiently.

Spark is a powerful framework oriented to big data process-
ing. It allows users to quickly build applications, combining
SQL and Data Analytics. Spark performance prediction can
be a challenging task due to different factors: in [33], the
authors proposed a simulation driven prediction model that,
taking in account only part of the traces log, predict the
performance of jobs execution. Recently, given the frame-
work complexity, black box approaches based on machine
learning have been proposed to predict Spark applications
performance as a function of data sets size, executors mem-
ory and number of cores [14]. However, machine learning
models usually require a long training phase and are usu-
ally not suitable to generalize their prediction to different
configuration settings [4].

3. FLUID MODELS

Very often modelers are bound to face several problems
when trying to provide a description of a physical system
by using a formalism. Typically, these problems are more
evident in techniques using discrete states, since the anal-
ysis produces a state space explosion, with an exponential
growth in the number of states following the complexity of
the model. Different alternatives to mitigate this problem
have been proposed. Specifically, hybrid techniques involving
a continuous and discrete part have proved to reduce signif-
icantly the severity of the issue. Continuous variables can
be exploited in different scenarios: for example, they can be
used to represent the rising temperature in a closed room or
the water leaking out of a full bucket.

In literature, fluid models have been presented in different
ways for what concerns the realization of the continuous
aspect. Among the different flavors, in [16], the authors refer
to i) fluid stochastic Petri nets (FSPNs), ii) reward and iii)
fluid models. FSPNs add to stochastic Petri nets introducing
the ability to handle continuous parts. In reward models, the
idea consists in using a MC and associating a reward rate, a
positive weight whose value depends on the time spent in a
particular state.

Fluid models can be used to successfully study the MapRe-
duce framework and even more sophisticate ones, such as
Spark [35], including paradigms like concurrent program-
ming.

In the following, Section 3.1 describes the FSPN used,
while Section 3.2 describes how to generate an approximation
of the average execution time of jobs in the deterministic
limiting case, while Section 3.3 considers the exponential
limiting case. Section 3.4 considers a convex combination of
the previously presented limiting cases; finally, Section 3.5
adds Spark generalization.

3.1 FSPN Model for a MapReduce Job

In order to formalize the fluid model proposed in this paper,
let us focus on the MapReduce paradigm, and describe it
using the FSPN shown in Figure 1. In Section 3.5 the model
will be generalized to Spark jobs. Note that the purpose of
using a FSPN model is just to specify the underlying fluid
model without enumerating its states: for this reason we will
just give a brief description of the conventions adopted in
the formalism used.

In this formalization, single circles represent discrete places,
which can hold an integer number of tokens; single boxes
represent timed transitions that can fire after an exponential
amount of time; bars represent immediate transitions, which
fire as soon as they are enabled; thin lines define standard
arcs that move tokens among places and enable the connected
transitions; and thin lines with circular ends define inhibitor
arcs, which prevent the corresponding transitions from firing
whenever the input place is marked. Double circles represent
fluid places, which can hold a continuous amount of fluid;
double boxes identify fluid transitions, which continuously
pump fluid in and out of continuous places; double arrows
represents fluid arcs that can remove fluid from their input
places; and thick arrows represents set arcs, that immediately
insert a given amount of fluid in their destination place when
their input transition fires.

The discrete amount of tokens is moved across the discrete
arcs as usual. With regard to the fluid places, they include a
level denoted by a continuous variable, which flows according
to an instantaneous rate. The discrete FSPN component
regulates the fluid flow through the continuous part, while
the conditions enabling a transition depend on the discrete
component only.

The model of the MapReduce paradigm considers N users
(corresponding to the marking of place Users) that can submit
jobs to the system after a think time Z. The submission of
jobs from a user is modeled by the firing of transition Think
characterized by the infinite server semantic. According
to the YARN Capacity Scheduler, we consider that only
one job at a time can be executed by the system: this is
obtained via place Available, which holds a token whenever
the infrastructure is ready to run a new job, thus enabling the
corresponding Start transition. Both the Map and Reduce
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Figure 1: FSPN representation of the fluid model underlying a MapReduce job.

phases (as a generic Spark stage) are modeled by a similar
sub-network. Place Ready holds a token whenever the phase
is ready to start, and its beginning is modeled by the firing of
the immediate transition Start. This transition inserts, via
its output set arc, the number of tasks (either map or reduce)
that need to be executed in the corresponding phase in fluid
place Queue. The execution of the jobs is modeled by the
time-dependent fluid transition Exec, which is connected to
place Queue with an output arc. Transitions Exec have a
special time-dependent semantic that will be described in
the following paragraphs: for this reason it is represented
with a small clock drawn at its side. Whenever the queue is
empty, the next phase can start or the job can end thanks
to the firing of transition End.

Following [7], the fluid evolution is defined as a function ¢ :
R? — R, which defines how the fluid level of the corresponding
place changes with time. In particular, ¢ (z,t) represents
the fluid level reached by a place at time ¢, given that it
starts with level x at time ¢ = 0. This semantic is represented
graphically by drawing a fluid arc that connects a fluid place
(Queue in Figure 1) to a time-dependent fluid transition
(Exec in Figure 1). In the model, two functions ¢™ (z,t) and
¢)R (z,t) are associated respectively to the map and reduce
phases. These functions regulate the evolution of the fluid in
the corresponding places, so that the fluid level x represents
the average remaining number of tasks that still need to be
executed in a phase.

Task duration distributions can be generally regarded as
phase type or Erlang [2], parameterized according to the
observed coefficient of variation (CV). The CV ranges be-
tween 0 and 1, whence the two limiting cases of deterministic
and exponential distribution, respectively. In this paper we
approximate general distributions with proper convex com-
binations of the limiting cases that have either deterministic
or exponential task execution times.

3.2 Deterministic Task Execution Time

Let us suppose that our MapReduce jobs are executed by C'
containers. Let us also assume that a phase is composed of NV
tasks, and that each task requires a deterministic time 7" to
be executed. Figure 2 represents the evolution of the number
of remaining tasks as function of time, which in our fluid
model corresponds to the fluid evolution function ¢ (N,t).
At time t =0, C out of N tasks are immediately assigned
to all the containers. Since their duration is deterministic,
all the C tasks will end at the same time T, leaving just
N — C tasks left to be executed in the system. Then the next
batch of C tasks will start, and it will end at 27", leaving in
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Figure 2: Fluid evolution: Deterministic task execu-
tion time

the system N —2C jobs. The function ¢q (z,t) can then be
defined as follows:

¢a (r,t) = max (O,x— {%J C’) (1)

In this scenario, the time 74 (N,C,T') required to run N
tasks with deterministic running time 7" on C containers can
be computed as:

(N, C,T) :T[g

| @

3.3 Exponential Task Execution Time

Let us now suppose that the task execution time is expo-
nentially distributed, with average execution time 7. Since
the minimum of n exponential distributions of rate u is ex-
ponentially distributed with rate nu, we can describe the
evolution of the number of remaining jobs with the death-only
birth-death process represented in Figure 4, where p = %
In particular, the average sojourn time in states N to C' is
%, while for the states c€ {C'—1,...,1} is % This can lead
us to the definition of ¢e (z,t), as shown in Figure 3. In
particular, when x > C, the number of jobs decreases at rate

%. Then, the decrease rate reduces at @ when z < C. In
particular we have:

_4+C N-C
de (2,t) = x—ts, . t< ==T
c—(t—te)&, te<t<te

3)
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Figure 3: Fluid evolution: Exponential task execu-
tion time

where t. represents the time at which only ¢ of the nodes
are still in use, and it can be computed in a recursive way
starting from ¢ = C down to ¢ =1 in the following way:

N-C _
te=q O L e=C @)
tc+1+?, 1<e<C

In this scenario, the time 7¢ (N,C,T) required to run N
tasks with exponentially distributed running time with aver-
age T on C nodes can be computed as:

C
N-C 1
7 (N,C,T) =T | =5 +) - (5)

(&
c=1

3.4 General Task Execution Time

Typically, real data does not follow exactly neither deter-
ministic nor exponential service time distributions, instead
we can observe samples with diverse CVs. In order to take
into account this variability and apply the proposed tech-
nique in the general case, our approach considers a convex
combination of the previously presented limiting cases. The
fluid evolution function becomes:

¢ (z,t) = agq (z,t) + (1 — &) de (z,1) (6)

which, in turn, yields:

7(N,C,T,a) =arg (N,C,T)+ (1 —a)1e (N,C,T) (7

Given the experimental data, we can profile each phase to
extract the number of involved tasks and the average service
time. Moreover, the o parameter can be obtained minimizing
the absolute error between the measured phase duration and
the predicted time 7. For instance, a MapReduce fluid job
profile consists of the following parameters: N M, TM, aM,
NR7 TR, and oft.

3.5 Spark DAG stages generalization

Spark applications and jobs are characterized by generic
DAGs, as shown in Figure 5. A generalized model to support
Spark jobs should then use more fluid places to represent the
various stages of the DAGs, and exploit the discrete part of

the model to properly share the available resources among
the tasks that are ready to start. This in-depth analysis is
however future work and it will not be carried out in this
paper. However, in many cases a DAG can be simplified as a
sequence of stages. This result has been proven in scheduling
theory for real systems in which the number of tasks N
is greater than the available resources C' (see [27]) stating
that a DAG execution can be approximated with a stage
sequence respecting precedence constraints. In this paper
we will take a critical path approach where we consider only
the set of stages which determines the job execution time:
in particular, we will start from the execution traces of the
considered application, and remove the stages that are not
relevant to determine their duration. Figure 5 shows a Spark
query (analyzed in the experimental section) consisting of
different jobs of which only 4 are taken in account during the
execution, as the parallel stages not belonging to the critical
path are discarded (see Section 4.3 for additional details).

4. EXPERIMENTS

In this section, we describe the results of the experiments
we conducted to validate our approach. Experiments have
been performed at CINECA, the Italian supercomputing
center and on HDInsight, the Microsoft Azure cloud solution.

The experiments consist of a set of Hive queries taken
from the TPC-DS benchmark suite and run on a dedicated
Hadoop MapReduce and Spark cluster.

The rest of the section is organized as follows: Section 4.1
thoroughly describes how the experiments have been ex-
ecuted; sections 4.2 and 4.3 present the obtained results
by applying the fluid models for Map Reduce and Spark,
respectively.

4.1 Experimental Settings

The models presented in the previous sections have been
validated with an experimental campaign on CINECA’s (the
Italian supercomputing center) PICO cluster.

PICO3, the Big Data cluster available at CINECA, is
composed of 74 nodes, each of them boasting two Intel Xeon
10-core 2670 v2@2.5GHz, with 128 GB RAM per node. Out
of this 74 nodes, up to 66 are available for computation. In
our experiments on PICO, we used several configurations
ranging from 60 to 120 cores and set up the scheduler to
provide one container per core.

The cluster is shared among different users, hence re-
sources are managed by the Portable Batch System (PBS).
PBS allows for submitting jobs and checking their progress,
configuring at a fine-grained level the computational require-
ments: for all submissions it is possible to request a number
of nodes and to define how many CPUss and what amount
of memory are needed on each of them. Since the cluster is
shared among different users, the performance of single jobs
depends on the overall system load, even though PBS tries
to split the resources. Due to this, it is possible to have large
variations in performance according to the total usage of the
cluster. In particular, storage is not handled directly by PBS,
thus leading to an even greater impact on performance.

We tried to mitigate this variability first of all by requesting
entire nodes of the cluster for the execution of our experi-
ments. In such a way, we could be sure that nobody else
could run other jobs on the same nodes, thus interfering with

3http://www.hpc.cineca.it/hardware/pico
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the performance measurement.

An ephemeral Hadoop cluster has been created at the
beginning of each experiment on the allocated nodes. The
PICO cluster provides the myHadoop tool for setting up a
Hadoop 2.5.1 cluster, upon which we used Hive 1.2.1. HDFS
is kept locally on the selected nodes, in order to experience
lower variability than the one observed using the centralized
storage.

In spite of these settings, still the experiments showed high
variability, in particular with a few runs characterized by
extremely high execution time. In our analysis we discarded
runs with an anomalous execution time, taking out all the
experiments that lie more than three standard deviations
away from the average computed for the same configuration.

The Azure HDInsight cluster 4 used during our experi-
ments is composed of two D3 virtual machines (VMs) for
resource manager and a varying number of A3 VMs for
worker nodes, containing the Spark executors. Each D&
and A8 machine provides four CPU cores and 7 GB of mem-
ory. We used Spark version 1.6.2, configured with a driver
using 2 GB of memory and each executor using two cores
and 2 GB of memory. The total number of available physi-
cal cores varied between 6 and 24 with step 2 (the number
of physical cores to containers mapping is 1:1 also for this
second scenario).

The dataset used for testing has been generated using
the TPC-DS benchmark® data generator, creating at a scale
factor ranging from 250 GB to 1 TB several files directly
used as external tables by Hive. We chose the TPC-DS
benchmark as it is the industry standard for benchmarking
data warehouses.

As MapReduce benchmark, we introduced five ad hoc

4https: //azure.microsoft.com /en-
us/pricing/details/virtual-machines/

5http://www.tpc.org/tpcds/

select avg(ws__quantity),
avg(ws__ext_sales_price),
avg(ws_ext__wholesale_cost),
sum(ws__ext_wholesale_cost)

from web_sales

where (web_sales.ws_sales_price

between 100.00 and 150.00)

(web__sales.ws_net_ profit

between 100 and 200)

group by ws_web_ page sk

limit 100;

or

(a) R1

select inv_item_ sk,
from inventory
where inv__quantity__on__hand > 10

group by inv_item_sk, inv__warehouse_ sk
having sum(inv_ quantity _on_hand) > 20
limit 100;

inv__warehouse_ sk

(b) R2

select avg(ss__quantity),
avg(ss_net_profit)

from store__sales
where ss__quantity > 10

and ss_net__profit > 0
group by ss_store_ sk
having avg(ss_quantity) > 20
limit 100;

(c) R3

select cs_item_ sk,
from catalog__sales
where cs__quantity > 2
group by cs_item_sk;

avg(cs__quantity) as aq

(d) R4

select inv_ warehouse_ sk,
sum(inv__quantity on_ hand)
from inventory

group by inv_ warehouse_ sk

having sum(inv__quantity _on_hand) > 5
limit 100;

(e) RS

Figure 6: Interactive queries
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Table 1: Fitted parameters

Query d[GB] nM ™ [ms] =P i [ms]
R1 250 144 25970 151 2346
R1 500 287 32159 300 1958
R1 750 434 34244 455 1996
R1 1000 591 40534 619 3063
R2 250 4 57326 4 8785
R2 500 2 42202 2 6582
R2 750 3 48869 3 7500
R2 1000 65 1082274 68 13086
R3 250 381 28659 400 2369
R3 500 757 37018 793 2570
R3 750 1148 42348 1009 2785
R3 1000 1560 41961 1009 3048
R4 250 288 25087 302 2958
R4 500 573 41007 601 2961
R4 750 868 43902 910 3259
R4 1000 1183 42615 1009 8667
R5 250 4 13456 4 1424
R5 500 2 11774 2 1499
R5 750 3 12682 3 1462
R5 1000 64 19557 68 1610

queriesﬁ, which are mapped as a single MapReduce job in
Hive. This queries are dubbed R1-5 and are shown in Fig-
ure 6. The profiling phase has been conducted by extracting
average task durations from at least twenty runs of each
query. The numbers of map and reduce tasks varied, respec-
tively, in the ranges [2,1560] and [2,1009]. The discussed
parameters are shown in Table 1. In the table we report the
scale factor d, the number of tasks of each phase, respec-
tively n™ and n® for mappers and reducers, and the average
task durations, respectively M and 7.

As Spark benchmark, we used the official TPC-DS queries,
addressed respectively as queries Q26 and Q52. The DAG
of query Q26 is shown in Figure 5, while Figure 17 reports
Q52. Results where computed using a number of containers
that varies from 6 to 24. These parameters are shown in
Table 4. In the table we report the scale factor d, the number
of tasks of each stage n, and the average task duration ¢
measured for the cases with the minimum and maximum
number of containers. The DAG execution takes into account
the critical path only. In case of jobs that can be run in
parallel (such as J1S1, J2S2 and JOSO and J3S3, J3S4), the
path will choose the slowest job being the one who has the
most significant weight. In a way, the process simplifies the
given DAG.

Models accuracy will be evaluated as the relative error (¢)
between the average jobs execution time measured in the
system (t) and execution time predicted by the model (7) :

T—1

= ®

Models evaluation took always less than one second on an
Intel i7@3.1 GHz laptop, demonstrating their suitability for
runtime performance prediction.

4.2 Analysis of MapReduce Jobs

6ht'cps: //github.com/deib-polimi/Hive- Experiment-
Runner
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Figure 7: R3 map, 120 containers, 500 GB dataset
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Figure 8: R3 reduce, 120 containers, 500 GB dataset

In this section we present and discuss the results obtained
with the previously described fluid techniques. First of all,
we studied the empirical cumulative distribution functions
(CDFs) of task durations on different nodes, in order to
identify the cases in which performance was strongly affected
by exogenous interference. We then considered the accuracy
that can be reached adopting the approach based on a convex
combination of the deterministic and exponential limiting
cases.

Figures 7, 8, 9 and 10 show the empirical CDFs derived
from the measurements. Figures 7 and 8 refer to subsequent
phases of the same experimental run, namely, query R3
running on the six-node, 120-container cluster deployment
over the 500 GB dataset. Accordingly, Figures 9 and 10 show
query R5 on the three-node, 60-container cluster over the
750 GB dataset.

As a general trend well represented in Figures 8 and 10,
reducers tend to behave quite regularly. Most likely, possible
variabilities spread across the shuffle stage that overlaps with
the map phase, hence end up being hardly noticeable in each
reducer task duration.
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Figure 9: R5 map, 60 containers, 750 GB dataset
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Figure 10: R5 reduce, 60 containers, 750 GB dataset

On the other hand, mappers suffer a stronger impact
from external interference. In the reported graphics we
have examples of both good and problematic performance.
Figure 7 shows how all but one node have a very similar
behavior. Further, the only different node is not significantly
distant from the others, hence probably the low variability is
imputable to the physiological effects of data locality. Instead,
Figure 9 reports that the three involved nodes are quite
variable in performance. In this case, since we are dealing
with a small interactive query, any exogenous interference
may cause a strong impact on the overall response time, thus
making prediction harder.

Table 2 reports the results of the accuracy assessment
for the proposed method, considering MapReduce jobs only.
In particular, we consider the fluid evolution function (7),
discussed in Section 3.4. For several experiments we report
the involved query, the total number of containers available
in the cluster (c), the scale factor for the dataset generator
(d), the average measured (t) and predicted () execution
time, and the relative error (g).

The average accuracy achieved with the approximate for-
mula is 9.23%, perfectly in line with the expectations in the
performance prediction field [20], where a 30% accuracy on
response times is acceptable. Only a handful of experiments
show a relatively high error, peaking at 28.91% in absolute
value. Nonetheless, the standard error of the mean is 1.33%.
The largest relative errors tend to appear in the experiments

involving R5, a small query both in terms of number of tasks
and of overall duration. This behavior suggests that the
relative abundance of resources might amplify the effects of
variability, making prediction a harder task to accomplish.

4.3 Analysis of Spark Jobs
We have fit the model presented in Section 3.4 against
the measures, for each stage and number of containers for
both Q26 and Q52. In particular, we have minimized the
sum of the squared difference of the completion times of
each task measured in the trace and predicted by the model,
varying parameters T and «. The minimization has been
performed in Apache Octave using the SQP procedure of the
optim package. As representative cases, Figure 11 compares
the measured average completion time and the fluid model
approximation for C'= 12 and C = 24 containers for stage
J3S3 of query Q26; Figure 12 does the same for stage J2S2 of
query Q52. In all cases the completion time shows a ladder-
shaped behavior for the first tasks, which gradually reduces
as the tasks are executed: this feature is captured by the
deterministic component of the fluid model. Table 3 shows
the minimum, average and maximum relative errors of the
fitted model for what concerns the completion time of the
job, among the different configurations in terms of containers.
Note that for jobs with just two tasks the model error is
always zero, since with two parameters (T" and a defined as
per section Section 3.4) it is always able to perfectly capture
the evolution of the average completion time of the tasks.
We have then characterized the traces to provide a com-
pact fluid model that completely describes the queries. In
particular, we have drawn a GANTT diagram to study how
tasks are run in parallel on the available cores. Figure 13
shows how tasks are executed at the beginning of Q26. The
three initial stages, JOS0, J1S1 and J2S2, are independent
and are all composed by two tasks. Since all configurations
have more than three containers, the three stages are run in



Table 2: Accuracy with the approximate formula

Query ¢ d[GB] t[ms] 7 [ms] e [%]
R1 60 250 80316 82314 2.49
R2 60 250 84551 78100.96 —7.63
R3 60 250 275684  282737.30 2.56
R4 60 250 219243 221205.13 0.89
R5 60 250 25924 19134.99 —26.19
R1 60 750 389562 387158.42 —-0.62
R2 60 750 80090 74975.87 —6.39
R3 60 750 1027329 1052517.40 2.45
R4 60 750 808490 834140 3.17
R5 60 750 24392 17339.16 —28.91
R1 60 1000 556680  564379.06 1.38
R2 60 1000 2009929 2546188 26.68
R3 60 1000 1374024 1419558.01 3.31
R4 60 1000 1374244  1562961.30 13.73
R5 60 1000 48839 60180 23.22
R1 80 500 143139 138049.55 —3.56
R2 80 500 73243 69092.11 —5.67
R3 80 500 526760  533398.48 1.26
R4 80 500 410376 423152 3.11
R5 80 500 23558 17090.94 —27.45
R1 80 750 268821 266099.64 —-1.01
R2 80 750 78080 73276.07 —6.15
R3 80 750 791314  807333.48 2.02
R4 80 750 618045 634756.77 2.70
R5 80 750 23894 17100.00 —28.43
R1 80 1000 439052 442487.10 0.78
R2 80 1000 1110685 1129076.31 1.66
R3 80 1000 1019973  1043506.48 2.31
R4 80 1000 960985 1061851.90 10.50
R5 80 1000 39206 28972.61 —26.10
R1 100 250 49726 59324 19.30
R2 100 250 82861 77078.03 —6.98
R3 100 250 168209 172945.69 2.82
R4 100 250 138238 141341.11 2.24
R5 100 250 25316 18281.41 —27.79
R1 100 500 132383 127974.74 —3.33
R2 100 500 73870 69572.08 —5.82
R3 100 500 401827 416948.55 3.76
R5 100 500 24619 18226.33 —25.97
R1 100 750 203531 203550.04 0.01
R2 100 750 78291 73068.51 —6.67
R3 100 750 635991 651107.92 2.38
R4 100 750 514310 526617.13 2.39
R5 100 750 24887 17988.72 —27.72
R1 120 250 46215 50790 9.90
R2 120 250 83136 76901.37 —7.50
R3 120 250 143650 144140.92 0.34
R4 120 250 97829 90498.44 —-7.49
R5 120 250 26072 18720.46 —28.20
R1 120 500 91809 83580.16 —8.96
R2 120 500 72543 68232.80 —5.94
R3 120 500 303843 298283.35 —-1.83
R4 120 500 275407  279794.24 1.59
R5 120 500 25265 18030.72 —28.63
R1 120 750 199234 200260.15 0.52
R2 120 750 79042 74269.17 —6.04
R3 120 750 661214  660269.38 -0.14
R4 120 750 507861 513599.16 1.13
R5 120 750 24882 18143.36  —27.08

Table 3: Fitting errors for the stages of the two con-
sidered queries Q26 and Q52

Stage min € [%] & [%] max e [%]

Q26 - J3S3 1.01 1.79 3.47
Q26 - J354 11.57 15.45 19.23
Q26 - J3S5 1.48 8.28 17.27
Q26 - J3S6 2.19 6.89 12.39
Q52 - J2S52 0.15 1.04 2.53
Q52 - J254 9.71 15.32 19.36
Q26 - 1353
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Figure 11: Q26 - J3S3 - Comparison of fitting and
measured data

parallel at the beginning of the query. The next stage, J3S3
starts when the three preceding one are completed. J0SO,
J1S1 and J2S2 are all of comparable duration, but from the
measurements, stage J2S2 always ends a few ms later than
the other. Hence, we can include stages JOS2 and J1S1 into
J2S2, and put only the latter in the model of the query.
The same feature is also observable in Figure 14 for what
concerns tasks J1S0 and JOS1 of query Q52: following the
same reasoning, we include only stage JOS1 in the model
of Q52. For what concerns Q26, as shown from the DAG
depicted in Figure 5, jobs J3S3 and J3S4 are can be run
in parallel. Figure 15 is a GANTT of Q26 focused on the
time in which these two jobs are executed: in particular,
it shows that Spark starts executing the tasks belonging
to J3S3, and when they are completed, the systems starts
allocating container to J3S4. However, the latter tasks are
much shorter than the former, and they can be completed
before the end of J3S3 with the containers that have been
released. For this reason the execution of job J354 is masked
by the running of J3S3, allowing us to removing it from the
model. To summarize, query Q26 can be modeled by the
sequence of jobs J2S2, J3S3, J3S5 and J3S6; query Q52 by
the sequence of jobs JOS1, J2S2 and J3S3.

From the GANTT analysis of the completion times of
the tasks, it is also visible that there is a non-negligible
delay between the completion of one job and the beginning
of following one: see for example Figure 13 for the delay
between the end J252 and J3S3, and Figure 14 for the one
between JOS1 and J2S2. Moreover it can also be seen that
this delay in some cases depends on the number of containers
used: this should be a consequence of the communication
overhead required to perform synchronization among the



Q52 -J282

500
450 : d
400
350
300
-
s 250
[_‘
200 .
150 ol
~ Trace - C=12 ——
100 [ Model - C=12 1
50 e Trace - C=24 - 4
o L~ Model - C=24
0 2 4 6 8 10 12 14 16 18
Time [min.]

Figure 12: Q52 - J2S2 - Comparison of fitting and
measured data
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Figure 13: Q26 - GANTT (Start)

nodes.

For example Figure 16 shows the delay between stages J252
and J3S3 of Q26, and between stages JOS1 and J2S2 of Q52.
While for query Q52 the delay is basically constant, there is
a clear linear increase in length as function of the number of
containers for Q26. To obtain more faithful representation of
the query, these delays must be included in the corresponding
models as they can lead to a performance degradation as the
number of container grows as in other parallel frameworks
(see [?] and [7]).

Extending the techniques given in Section 3.1, we have
modeled query Q26 with the FSPN shown in Figure 18,
and query Q52 with FSPN given in Figure 19. Only the
stages whose execution was not masked have been modeled.
Delays between the stages have been introduced by replacing
the immediate transitions that determines the ends of the
stages (Enngsg,EndJ353,EndJ355 for Q26, and End jps1
and End jog0 for Q52) with timed transitions. The delays
have been assumed to be of exponential duration, with the
average equal to the one measured from the traces.

In order to validate our model, we have initially put N =1
(only one user in the system) and the firing time of tran-
sition Think to zero. We have analyzed the FSPN with a
custom built trace generator written in Lua’. We have then
compared the completion time distribution obtained from

7http://www.lua.org
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Figure 15: Q26 - GANTT (Middle)

the model with the empirical distribution measured from
the traces. Figure 20 and Figure 21 shows respectively the
results for queries Q26 and Q52 run on a system with C' = 24
containers. As it can be seen, results are quite satisfactory
for @52, while the model overestimates the completion time
for Q26: this can be partially due to the increased complexity
of the considered trace, and to the availability of a more
reduced set of measures to train the fluid model.

An important parameter of the system is the number of
containers C' onto which the queries are executed. This
parameter however is not explicitly represented in the FSPN,
but it is used in the fluid flow functions that characterize
the fluid transitions. We have included it in the model by
performing regressions (either linear, exponential or constant)
of the parameters of the fluid flow functions, and used it to
compute parameters T and « of the fluid models, and the
average firing time of transitions that represent the delay
between the stage, as reported in Table 5.

To validate the approach, we have performed the regression
using only measures until C' = 20 containers, extrapolated the
values for C' = 24, and solved the model with the computed
parameters. Results have been compared with both the data
obtained from the real trace, and the model obtained using
the parameters fit directly from the corresponding measures.
Figure 22 shows the extrapolation process for the parameters
of job J3S3 of query Q26, while Figure 23 does it for job J252
of Q52. The extrapolation of the delay duration is instead
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Figure 17: Q52 DAG

shown in Figure 16. Results of the extrapolated models are
instead shown in Figure 20 and Figure 21. For query Q52,
the extrapolation introduces an additional error, while for
Q26 it provides results that are even more accurate than
the one obtained with the best fit procedure. This can be
explained by the fact that fitting aims at modeling the entire
evolution of the tasks, while the computation of the delay
uses only the completion time of the job (which is determined
only by the last task). For Q26, even if the extrapolated
values provided a poorer description for the completion time
of the intermediate tasks, they provide a better fit for the
ending time of the job. In both cases the error is around
10%, that could be considered acceptable for many practical
applications.

5. USE OF MODELS TO SUPPORT
CAPACITY PLANNING DECISIONS

We now exploit the model of the Q26 query to analyze the
considered system. In particular, we first study the comple-
tion time of the query increasing the number of containers
from C' =25 to C'=500. In the case with largest amount of

Table 4: Spark parameters

Query d [GB] s n t [ms]
Q26 500 JOSO 2 [6456,7512]
Q26 500 J151 2 [6023,6929]
Q26 500 J252 2 [6863,7174]
Q26 500 J3S3 500 [497604,1932021]
Q26 500 J3S4 500 [14202,27974]
Q26 500 J3S5 200 [339369,643977)
Q26 500 J3S6 200 [2752,4179]
Q52 500 J1S0 2 [6135,6982]
Q52 500 JOS1 2 [6055,7070]
Q52 500 J2S2 500 [544216,2077535]
Q52 500 J254 200 [9346,15205]

resources, all the tasks of the longest phase can be executed
in parallel in a single run. From the plot it appears clear
that there is a clear advantage in increasing the number of
containers up to C' = 100. After that point, the advantages
of increasing the number of containers become less obvious,
and a larger value of C' might result in a degradation of the
performance. This can be due to several issues: first, as the
number of container increases, the communication overhead
becomes more significative, compromising the advantage
that a larger number of the resources can give. Moreover,
since some of the jobs are divided into n = 200 tasks, from
C =100 on, some of the nodes will be used for just one
task, making them idle for most the time, and making their
use less-effective in participating at the completion of the
job. This effect is even more evident for C' = 250, since the
maximum number of tasks of the longest stage of the system
is m = 500.

We then use the model to answer the following question:
considering a given number of users N in the range [5,25],
which could be optimal number of containers to give the
system an average response time of less than 10 minutes?
We compute this result by performing a parameter space
exploration of the model, by varying both the number of
containers and the number of users. In particular, observing
that only on query at a time can be executed, we first com-
pute the completion time distribution as done in Section 4.3,
for different values of C'. Then, we reduce the system to
a simple QN model composed by a delay station to rep-
resent the think time of the users, and a FCFS queue to
model the execution of the query as shown in Figure 25. We
have analyzed the model using the JMT - Java Modeling
Tools® package by performing a what-if analysis over the
number of users N, and by assigning a replay distribution to
the queue representing the query, connected to the results
pre-computed with the fluid model.

Results of the analysis are shown in Figure 26. For a
number of containers C' < 10, the target deadline cannot be
achieved for any number of users. The same is also valid if the
number of users N > 20: in these cases none of the possible
solutions would be able to solve the problem and provide a
response in less than 10 minutes on average. Should this be
the case, the solution must be sought by either increasing
the parallelization in a larger number of tasks (if possible),
changing the algorithm, or look for faster computing nodes.
For all the other case, the optimum number of containers
to achieve the performance goal is in the range [50,250],
noting that increasing the parallelization over C'= 250 might
even reduce the performance and violate the considered
constraints.

6. CONCLUSIONS

In this paper we proposed FPNs able to model the exe-
cution of MapReduce jobs running in Hadoop 2.x clusters
governed by the Capacity Scheduler, and to model Apache
Spark jobs. The experimental results for MapReduce have
shown that the average percentage error that can be achieved
is around around 9.5% for Map Reduce of the actual mea-
surements on average, making the approach suitable for
design time capacity planning or runtime cluster manage-
ment. When applied to study two queries performed using
Apache Spark, we have obtained similar results (about 10%

8http://j mt.sourceforge.net
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Figure 20: Q26 - model validation of fitting and ex-
trapolation with 24 containers

average percentage error): this has shown that the proposed
approach can be generalized to several advanced settings.

On-going work is considering the analysis of Spark jobs
characterized by general DAGs and considering machine
learning applications workloads. Moreover, the framework
will be integrated within an optimization tool for runtime
cluster management.
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Table 5: Parameter extrapolation

Stage T e Delay [ms]
Q26 - J2S2 6863.16 - ¢~ 0-008775C" (0931 . ~0:0224029C" 95 819 +1812.11
Q26 - J3S3 52.99C +22725.7  0.6312-¢0:06005C 598 02¢ — 5009.21
Q26 - J3S5 39208, 46 0.1839 65.76
Q26 - J3S6 17.4226C 0
Q52 - JOS1  6749.1154 - ¢~ 0-006279C 0.1065 - ¢—0:0432C 1081.38
Q52 - J2S2 91.63C +24437.97  0.1448 . ¢~ 0:02399C 108.46
Q52 - J254 40.234C + 359.59 0
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ABSTRACT

We quantify the resiliency of large scale systems upon changes
encountered beyond the normal system behavior. Formal
definitions for resiliency and change are provided together
with general steps for resiliency quantification and a set of
resiliency metrics that can be used to quantify the effects
of changes. A formalization of the approach is also shown
in the form of a set of four algorithms that can be applied
when large scale systems are modeled through stochastic an-
alytic state space models (monolithic models or interacting
sub-models). In particular, in the case of interacting sub-
models, since resiliency quantification involves understand-
ing the transient behavior of the system, fixed-point vari-
ables evolve with time leading to non-homogenous Markov
chains. At the best of our knowledge, this is the first paper
facing this problem in a general way. The proposed approach
is applied to an Infrastructure-as-a-Service (IaaS) Cloud use
case. Specifically, we assess the impact of changes in de-
mand and available capacity on the Cloud resiliency and we
show that the approach proposed in this paper can scale for
a real sized Cloud without significantly compromising the
accuracy.

Keywords

Infrastructure-as-a-Service Cloud, interacting sub-models,
large scale systems, non-homogeneous Markov chains, re-
siliency quantification

1. INTRODUCTION

Large enterprise systems are difficult to manage due to
their scale and complexity. Although such systems are care-
fully designed, they may still fail to deliver expected services
due to failures or other unexpected variations in the work-
ing conditions. For business critical systems, such deviations
from normal behavior may cause violations of service level
agreements (SLAs). Hence, during the design stage of such
systems, a notion of built-in resiliency is necessary to en-
counter the uncertainties that can occur beyond the normal
behavior.

However, quantifying the system resiliency is difficult be-
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cause of two key reasons: (1) lack of consensus on the def-
inition of resiliency and (2) lack of systematic approaches
for quantifying resiliency. The term resiliency is used in
different fields and several definitions are present. Many re-
searchers interpret resiliency as a synonym for fault-tolerance.
However, the effect of fault tolerance can be captured by
traditional dependability measures, such as reliability, avail-
ability, maintainability, and safety [7, 2]. DeBardeleben et
al. [6] suggested that the goal of high end computing is to
enable effective and resource-efficient use of computing sys-
tems at extreme scale in the presence of system degradation
and failures. They defined resiliency of a high end comput-
ing system as the ability to keep applications running and
maintain an acceptable level of service when facing transient,
intermittent, and permanent faults. However, the quantifi-
cation of the effects of failures/repairs on a system is covered
under the umbrella of dependability, joint analysis of con-
tention/queuing and failures/repairs is known as performa-
bility [14], and the effect of failures/repairs on individual
tasks is covered under the umbrella of task completion time
analysis [5, 18]. Impact of (large scale) failures (e.g., natu-
ral disasters), intrusions, or attacks on systems/services and
subsequent transient behavior is quantified by survivability
analysis [15, 21]. Sterbenz et al. [26] defined resiliency as
the combination of trustworthiness (dependability, security,
and performability) and tolerance (survivability, disruption
tolerance, and traffic tolerance).

Our work about resiliency starts from the definition of
Sterbenz et al. and is inspired from Laprie’s [19] and Si-
moncini’s [25] work, in which resiliency is defined as the
persistence of service delivery that can justifiably be trusted
when facing changes - usually not encountered under nor-
mal operating conditions. We use this notion of change in
our resiliency quantification approach. Note that dynamic
redundancy features in traditional fault tolerance with de-
tection followed by reconfiguration are already included in
classic dependability measures. The changes we are refer-
ring to here are beyond the envelope of system configura-
tions already considered during the design stage and thus
beyond fault tolerance. We also emphasize that survivability
quantification only deals with changes due to (large scale)
failures, intrusions, or attacks. The notion of resiliency is
broader than survivability as the changes encountered by
the system can be any unexpected variations in the working
conditions, e.g., workload, faultload, or system capacity.



This paper presents a general method for resiliency quan-
tification of large scale systems through analytic models. A
formal definition of resiliency is provided together with a
definition of change. Moreover, a set of metrics is defined to
quantify the resiliency of a system with respect to a variety
of measures of interest. In fact, contrary to the traditional
view of synonymizing resiliency with dependability, we be-
lieve that resiliency can be quantified even with respect to
performance measures.

The approach is formally presented through a set of algo-
rithms. Such algorithms represent an extension of the one
presented in a previous work of ours [10]. Here, first of all,
a general algorithm is presented illustrating the approach in
the case in which the large scale system is modeled through a
monolithic state-space model. However, such a kind of mod-
els are usually affected by the state space explosion problem
limiting the scale of the system that is actually possible to
deal with. As a solution to this problem, the use of a set of
interacting sub-models to manage the complexity is getting
more attention. For this reason, we provide a second algo-
rithm showing how the approach is applicable also in the
case of interacting sub-models.

In the interacting sub-models approach, interdependen-
cies are resolved by fixed-point iterations. Resiliency quan-
tification involves understanding the transient behavior of
the system. Transient analysis of interacting sub-models
coupled with fixed-point iterations becomes non-trivial as
the values of fixed-point parameters change with time — lead-
ing to non-homogeneous sub-models. Thus, we also present
a third algorithm for resiliency quantification when dealing
with such non-homogeneous, interacting sub-models, based
on a piece-wise constant approximation. To the best of
our knowledge, ours is the first attempt to perform tran-
sient analysis of state-space based fixed-point iterative sub-
models. The approach is illustrated by an Infrastructure-as-
a-Service (IaaS) Cloud use case for which we provide several
numerical results.

The paper is organized as follows. Section 2 presents an
overview of the state of the art about resiliency quantifica-
tion and discusses the main differences with respect to our
approach while Section 3 provides an overview of the pro-
posed resiliency quantification approach also presenting a set
of resiliency metrics. Section 4 introduces our IaaS Cloud
use case and shows how to model it through a stochastic
reward net monolithic model and a set of continuous time
Markov chain interacting sub-models. In Section 5, a set of
algorithms is presented formalizing our approach and show-
ing how the non-homogeneity issue in the case of interacting
sub-models can be solved through a piece-wise constant ap-
proximation. Finally, Section 7 concludes the paper and
points out some future research directions.

2. RELATED WORK

We observe that resiliency is mostly interpreted as one
of the dependability and security attributes (e.g., reliability,
availability). Table 1 shows a classification of the related
research based on the authors’ interpretation of resiliency.

In [24], Puggelli et al. defined resiliency of a sensor net-
work by taking into account node failures and battery life-
time. The authors tried to maximize the resiliency via re-
dundancy. Najjar et al. [22] defined network resiliency as
the probability of no disconnection in a family of regular
graph network topologies. In the context of high perfor-

mance computing (HPC), Ostrouchov et al. [23] interpreted
resiliency as fault tolerance, i.e., the identification of fail-
ures and diagnosis of their root causes. Clearly, in [24, 22,

Table 1: Classification of related research based on the au-
thors’ interpretation of resiliency.

[ Resiliency as [ References |
Reliability 24, 22, 23]
Availability 3, 8, 20, 17]
Survivability 1, 4]
Security 27,9, 30]

23], notion of resiliency is synonymous to reliability of the
system.

Similar to [24], in [3], Cappello et al. analyzed resiliency
of HPC systems from a fault tolerance perspective. The au-
thors observed that automatic or application level checkpoint-
restart does not work in such a context as the time for
checkpointing and restarting usually exceed the mean time
to failure of the system as a whole. They proposed dif-
ferent recovery mechanisms to address this problem. In a
similar work, Engelmann et al. [8] introduced the notion of
resiliency supporting models (e.g., failure prediction, check-
pointing, rejuvenation scheduling) to analyze and improve
the resiliency of HPC systems. In [20], Liang et al. quan-
tified the resiliency of Platform-as-a-Service (PaaS) Clouds.
The authors defined resiliency of PaaS applications as the
ability to maintain a low failure rate by dynamically chang-
ing the affected components. In [17], Jhawar et al. survey
approach for the characterization of recurrent failures in a
typical Cloud computing environment, analyzing the effects
of failures and evaluating fault tolerance solutions. Observe
that the approach for resiliency quantification described in
[3, 8, 20] falls under traditional availability analysis.

In [1], Agarwal et al. evaluated resiliency of telecommuni-
cation networks upon probabilistic large-scale failures such
as physical attacks or natural disasters over a geographical
area. Such failures could affect both the physical and the
logical layer of the networks. The authors used computa-
tional geometric techniques in order to identify the most
vulnerable locations in the network and computed the ex-
pected number of failed components or the expected total
data loss. In [4], Cappello et al. survey recent work on re-
siliency in the HPC community. They mostly focus on errors
in computation due to unstable systems. Such errors usually
propagate and generate various kinds of malfunctions (e.g.,
process crashes, result corruptions). Analysis of (large scale)
failure or other undesired events, e.g., intrusion or disaster
and their impact on the system is covered by survivability
analysis [15].

In [27], Bu et al. defined resiliency of attack-resistant net-
works as the ability to provide alternative communication
paths in the case of failures or attacks on existing paths.
Using approximation algorithms, the authors computed the
probability that a path is blocked and used this metric to
evaluate different network designs. In [9], Erdene-Ochir et
al. studied the resiliency of a set of routing protocols for
wireless sensor networks. They defined the resiliency as the
ability of a network to continue to operate in presence of a
certain number of malicious compromised nodes that could
disrupt the routing functionality. Using simulation, the au-
thors evaluated the resiliency of four routing protocols in



the presence of compromised nodes. In the context of peer
to peer (P2P) networks, Xuan et al. [30] defined resiliency
as the ability of a system to defend against threats due to
node churns and malicious nodes. Using Markov chains,
they proposed an analytic approach to quantify resiliency
of structured P2P systems which have relatively stable size
and uniformly distributed nodes. Thus, the authors in [27,
9, 30], mainly quantify the resiliency of a system from secu-
rity perspectives.

In contrast to all the past efforts, in this paper, we take a
broader approach for system resiliency quantification. Our
proposed approach can be applied to any performance, de-
pendability, or security measure. In the following sections,
we describe the approach and show its application for the
resiliency quantification of TaaS Cloud performance taken as
a use case.

3. RESILIENCY QUANTIFICATION

In this section, we provide our definition of resiliency and
change. Starting from such definitions, we show a high level
overview of the proposed approach. Finally, we introduce a
set of metrics that can be used to quantify the resiliency of
a system with respect to a set of measures of interest.

3.1 Definitions of Resiliency and Change

As discussed in Section 2, contrary to the several defini-
tions of resiliency that are found in the literature, we believe
that the resiliency of a system can be quantified with respect
to several measures of interest. For such a reason, our defi-
nition of resiliency is the following.

DEFINITION 3.1  (RESILIENCY). The resiliency of a sys-
tem X with respect to a specific measure of interest M is
the capacity of the system to maintain the considered metric
within reasonable intervals when facing one or more changes.

The notion of change is thus important to our definition
of resiliency.

DEFINITION 3.2 (CHANGE). A change is any variation
beyond the mormal operating conditions of system Y caused
by any internal or external factor.

Within our definition of change we thus take into consid-
eration both internal causes of change (strictly related to the
way the system works) and external causes of change (more
related to how the system environment affects its behavior).

3.2 Overview of our approach

The approach proposed in this paper allows the quantifi-
cation of the resiliency of large scale systems via the use of
analytic models. In the following, we outline the general
steps of the approach.

(i) Given a system X, construct a stochastic analytic state-
space model €2 of ¥ to find the measure of interest M under
normal behavior. With respect to such measure, {2 can be
a performance, availability, or a performability model of X.

(ii) Evaluate the system measure of interest M under nor-
mal conditions using the model developed in step (i). This
step consists in computing the steady state value Ms(gc) of
measure of interest M without any application of changes.

(iii) Apply changes to the system. Changes can be clas-
sified into two broad categories: (a) non-structural changes

and (b) structural changes. Non-structural changes do not
affect the state space of the underlying model. Examples of
such changes are variation of arrival rates or hardware/software
failure rates. Structural changes cause the number of states
in the state space of the underlying model to vary and/or
affect its reachability graph by adding/removing transitions
between states. Examples of structural changes can be ad-
dition or removal of system components.

(iv) Analyze the transient behavior of the system model
) to compute the progress of measure of interest M after
applying the changes. Initial probabilities for this transient
analysis are obtained from the steady state probabilities as
computed from the normal behavior of the system model Q2
in step (ii). The transient analysis can be stopped as soon as
the measure of interest M reaches a new steady state value
M,

(v) After the changes are applied and the transient anal-
ysis of step (iv) has been performed, the transient response
of measure of interest M can be compared with the value of
the same measure as computed in step (i) (M%) and the
resiliency of system ¥ can be quantified by computing a set
of resiliency metrics as described in the following.

3.3 Resiliency metrics

We define resiliency metrics to quantify the resiliency of

a system when changes are enforced. Let M9 and M5
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Figure 1: Conceptual view of resiliency metrics.

denote the steady state values of measure of interest M (for
which resiliency is computed) before and after the applica-
tion of change, respectively. The following four metrics can
be defined.

(1) Settling Time (tset). This is defined as the elapsed
duration from the time when the change is applied to the sys-
tem, until the measure of interest reaches and stays within
M + 6% of |MED — ML),

(2) Peak Overshoot (Undershoot) (PO) Let MIE:;L be
the maximum deviation of the measure from its steady state
value after change is applied. Peak overshoot (undershoot)



in percentage is defined as:

M2, — M|
PO(%) = N x 100 (1)

Ss

(3) Peak Time (tpear ). It is defined as the elapsed duration
from the time when the change is applied to the system
unzcil )the measure of interest reaches the maximum deviation
Mpeak'

(4) v-Percentile Time (tpercentite). 1t is defined for two
cases: (1) when MS(EC) > Ms“ﬁ, it is the elapsed duration
from the time when the change is applied to the system until

the output measure reaches M % + (100 — )% of |M§i’c> —

Ms(?c)\ for the first time, and (2) when M&(gc) < Ms(;w),
it is the elapsed duration from the time when the change
is applied to the system until the output measure reaches
Ml _ (100 — 7)% of |MS<IS’C> — MS(SM)| for the first time.
(100 — ~) is always greater than § as used in settling time
definition.

Fig. 1 shows the conceptual view of resiliency metrics.

4. CASE STUDY FOR IAAS CLOUD

In this section, we introduce a case study for Infrastructure-
as-a-Service Cloud. We provide both a monolithic model
and a set of interacting sub-models in order to show how
our technique can be applied in both cases and how the
use of interacting sub-models provide better scalability still
maintaining a high level of accuracy.

4.1 System Description

In an TaaS Cloud, when a request is processed, a pre-
built image is used to deploy one or more VM instances or
a pre-deployed VM is customized and made available to the
requester. VMs are deployed on physical machines (PMs)
each of which may be shared by multiple VMs. The deployed
VMs are provisioned with request specific CPU, RAM, and
disk capacity. In this paper, we show the analysis for an
TaaS Cloud where the PMs are grouped into three pools:
hot (running), warm (turned on, but not ready) and cold
(turned off). A pre-instantiated VM can be readily provi-
sioned and brought to ready state on a running PM (hot
PM) with minimum provisioning delay. Instantiating a VM
from an image and deploying it on a warm PM needs addi-
tional provisioning time. PMs in the cold pool are turned-off
when not in use and deploying a VM on such a PM requires
additional startup delays. Thus, organization of PMs in
multiple pools helps to minimize power and cooling costs
without incurring into high startup delays for all VMs. We
assume that all PMs in a pool are identical and all requests
are homogeneous, where each request is for one VM.

Submitted user requests enter a first-come, first-served
(FCFS) queue. The request at the head of the queue is pro-
cessed by a Resource Provisioning Decision Engine (RPDE)
as follows. The request is provisioned on a hot PM if a
pre-instantiated but unassigned VM exists. If no hot PM is
available, a PM from the warm pool is used for provisioning
the requested VM. If all warm PMs are busy, a PM from the
cold pool is used. If no PM is available, the request is re-
jected (service unavailable). When a running job exits, the
capacity used by that VM is released and becomes available
for provisioning the next job.

Problem Statement. Performance of the above de-
scribed TaaS Cloud can be quantified using state-space an-

alytic models. In particular, we will show both monolithic
and interacting sub-models. If all the inter-event times are
assumed to be exponentially distributed, such models are
homogeneous continuous time Markov chains (CTMC). How-
ever, during transient analysis, if interacting sub-models are
used, their generator matrices evolve with time thus lead-
ing to non-homogeneous CTMCs. This paper describes a set
of algorithms for resiliency quantification when dealing both
with monolithic model and with non-homogeneous, interact-
ing sub-models. We quantify the resiliency of IaaS Cloud for
two performance measures - (i) job rejection rate (p,.;...)
and (ii) mean number of jobs in RPDE (E[Ng,,5]). Re-
siliency metrics are computed to quantify the effects on the
system due to changes in job arrival rate and system capac-
ity. Finally, the scalability and accuracy of the resiliency
quantification performed with the interacting sub-models
are compared with the resiliency quantification approach for
a monolithic model.

4.2 Monolithic model

An SRN monolithic model for request provisioning in an
TaaS Cloud is shown in Fig. 2. A detailed description of
the model can be found in [11]. Transition T,.. with rate
A models the job arrivals. The conflict among transitions
Téhi) model the searching delay to find a hot PM for re-
source provisioning. VM provisioning delay on a hot PM

is modeled by transitions Tl(:s‘t) (with rate 85). Transitions

ngﬁg represent servicing of jobs. If no token is present in
place P,fs}) (buffer of " PM in the hot pool is full) or if

one token is present in place Pb(f}) but no token is present

in place wa (the PM is full), then the PM is not able to
accept any further request. If this happens for all the PMs
in the hot pool, transition T" is enabled moving a token
from place Péh) to place chw).

We assume that the RPDE can process only one request
at a time and this is represented by the inhibitor arc from
place Pém to transitions Téhi) and T,gh). The modeling of
the warm pool is similar to that of the hot pool. However,
when there is no job being executed or provisioned on a
warm PM, the first request to the warm PM requires an
additional startup delay. For this reason, two additi,onal
immediate transitions are present for each warm PM, ty(wj)

" (wy)

and t, (with 1 < j < ny), with proper guards. We

model the additional delay by means of places P and

stup
oy w4
transitions 7 LftuJ;

(with rate yy).

When PMs in the warm pool are all busy, transition T,(Lw)
is enabled and the RPDE tries to provision the request in
the cold pool. The modeling of the cold pool is equivalent
to that of the warm pool. Main difference with warm pool
is that when all PMs are busy in the cold pool, transition
Tarop will fire modeling the rejection of a request due to
insufficient PM capacity.

Outputs of the model are obtained by defining a func-
tion that assigns an appropriate reward rate to each mark-
ing of the SRN and then computing the expected reward
rate in either transient or steady state. From monolithic
model, we can compute: job rejection rate due to buffer
full (p,;,..), job rejection rate due to insufficient capacity
(Parop)s their sum (p,....,), and the mean number of jobs in
RPDE (E[Nyp ., ))-
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Figure 2: Stochastic reward net model for IaaS Cloud.

4.3 Interacting sub-models

We use plain CTMCs as interacting sub-models. The de-
tailed performance model can be found in [13]. Final so-
lution of the overall model is obtained by fixed-point iter-
ation over individual sub-models. For each sub-model we
highlight the fixed-point parameters that are exchange with
other sub-models.

Resource provisioning decision engine (RPDE) sub-
model. Fig. 3 shows RPDE sub-model. States of the sub-

model in Fig. 3 are indexed by (g, z), where ¢ denotes the
number of jobs in the RPDE queue and = € {h,w,c} de-
notes the pool in which the RPDE is searching for available
PMs. Input parameters for this sub-model are: (i) job ar-
rival rate (A), (ii) mean search delays to find a PM from
hot/warm/cold pool that can be used for resource provi-
sioning (1/dn, 1/0w and 1/d., respectively), (iii) probabili-
ties that a hot/warm/cold PM can accept a job for resource
provisioning (P, P, and P, respectively) and (iv) maxi-



Figure 3: CTMC sub-model for RPDE.

mum number of jobs in RPDE (N). Among all the input
parameters, Py, Py, and P. are computed as outputs from
the VM provisioning sub-models described later. From the
RPDE sub-model, using Markov reward approach, we com-
pute job rejection probability due to buffer full (P,,, ., ), re-
jection probability due to insufficient capacity (P,,,,), their
sum: P ., = P, .. + F,.,,, and mean number of jobs in
RPDE (E[Ngpppg))- Then, multiplying by arrival rate, we
can compute job rejection rate due to buffer full (p,,,..),
rejection rate due to insufficient capacity p,,,,, and their
SUM Pcjoet = Poiock T Parop

VM provisioning sub-models. VM provisioning sub-

p

Figure 4: VM provisioning sub-model for a hot PM.

models capture the provisioning and deployment of requested
VMs to accepted jobs. For each hot, warm, and cold PM, we
have one CTMC which keeps track of the number of running
VMs. VM provisioning sub-model of a pool is the union of
individual provisioning sub-models of each PM in that pool.

Fig. 4 shows VM provisioning sub-model for a hot PM.
Conceptually, the overall hot pool is modeled by a set of in-
dependent hot PM sub-models. Note that only one PM sub-
model needs to be solved. States of the sub-model in Fig. 4
are indexed by (4,7, k), where ¢ denotes the number of jobs
in the PM buffer, j denotes the number of VMs currently
being provisioned, k denotes the number of running VMs.
Input parameters for a hot PM CTMC are: (i) effective job
arrival rate to each hot PM (\), (ii) rate at which VM in-
stantiation, provisioning, and configuration occurs (8), (iii)
job service rate (u), (iv) buffer size of hot PM (L), and (v)
maximum number of VMs that can be deployed on a PM
(m). Assuming a total of n, PMs in the hot pool, A, is
given by A(1 — Pyiock)/n,,. Observe that Pyock is computed
from RPDE sub-model. Output of the hot pool sub-model

is the steady state probability P, that at least one PM in
the hot pool can accept a job for provisioning.

The CTMCs for a warm and a cold PM [13] are similar to
the hot PM sub-model, with few differences, mainly related
to the effective arrival rate to each PM and to startup delays.
Output of the warm (cold) pool sub-model is the steady
state probability P, (P.) that at least one PM in the warm
(cold) pool can accept a job for provisioning. Probabilities
Pn, P,, and P. as obtained from hot, warm, and cold pool
sub-models, respectively, are used in RPDE sub-model as
input parameters.

In Fig. 5, using import graphs, input-output dependencies
among VM provisioning sub-models and RPDE sub-model
are shown. Such dependencies are resolved via fixed-point
iteration.

Job rejection rate (0, ) and mean number of jobs in RPDE &[N, 1)

Outputs from
performance model

RPDE
- 1
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Figure 5: Interactions among the sub-models.

S. FORMALIZATION OF THE APPROACH

In this section, we provide a set of algorithms for our re-
siliency quantification approach as described in Section 3.2.
First, an algorithm is presented in the case in which a single
monolithic model is used for the considered system. Then,
we show how such an approach can be applied in the case in
which an interacting sub-models approach is used, by pro-
viding two additional algorithms.

5.1 Resiliency quantification with a monolithic
model

Algorithm 1 presents the pseudocode for resiliency quan-
tification using a monolithic model. Given a monolithic
model €2 for the system under consideration ¥, we wish to
analyze the progress of a measure of interest M before and
after a change and to compute the resiliency metrics for it.
Both non-structural and structural changes can be modeled
by altering the value of a model parameter w. Let w; and
w2 be the values of such a parameter before and after the
change. Moreover, let T' be the length of the time interval
for transient analysis and A the length of each sub-interval.

To understand the system behavior before the change is
applied, we solve the monolithic model for its steady state
behavior, using function steady(.) (see line 5). From such
a steady state analysis, we obtain: (i) steady state prob-
ability vector of the monolithic model S’, (ii) steady state
value Msgg@ of performance measure M. Before the tran-
sient analysis can be performed, it is necessary to map the
state space of the model before the change into the state



Algorithm 1 Resiliency quantification for monolithic
model

Input: (i) ©: monolithic model, (ii) wy and ws: values of the in-
put parameter w before and after the change respectively, (iii)
M: measure of interest, (iv) T: length of the time interval for
transient analysis, (v) A: length of the sub-intervals for transient
analysis.

Output: Progress of measure of interest M during the whole analysis
and resiliency metrics.

declare S’: vector of probability;

declare S”’: vector of probability;

declare ]W&(,ZE), Mﬁ,‘;c): real number;

declare M (t): vector of real number;

{s’, Ms(gc)} «— steady(Q, wy, M);

S" « map(S’', Q, w1,ws);

{M(), Ms(gc)} +— transient(Q, w2, M,S” T, A);

output M), M{2®) and M(t);

{tset, PO, tpeak, tpercentite} < res(ML), M), M(t));

© output tset, Povtpealw and tpercentile;

—
o

Algorithm 2 Transient analysis

Input: (i) Q: model, (ii) wo: value of the input parameter w, (iii)
M': measure of interest, (iv) S: initial probability vector, (v) T"
length of the time interval, (vi) A: length of the sub-intervals.

Output: Progress of measure of interest M during the transient anal-
ysis and corresponding steady state value.

. declare t: time instant;
. declare stop: boolean;
: declare S’: vector of probability;
: declare M(t): vector of real number;
declare M', M,s: real number;
t <« 0;
stop + false;
do:
tt+ A;
{S’, M’} + new_point(Q, wa, M, S, A);
S « 8';
12: M(t) + add_point(M(t), M');
13: ift >T:
14: stop < true;

— =
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15: while stop is false;
16: M,, = M’;
17: output M(t) and Mg;

space of the model after the change and to compute the ini-
tial probability vector to be used for transient analysis S”.
This is performed by function map(.) (see line 6). The ex-
act behavior of such a function is out of the scope of this
paper. However, it is important to understand that one-to-
one, one-to-many, many-to-one mappings are possible. A
mapping is one-to-one if a non-structural change is applied
to the model (i.e., if the state space of the model before and
after the change is exactly the same). Otherwise, one-to-
many or many-to-one mapping is performed (i.e., the state
space of the model is modified after the change).

Next, the model is solved for its transient behavior through
function transient(.) (see line 7). This is performed consid-
ering the value of the model parameter w after the change
(w2) and setting the initial probability vector to be S”. The
progress M (t) of measure of interest M is computed till a

new steady state value M 2 is reached.
Finally, function res(.) is used to compute resiliency met-

rics as described in Section 3.3 (see line 9).

To clarify further, we also report the pseudocode for func-
tion transient(.) in Algorithm 2. The function performs a
simply cycle in which, at each iteration, a new point of the
measure of interest M is computed (see line 10). The loop
runs until the transient analysis is completed for all sub-
intervals (see line 13-14). For transient analysis in the first
sub-interval, the initial probability vector S is used. For
subsequent sub-intervals, values of S are obtained from the
transient analysis in previous sub-intervals (see line 11).

5.2 Resiliency quantification with interacting
sub-models

Algorithm 3 Resiliency quantification for interacting sub-
models

Input: (i) n: number of interacting sub-models, (ii) £2: vector of sub-
models, (iii) w1 and ws: values of the model parameter w before
and after the change respectively, (iv) M: measure of interest,
(v) T: length of the time interval for transient analysis, (vi) A:
length of the sub-intervals for transient analysis, (vii) e: upper
bound on error in fixed-point iterations.

Output: Progress of measure of interest M during the whole analysis
and resiliency metrics.

declare S;, S;’: vector of vector of probability;
declare St (t): vector of vector of vector of probability;
declare f, f)’: vector of fized-point parameter;
declare fy (t), fi’ (t): vector of vector of fized-point parameter;
declare Ms(gc), Mé‘s“): real number;
declare M (t): vector of real number;
fs' + initial_parameters_steady(S2);
do:
£/ — £
for 4 in 0...n:
{Ss'[i], £s'} « steady(R2[i], w1, fs);
12: while continue_iterations_steady(fs’, fs"’, €) is true
13: Nlégc) +— compute_measure($2,Ss’, M);
14: S! + map(SL, Q, w1, w2);
15: £/(t) « initial_parameters_transient(2, SY);
16: do:
170 £7(t) « £/(¢);
18: for 4 in 0...n:
19: {St(®)[i], £/ (t)} + transient(Qi], wa, ' (¢), ST [i], T, A);
20: while continue_iterations_transient(f;’ (t), f" (t), €) is true
21: {M(¢), Ms(‘s”)} «— compute_measure(2, S¢(t), M);
22: output MS(’;C), Mg‘;c) and M (t);
23t {tser, PO, tpeak: tpercentite} < res(MEY, M{E?, M(1));
24: output tser, PO, tpeak, and tpercentite;

— =
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The main motivation behind using an interacting sub-
models approach is the following. A global monolithic model
to capture all the details of a large scale system tends to be
complex. Even by using methods for the automated gener-
ation of models such as stochastic Petri nets, such models
become intractable and may not scale to large sized systems.
Hence, interacting sub-models approach is frequently used.
It can be demonstrated that such an approach reduces the
complexity of analysis without significantly affecting accu-
racy.

Final solution of the overall model is usually performed
at steady state and obtained by fixed-point iterations over
individual sub-models steady state solutions. Sub-models
exchange parameters among each other at each fixed-point



iteration and the iterations are concluded as soon as the val-
ues of the exchanged parameters remain constant or within
a certain interval (upper bound on error in fixed-point it-
erations). However, our resiliency quantification approach
implies a transient solution of the considered model. In
the case of interacting sub-models, this causes exchanged
parameters to become functions of time rather than single
values and thus gives rise to non-homogeneous, interacting
sub-models. We explain this phenomenon with an exam-
ple. During transient analysis of interacting sub-models for
our IaaS Cloud use case, P, ., , obtained as an output mea-
sure from RPDE sub-model, is used in VM provisioning sub-
models as an input parameter to compute Py, P,, and P..
Since the transient value of P,, , changes with time, values
of job-arrival rates in hot, warm, and cold sub-models, as
derived from P,, ,, also change with time. As a result, the
generator matrices of hot, warm, and cold sub-models be-
come time-dependent. The transient values of Py, P, and
P, are used to compute transition rates in the RPDE sub-
model. This leads to a time-dependent generator matrix of
RPDE sub-model.

First of all, we introduce an algorithm for resiliency quan-
tification using interacting sub-models approach without con-
sidering this issue. Later, we modify the algorithm to avoid
non-homogeneity still maintaining accuracy. Algorithm 3
presents the pseudocode for resiliency quantification using
interacting sub-models. The system under consideration %
is modeled through a vector € of n interacting sub-models
and also in this case we want to analyze the progress of
a measure of interest M before and after a change and to
compute the resiliency metrics for it. Let w1 and w2 be the
values of a model parameter w before and after the change
and let T and A be the length of the time interval for tran-
sient analysis and the length of each sub-interval, respec-
tively. Moreover, let € be the upper bound on the error
due to the fixed-point iterations. This parameter is used to
check if fixed-point iterations can stop and it is computed
at each iteration as a function of the fixed-point parameters
exchanged among the sub-models (see lines 15 and 23).

The structure of Algorithm 3 is similar to the one of Algo-
rithm 1 with the difference that steady state and transient
analysis (performed at lines 5 and 7 of Algorithm 1) are
replaced with a set of fixed-point iterations. First of all,
we consider steady state analysis. At the beginning of such
an analysis, initial values for the fixed-point parameters are
guessed (see line 10). Then, a loop starts (see lines 11-15)
and at each iteration all the sub-models are solved at steady
state and fixed-point parameters are exchanged among sub-
models (see line 14). As soon as the upper bound on error
is reached, iterations stop and the value of the measure of
interest at steady state before the change Ms(ls)c) is computed
(see line 16). At line 17, a mapping is performed to com-
pute the initial probability vector for each sub-model based
on the corresponding steady state probability vector before
the change, in order to enforce the change. Finally, another
round of fixed-point iterations is performed (see lines 19-23)
for transient analysis.

The main difference between the fixed-point iterations
performed at lines 11-15 and the ones performed at lines
19-23 is that in the latter case, fixed-point parameters ex-
changed among sub-models become functions of time. This
causes two main problems: (i) the upper bound error on
fixed-point iterations needs to be computed on functions in-

Algorithm 4 Resiliency quantification for interacting sub-
models with piece-wise approximation.

Input: (i) n: number of interacting sub-models, (ii) £2: vector of sub-
models, (iii) w1 and wsy: values of the model parameter w before
and after the change respectively, (iv) M: measure of interest,
(v) T: length of the time interval for transient analysis, (vi) A:
length of the sub-intervals for transient analysis, (vii) e: upper
bound on error in fixed-point iterations.

Output: Progress of measure of interest M during the whole analysis
and resiliency metrics.

declare t: time instant;

declare stop: boolean;

declare Sg: vector of vector of probability;
declare Sg, Sy': vector of vector of probability;
declare fsl, f!': vector of fized-point parameter;

declare f{, f,’, f{'’: vector of fized-point parameter;
declare Mégc), Mb(,:,C), M': real number;

declare M (t): vector of real number;

@

fs' + initial_parameters_steady(§2);
do:
£y fs/;
for ¢ in 0...n:
{Ssli], £s'} + steady(Qi], w1, fs');

. while continue_iterations_steady(fs’, fs"', €) is true

el e el
e

—
(o))

: Mé(,’;“) <« compute_measure(Q2, Sg, M);

—
(=2

: Sy map(Ss, Q, w1, wa);

17: £/ « initial_parameters_transient(2, SY');

18: do:

19: t+—t+A;

200 £ £

21: do:

22: fi'' « f;

23: for ¢ in 0...n:

24: {S¢/[i], £’} < new_point(Q[i], wa, £, Sy [i], A);
25: fy' < approzimate(fy’, f'");

26:  while continue_iterations_transient(fy’, fy"’, €) is true
27: M’ « compute_measure_point(§2, Sy’ , M);

28: M(t) + add_point(M(t), M');

29: S:” + S¢/;

30 ift>T:

31: stop < true;

32: while stop is false;

33: M(e9) — M,

34: output M), M{2®) and M(t);

35: {tset, PO, tpeak, tpercentile} < res(MED, M2 M(1));
36: output tees, PO, tpeak, and tpercentile;

stead of single values to understand if fixed-point iterations
should stop; (ii) each sub-model receives from other sub-
models fixed-point parameters that are functions of time,
thus becoming a non-homogeneous CTMC.

Solution of non-homogeneous models could be problem-
atic especially in the presence of multiple model parame-
ters varying with time. For this reason, in this paper we
introduce a third algorithm that allows us to apply our
resiliency quantification approach to the case of interact-
ing sub-models without incurring the non-homogeneity issue
but still maintaining an acceptable level of accuracy. Algo-
rithm 4 is a variant of Algorithm 3 in which the transient
analysis is not conducted through a single set of fixed-point
iterations and by exchanging fixed-point parameters in the
form of functions of time. We use an approach inspired



from piece-wise constant approximation method [28]. We
divide the time interval for transient analysis into small sub-
intervals and we assume that the values of model transition
rates are constant within these sub-intervals. Fixed-point
iteration among the sub-models is carried out for each sub-
interval and outputs from one sub-interval are transferred
as inputs to the next sub-interval.

In Algorithm 4, outer loop (lines 18-32) runs until we
finish the transient analysis for all sub-intervals. The in-
ner loop (lines 21-26) represents the fixed-point iteration
within each sub-interval. For transient analysis in the first
sub-interval, initial state probability vectors (S¢”') and fixed
point variables (f;') are obtained from the steady state anal-
ysis. For subsequent sub-intervals, values of S¢” and f;’ are
obtained from transient analysis in previous sub-intervals.
However, an average is computed between the current value
of each fixed-point parameter and the value obtained from
previous sub-interval. Such averaging process reduces the
errors introduced due to non-homogeneous behavior of the
system and it is performed by function approzimate(.) at
line 25. Before starting the fixed-point iteration within a
sub-interval, we store the values of fixed point variables ob-
tained from previous sub-intervals in fi”’/. Then, we check
the values of f;’ and f;” in successive iterations to deter-
mine the condition for convergence in fixed-point iteration
(see line 26). After the fixed-point iteration in a sub-interval
finishes, we update the values of initial state probability vec-
tors (S¢”) at line 29. We use these updated values in the
next sub-interval. Observe that within a sub-interval, fixed-
point variables (used as input parameters to the sub-models)
are updated in each iteration while the initial state proba-
bility vectors used to obtain the transient solutions of the
sub-models remain unchanged.

6. NUMERICAL RESULTS

Case Description

case-1 Increase in A\, 100 PMs in each pool

case-IT Increase in A\, 1000 PMs in each pool

case-II1 Decrease in A, 100 PMs in each pool

case-1V Decrease in A, 1000 PMs in each pool

case-V Removal of 900 PMs from hot, 750 PMs from warm
and cold pool each

case-VI Removal of 850 PMs from hot and warm each, 700

PMs from cold pool

case-VII Removal of 800 PMs from each pool

case-VIII Addition of 150 PMs to hot pool

case-IX Addition of 75 PMs to hot and warm pool each
case-X Addition of 50 PMs to each pool

Table 2: Description of the considered cases.

In this section, we discuss key results for large scale IaaS
Cloud resiliency quantification using scalable interacting sub-
models. Subsequently, model solution time and accuracy of
our proposed resiliency algorithm for interacting sub-models
are compared with the monolithic model.

6.1 Resiliency quantification for large scale
IaaS Cloud

We use SHARPE [29] software package to solve interact-
ing sub-models and quantify the TaaS Cloud resiliency of the
performance measures. Using Python scripts, we automate
the generation of SHARPE input files and implement the fol-
lowing tasks: (i) mapping the state space of the sub-models
before the change into the state space of the sub-models
after the change, (ii) transferring the initial probability vec-
tors and fixed-point variables from current sub-interval to

the next sub-interval. We quantified large scale TaaS Cloud
resiliency upon two types of changes: change in job-arrival
rate and change in the number of PMs. In Table 2, we define
ten cases that we have analyzed and we numerically com-
pare the corresponding resiliency metrics (with v = 90 and
0 = 0.1) in Table 3.

Effect of changing job-arrival rate ()\). Fig. 6(a)
shows the transient effects of changing the job arrival rate
(M) on job rejection rate. We analyze the resiliency of two
Cloud configurations with 100 PMs and 1000 PMs in each
pool. For both configurations, maximum 2 VMs can run
simultaneously on a PM. At time instance ¢t = 0, arrival rate
is increased from 1000 to 1300 jobs/hr. In case-I and case-II,

settling times are 0 and +{1D respectively. At ¢ = 1.5 hr,

set set
job arrival rate is reduced to initial value, i.e., 1000 jobs/hr.

When the change is removed, settling times are tig” and
tiép respectively.

In Fig. 6(b), similar transient effects are shown for the
mean number of jobs in RPDE (a measure of congestion in
the Cloud).

Effect of changing system capacity. Next, we quan-
tify the resiliency of IaaS Cloud due to addition or removal
of PMs. Fig. 7(a) shows the transient effects of removing
PMs on the job rejection rate. We start with a scenario
where 1000 PMs are equally distributed in each pool (as
denoted by (1000, 1000,1000)). At ¢ = 0, we remove total
2400 PMs in three different ways: (i) 900 PMs are removed
from hot pool and 750 PMs are removed from warm and
cold pool each (denoted by (100, 250,250)), (ii) 850 PMs
are removed from hot and warm pool each and 700 PMs
are removed from cold pool (denoted by (150, 150,300)),
and (iii) 800 PMs are removed from each pool (denoted by
(200,200, 200)). After the removal of the PMs, rejection rate
increases and finally reaches a steady state. Settling time is
maximum when 800 PMs are removed from each pool, i.e.,
the Cloud configuration is changed from (1000, 1000, 1000)
to (200,200, 200). Although, observe that the job rejection
rate is maximum when the Cloud configuration is changed
from (1000, 1000, 1000) to (100, 250, 250). Similar effects on
the mean number of jobs in RPDE are shown in Fig. 7(b).

Fig. 8(a) shows the transient effects of adding new PMs
on job rejection rate. We start with a scenario where 150
PMs are equally distributed in each pool (as denoted by
(150,150, 150)). At ¢ = 0, we add total 150 PMs in three
different ways: (i) 150 PMs are added to hot pool (denoted
by (300, 150, 150)), (ii) 75 PMs are added to hot and warm
pool each (denoted by (225, 225,150)), and (iii) 50 PMs are
added to each pool (denoted by (200, 200,200)). After the
addition of the PMs, rejection rate decreases and finally
reaches a steady state. Among the three changes, settling
time is minimum when PMs are added only to the hot pool.
Similar effects on the mean number of jobs in RPDE are
shown in Fig. 8(b).

6.2 Comparison of scalability with monolithic
model

We use Stochastic Petri Net Package (SPNP) [16] for re-
siliency quantification using the monolithic model. SPNP
allows to easily map the state space of the model before the
change into the state space of the model after the change
and to compute the initial probability vectors in a straight-
forward manner. Both the interacting sub-models and the



Resiliency metrics for job

Resiliency metrics for mean

Cases rejection rate number of jobs in RPDE
tset | PO(%) tpeak| percentile | tset PO(%) tpeak tpercentile

case-1 0.47 1.45 0.13 0.06 0.35 0.16 0.13 0.05

case-I1 0.52 - - 0.21 0.48 - - 0.16
case-II1 0.55 1.1 0.29 0.06 0.78 0.27 0.32 0.13
case-IV 0.28 - - 0.07 0.36 - - 0.13

case-V 0.87 - - 0.37 0.75 - - 0.29
case-VI 1.22 - - 0.61 1.17 - - 0.56
case-VII 1.73 - - 0.90 1.75 - - 0.88
case-VIII 0.78 - - 0.15 0.89 - - 0.20
case-IX 0.98 - - 0.21 1.05 - - 0.26

case-X 0.91 - - 0.22 0.97 - - 0.27
Table 3: Comparison of resiliency metrics for the different cases described in Table 2.
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Figure 6: Effect of changing job arrival rate (a) job rejection rate and (b) mean number of jobs in the RPDE.

(#PMs in each pool, Monolithic Interacting sub-
maximum # VMs per model models
PM)

(1, 1) 912 27

(1, 2) 7,655 35
(1,4) 20, 691 a7

(1, 8) 116, 603 71
(1,16) 768, 075 119

(1, 32) 5,543,915 215

(1, 38) 9, 848, 061 251

(1, 39) Memory overflow 257

(2, 1) 43,776 27
(3,1) 2,101, 248 27
(4,1) Memory overflow 27
(500, 64) — 407

Table 4: Comparison of model states.

monolithic model were solved using a desktop PC with Intel
Core 2 Duo processor (E8400, 3.0 GHz) and 4 GB memory.
In Table 4, we report the state space for both the mono-
lithic model and interacting sub-models. Monolithic model
runs into a memory overflow problem when the number of
PMs in each pool increases beyond 3 and the number of
VMs per PM increases beyond 38. We observe that the
state space size of the monolithic model increases quickly
and becomes too large to construct the reachability graph
even for small number of PMs. However, with interacting
sub-models approach, the state space increases at a slower
rate as the maximum number of VMs per PM is increased
and remains constant with increasing number PMs. A com-
parison of solution times is shown in Table 5. Solution time

(#PMs in each pool, Monolithic Interacting sub-
maximum # VMs per model models
PM)

(1, 1) 0.124 0.066
(1,2) 0.196 0.074
(1,4) 0.556 0.088
(1, 8) 2.998 0.141
(1, 16) 79.563 0.208
(1,32) 188.174 0.346
(1,38) 293.672 0.399
(1, 39) Memory overflow 0.406
2, 1) 2.024 0.063
(3,1) 166.704 0.062
4, 1) Memory overflow 0.060
(500, 64) — 0.055

Table 5: Comparison of model solution times in seconds.

for monolithic model increases almost exponentially with
the increase in model size. Solution time for interacting
sub-models remains almost constant with the increase in
model size. Clearly, interacting sub-models approach facili-
tates fast quantification of large scale IaaS Cloud resiliency.

6.3 Comparison of accuracy

Using 2 PMs per pool and 1 VM per PM, we compare the
accuracy of resiliency quantification using monolithic model
and interacting sub-models approach. We quantify the re-
siliency of two performance measures: job rejection rate and
mean number of jobs in RPDE respectively, when subjected
to a change in arrival rate (\). At ¢ = 0, we change the job
arrival rate from 350 jobs/hr to 400 jobs/hr. In Table 6, we
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Figure 8: Effect of adding PMs on (a) job rejection rate and (b) mean number of jobs in the RPDE.

observe that the resiliency metrics are comparable in both
the approaches. There are two sources of errors in inter-
acting sub-models based resiliency quantification approach.
They are: (i) errors due to decomposition of the monolithic
model and (ii) errors due to non-homogeneous behavior of
the system during transient phase. In this paper, we only
focus on resiliency metrics that capture the errors in the
transient analysis. Analysis of errors due to model decom-
position, is shown in [12].

7. CONCLUSIONS AND FUTURE WORK

In this paper, a general approach for resiliency quantifi-
cation of large scale systems using stochastic analytic state
space models is presented. Monolithic models or interacting
sub-models can be used. In the case of interacting sub-

models non-homogeneity in time arises due to the combi-
nation of transient analysis and fixed-point iterations. At
the best of our knowledge, this is the first paper facing this
problem in a general way. We apply our technique to an
TaaS Cloud use case. Resiliency metrics described in this
paper can be used to quantify the transient behavior of a
TaaS Cloud under sudden changes and can help during de-
sign stage of the [aaS Cloud. In our future work, we plan on
investigating the effects of different types of failures (such
as failures of PMs and VMs) and computing the resiliency
of reliability, availability and performability metrics of IaaS
Cloud. Moreover, we plan to further extend our analytic
models in order to take into account a larger number of
pools, different provisioning strategies, and heterogeneity in
requests and PMs. Also different types of job arrivals and



Algorithms Resiliency metrics for job Resiliency metrics for mean
rejection rate number of jobs in RPDE
tset | PO(%) tpeak| percentile | tset PO(%) tpeak tpercentile
Tnteracting sub- | 0.12 | 1.52¢ — 04 0.20 .04 0.10 0.21c — 04 0.18 .04
models
Monolithic model 0.10 | 0.85¢ — 04 621 | 0.04 0.11 0.24c — 04 0.23 0.04

Table 6: Comparison of resiliency metrics between the two algorithms when arrival rate is increased.

service time distributions can be easily taken into consid-
eration so that interesting evaluation about the impact of
such assumptions on the resiliency of the system can be
performed.
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ABSTRACT

Modern cloud data centers typically exploit management strate-
gies to reduce the overall energy consumption. While most of the
solutions focus on the energy consumption due to computational
elements, the advent of the Software-Defined Network paradigm
opens the possibility for more complex strategies taking into ac-
count the network traffic exchange within the data center. How-
ever, a network-aware Virtual Machine (VM) allocation requires
the knowledge of data communication patterns, so that VMs ex-
changing significant amount of data can be placed on the same
physical host or on low cost communication paths. In Infrastruc-
ture as a Service data centers, the information about VMs traffic
exchange is not easily available unless a specialized monitoring
function is deployed over the data center infrastructure. The main
contribution of this paper is a methodology to infer VMs commu-
nication patterns starting from input/output network traffic time se-
ries of each VM and without relaying on a special purpose mon-
itoring. Our reference scenario is a software-defined data center
hosting a multi-tier application deployed using horizontal replica-
tion. The proposed methodology has two main goals to support a
network-aware VMs allocation: first, to identify couples of inten-
sively communicating VMs through correlation-based analysis of
the time series; second, to identify VMs belonging to the same ver-
tical stack of a multi-tier application. We evaluate the methodology
by comparing different correlation indexes, clustering algorithms
and time granularities to monitor the network traffic. The experi-
mental results demonstrate the capability of the proposed approach
to identify interacting VMs, even in a challenging scenario where
the traffic patterns are similar in every VM belonging to the same
application tier.

1. INTRODUCTION

The need to reduce the energy consumption of large scale cloud
data centers is attracting a lot of attention towards energy-efficient
strategies for resource management and VMs allocation. Most re-
search studies merely consider VMs allocation as a way to reduce
the number of active servers [5, 8, 7, 15], while more recent pro-
posals also take into account the energy consumption related to the
data transfers among VMs, for example with the aim to co-locate on
the same server VMs that intensively communicate among them-
selves [14, 18].

The recent advent of Software-Defined Data Centers (SDDCs),
where all elements of the infrastructure — including networking —
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are virtualized as software components and the separation of the
network control plane from the data plane allows flexible network
management and reconfiguration, gave a further impulse to energy-
efficient strategies taking into account data traffic exchanges within
the data center. However, the adoption of a network-aware VMs al-
location strategy requires the knowledge about the communication
patterns between VMs. In this paper, we consider the point of view
of the provider of an Infrastructure as a Service (IaaS) data center,
where each VM is seen as a black box without any further knowl-
edge of the software running on it. In this scenario, obtaining a data
transfer matrix between the VMs is not possible unless a special-
ized monitoring infrastructure is developed and deployed over the
data center, as in [16, 19]. The most popular monitoring services
in industry' and literature [3], indeed, just provide the input/output
traffic rate of each VM, without a per-source/per-destination break-
down. Hence, specific strategies are required to infer the VMs com-
munication patterns starting from these low level information.

In order to address this issue, we propose a novel approach ex-
plicitly aiming to identify interacting VMs in the case multi-tier
applications are horizontally replicated over a SDDC, as shown in
Fig. 1. The tiers of each application are organized in vertical stacks
that are replicated over the data center; each tier of an application
is hosted on a separate VM, and we assume that each VM commu-
nicates only with other VMs within the same vertical stack, while
no communication between VMs belonging to two different verti-
cal stacks occurs. In this scenario, a request dispatcher typically
distributes the incoming workload among the vertical stacks of the
application. It is important to note that the presence of the load-
balancing request dispatcher leads to very similar utilization and
communication patterns of VMs belonging to the same tier but to
different vertical stacks of the same application (e.g., VMs VM1
and VM2 in the figure). This similarity represents one of the most
challenging aspects for the problem of identifying communicating
VMs, because input/output traffic patterns may be correlated even
if no communication occurs between them.

The main contribution of this paper is the proposal of a method-
ology that, starting from the time series of the aggregated network
traffic of each VM, is able to identify which VMs intensively com-
municate each other and which ones belong to the same vertical
stack of the applications deployed over a SDDC. Both these pieces
of information are extremely valuable as input to VMs allocation
strategies to reduce the energy consumption due to the network
traffic exchange. Ideally, indeed, VMs exchanging large amount
of data and/or belonging to the same vertical stack of an applica-
tion should be placed on the same physical host or on hosts con-
nected by low cost links to reduce energy consumption. The pro-

"https://aws.amazon.com/cloudwatch/



posed methodology exploits correlation techniques to identify co-
occurring similarities in the communication patterns of different
VMs, and clustering algorithms to identify VMs belonging to the
same vertical stacks of an application. In this paper, we compare
the use of different correlation indexes and clustering algorithms
applied to VMs network utilization time series collected with vary-
ing time granularities in order to evaluate the capability of the pro-
posed methodology of identifying the interacting VMs. Our ex-
periments, based on the deployment of a benchmark over a cloud
infrastructure, show that the analysis of the correlation among VMs
input/output time series and the application of clustering algorithms
represent a promising way to identify VMs that intensively commu-
nicate within a SDDC.
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Figure 1: Multi-tier application deployed over a cloud data center

The remainder of this paper is organized as follows. Section 2
describes the architecture of a Software-Defined Data Center. Sec-
tion 3 models the problem and outlines the proposed methodology.
Section 4 describes the experimental results used to validate our
proposal. Finally, Section 5 concludes the paper with some final
remarks.

2. SOFTWARE-DEFINED DATA CENTER

Fig. 2 shows the structure of a Software-Defined Data Center
(SDDC) where virtualized physical hosts run multiple VMs (that
are logically organized into applications, tiers and vertical stacks
as in Figure 1); the figure represents the physical infrastructure of
the data center and the logical organization of the management pro-
cesses.

The physical infrastructure is divided into manageable subareas,
called PODs [4], representing building blocks including physical
hosts connected to first level network switches; these switches are
in turn connected to a Data Center Network Core, that may be con-
tain more levels of switches. This network structure represents a
typical fat-tree topology, which is one of the most popular used in
both traditional and Software-Defined data centers because it can
provide fault tolerance and scalability thanks to the ability to ex-
ploit multiple paths between end-nodes [1], as shown in Fig. 2.

Within each physical host, multiple VMs are running different
tiers of the software applications. The VMs are connected by a vir-
tual network to the physical infrastructure. On each host we have

a monitoring subsystem, typically operating at the level of the vir-
tualized hypervisor, that periodically collects resources usage time
series for each VM (e.g., CPU, memory, input/output). The col-
lected information usually includes also aggregated data about the
input and output network traffic of each VM. In a [aaS data center,
this is the only information available about the traffic exchange of
a VM.

The dashed box on the left side of the figure describes the Data
Center Management and the related components. This block re-
ceives two types of input. First, the VMs Monitor process re-
ceives the data collected by the hypervisors located on each phys-
ical host: these data include the usage time series for different
resources (CPU, memory, input/output and network traffic). Sec-
ond, the Network Monitor receives the information coming from
the data plane of the data center network infrastructure, that is the
set of network switches. All these collected data are sent to the core
components of the Data Center Management of a SDDC, which are
the VMs Manager and the Network Manager. The former is respon-
sible for running the strategies for VMs allocation, that are commu-
nicated to the hypervisors local to each host; it is worth to note that,
differently from VMs allocation based only on computational re-
sources, network-aware allocation strategies require the VMs Man-
ager to take into account also information about the network traf-
fic exchange between VMs. The Network Manager includes the
control plane, which is responsible for implementing strategies of
network management and reconfiguration, that are communicated
to the data plane; this separation between control and data plane
introduces the benefits of a centralized approach to network config-
uration, that is programmable at the software level rather than man-
ually reconfigurable through distributed low-level interfaces [10].

From an energy point of view, SDDCs realize a more seam-
less integration of the network within the data center IT processes,
opening up to the possibility of novel energy-efficient resource strate-
gies for the cloud infrastructures integrating complex and adaptive
network management. Network-aware VMs allocation strategies to
reduce energy consumption in this kind of data centers not only aim
to minimize the number of physical host turned on, but also to place
strongly interacting VMSs on low cost links. The preferable solution
from an energy point of view for couples of VMs characterized
by an intense traffic exchange is to be placed on the same physi-
cal host, and secondarily on low cost links (e.g., within the same
POD). Other strategies to save energy due to network traffic ex-
change are based on the possibility to take advantage of underused
links to perform traffic consolidation in few active communication
links and network devices [12, 20]. To implement these strategies,
the SDDC management needs not only information about the in-
put/output traffic of each VM but also to know which couples of
VMs are intensively communicating with each other and/or which
VMs are running the different tiers of the same vertical stack of an
application. The proposed methodology to infer these information
from the aggregated data on the input and output network traffic of
each VM is presented in the next section.

3. METHODOLOGY DESCRIPTION

In our reference scenario, the SDDC hosts multi-tier applica-
tions. The tiers of each application are organized in vertical stacks
that are horizontally replicated and each tier of an application is
hosted on a separate VM, as shown in Figure 1. We recall that
each VM communicates only with other VMs within the same ver-
tical stack. However, the presence of the request dispatcher leads to
similar communication patterns for VMs belonging to the same tier
but to different vertical stacks of the same application, thus compli-
cating the identification of communicating VMs based only on the
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Figure 2: Software-Defined Data Center

input/output packet rate information of each VM.

To support a network-aware VMs allocation in this scenario, the
proposed methodology has two main goals. A first goal is to iden-
tify couples of VMs exchanging data; this information may be di-
rectly used in the VMs allocation problem, for example by adding
in the objective function of the underlying optimization problem
a term that takes into account the cost of data exchange [6]. A
second goal is to achieve a more detailed knowledge about how
the deployment of the applications over the data center in order
to provide useful input information to higher level VMs allocation
approaches; for example, higher availability and survivability of
the application can be achieved simply by locating non-interacting
vertical stacks of the same application on different pods of the data
center.

We now introduce a more formal definition of the basic princi-
ples previously sketched. Let us consider a set N' of VMs. We
define Pﬁ“t as the time series describing the output packet rate of
a generic VM j1 € N, and P;,f as the time series of input packet
rate for a VM j2. We denote as 7 the time interval between the
samples of the time series. Starting from these time series describ-
ing the network activity of the VMs in the data center, we aim to
infer which VMs communicate among themselves by considering
the correlation in their input and output traffic. We assume that the
vertical stacks remain the same (that is, they are not re-organized)
during the time series data collection. The proposed methodology
to identify communicating VMs is based on the following steps:

1. Interpolation and synchronization of the time series;

2. Computation of a correlation matrix between input and out-
put traffic of couples of VMs;

3. Identification of interacting VMs through correlation-based
analysis and clustering.

3.1 Traces interpolation and synchronization

The cloud monitor that collects information about the VMs net-
work utilization is based on the prototype described in [3]. The data
collector produces a sequence of tuples in the form <t imestamp,
pkt_in, pkt_out>, where the last two values contain the num-
ber of packets received and transmitted since the last data sampling.

However, the agents monitoring each VM are not explicitly syn-
chronized. As a result, traces collected from different VMs may be
not synchronized.

Preliminary tests with artificially generated traces demonstrate
the detrimental effect of not synchronizing traces before applying
the correlation analysis of network traffic patterns belonging to dif-
ferent VMs. For this reason, we introduce in our system a trace
synchronization step: to achieve this result we rely on data interpo-
lation. Our approach can be summarized as follows:

e we remove samples at the beginning from each time series
such that each time series starts in the time interval [to, to+7]
and we make sure that each time series contains 7" samples;

e we compute a synchronization time ¢{ that is the average of
the starting times of each trace; from this time we have the
interpolated time series timestamps that we define as ¢, t5 +
Tyt +iT, .. to + T

e for each time series P, we define a synchronized time
series P;;°** using cubic interpolation. In our prototype the
implementation of the cubic interpolation is provided by the
python Pandas® framework. A similar procedure is carried
out also for the time series of inbound packets P;;

Figure 3 provides an example of the above described process.
We start with two time series, represented with squares and circles
in the upper part of the figure. For both time series we have an
interval of 7 between two consecutive samples. In the middle part
of the figure we show a spline interpolation of the samples that
creates a continuous space of values for each possible sampling
instant. Finally, the bottom part of the figure shows the re-sampling
of the time series. The output is new couple of time series (again
represented with squares and circles) where the sampling instants
are synchronized.

As a simplified notation, in the following of the paper we will
use P;°“*(i) and P;;"(i) for the i-th sample of a synchronized
time series.

“http://pandas.pydata.org/



Original samples

o)
o
o o g
© o} o
E< T > : o o Time series 1
. . o Time series 2
t >
0
Interpolation
: LBl L :
v : >
ZtO : : :
Resarrhpling : :
______ a ﬂg-'“ N ',Q"
------ O B i
: 9., . : :
: )

Figure 3: Interpolation and synchronization

3.2 Correlation matrix

Starting from the synchronized time series we can compute the
correlation matrix C between input and output packet rates of each
pair of VMs. Our choice is to focus on the correlation between
output packet of a VM and input packet of another, to identify data
exchange flows from one VM to another. This approach is consis-
tent with other approaches that take into account data exchange to
optimize VM communication such as [19, 20] where not just the
amount of data exchanged but also the direction of this data ex-
change is taken into account. Specifically, we define the generic
element c;, ;, of the matrix as:

¢j,.5n = Cor(P;, Pi™) (1)

where 71 and j2 are two generic VMs and Cor(+) is a function that
computes the correlation among two different time series. In litera-
ture multiple functions have been proposed to measure the correla-
tion between data series. It is worth to note that this approach leads
to the creation of a correlation matrix that may not be symmetric be-
cause we may have a strong correlation of data exchange from VM
i to VM j (e.g., if VM ¢ sends large amount of data to VM j) but
low correlation in the opposite direction (in the previous example
the main data flow from VM j to VM 4 could consist of just ACK
messages). In our analysis we consider two different alternatives,
that are the Pearson and the Spearman correlation functions [17].
The first is the most widely used solution to compare time series,
while the second emerged in preliminary results as one of the most
interesting alternatives in terms of ability to discriminate groups of
time series characterized by similar long-term trends, as is the case
of our experiments.

We recall that the Pearson correlation index p is defined as:

B[Py — p(Pr) (P — n(P™))]
o(Pe)o(Pym)

p(Pj*OUt, P;Zin) _
2

where p(-) is the mean value of a time series, o(-) is the stan-
dard deviation, and E-] is a shorthand for the average function (in
equation 2 the average is used to compute the covariance of the two
time series).

The Spearman correlation index ps corresponds to the correla-
tion between two time series where the original values have been
substituted by their ranks in the time series:

63 o (P (0) — (PR (1))
(T2 — 1)

ps(Pj*mnf P;;m) =1- (3)

where T is the number of samples in the time series and r(-)
is the rank of a sample among the other samples of the same time
series. Switching from the values to the ranks in a time series in-
creases significantly the capacity of this function to discriminate
the small fluctuations in the packet rate that may place apart two
time series with the same long-term behavior. This is a promising
solution to cope with the characteristics of our scenario, where we
assume to have a similar workload on every element of the repli-
cated vertical stacks of the considered application.

3.3 Identification of interacting VMs

The final step of our proposal is the definition of couples/groups
of interacting VMs based on the correlation matrix obtained in the
previous step.

This step can either focus on identifying single couples of VMs
that intensively exchange network traffic or focus on providing a
broader view of the system grouping together VMs that belong to
the same vertical stack of an application (as in Figure 1).

If we consider the first task, that is identifying couples of inter-
acting VMs, the most straightforward approach is to apply a thresh-
old on the correlation matrix to distinguish between correlated and
uncorrelated time series of network resource utilization. Basically,
we consider as correlated every couple of time series with a corre-
lation value higher or equal than a defined threshold, while if the
correlation value is lower than the threshold, we assume the corre-
sponding time series to be uncorrelated.

On the other hand, if our goal is to identify the vertical clus-
ters of VMs running tiers of the same application, we need a more
complex approach aiming to cluster VMs that show a similar be-
havior in terms of network traffic patterns. The correlation matrix
is considered as an affinity matrix between VMs and a clustering
algorithm is applied to group together the VMs. Supporting an in-
put in the form of an affinity/distance matrix (instead of a feature
vector) is a critical point in the choice of the clustering algorithm.
Specifically, we take into account three possible solutions: spec-
tral clustering [13], affinity propagation [11], and agglomerative
clustering [9].

The spectral clustering algorithm computes the Laplacian oper-
ator from the input similarity matrix. The eigenvalues and eigen-
vectors of the Laplacian are then used to extract a new coordinate
system that is fed into a k-means clustering phase [13]. Affinity
propagation is a fast clustering approach that aims to identify clus-
ter representatives by simulating the exchange of messages among
data points. Once the cluster representatives are found, clustering
is carried out by assigning to each representative the most affine
other elements. Finally, the agglomerative clustering is a hierarchi-
cal clustering algorithm that starts with each VM in its own cluster



and, then, at each iteration merges the two most affine clusters (we
use the average distance between elements of the two clusters as
a representation of the cluster affinity, but preliminary experiments
show that other metrics such as the minimum of the maximum dis-
tance provides similar results). The resulting dendogram is then cut
depending on the number of clusters we want to obtain.

It is worth to note that all the considered algorithms can automat-
ically determine the number of clusters to use, either directly (as for
the affinity propagation clustering that includes the estimation of
the number of clusters in the algorithm) or indirectly (for example,
by performing a spectral gap analysis for the spectral clustering al-
gorithm by adding constraints on the cluster size to determine when
the agglomerative clustering stops). For all the three algorithms, we
rely on their implementation in the SciKit-Learn library’.

4. EXPERIMENTAL RESULTS

4.1 Experimental setup

We test our infrastructure using an experimental setup where
multiple copies of the TPC-W benchmark® are executed in par-
allel over a cloud data center hosted by the Amazon EC2 infras-
tructure’. The monitoring is based on the architecture described
in [3]. Our traces refer to a TPC-W run with 12 VMs divided into
4 vertical stacks for a period of 12 hours, with samples collected
by default every 30 seconds (but we present also experiments with
traces where data collection has a granularity of 1 and 2 minutes).

As metrics for the comparison of the different correlation func-
tions, we distinguish between the two goals of identifying the in-
teracting couples of VMs and clustering together VMs to identify
the vertical stacks.

For the first goal we consider the classic measures of classifica-
tion problems, that are precision, recall, and F-measure. Precision
is defined as the fraction of identified couples of VMs that are actu-
ally communicating, while recall is the fraction of communicating
couples of VMs that are correctly identified. In terms of true/false

positives/negatives, we can define the precision P = %’}P, and
— _TP _ E i i -
the recall R = 75775 F-measure is the harmonic mean of pre

o ‘e ' _ o PR
cision and recall, that is: F' = 2m.

For the clustering, we consider the clustering purity [2] as the
main metric to compare different solutions. Purity, that is one of the
most popular metrics for cluster evaluation, considers the fraction
of correctly identified VMs as the measure of the clustering per-
formance. Specifically, purity is defined by comparing the generic
final solution S of the VM clustering with the ground truth vector
S*, which represents the correct classification of the VMs into the
vertical stacks. Purity is thus defined as:

[{s?: 87 =57 Vj € N}
VI

purity =

where s is the cluster to which VM j is assigned in the considered
solution, s?* is the correct classification of VM 7, and N is the set
of clustered VMs.

4.2 Comparison of correlation indexes

We first present the correlation matrices computed over every
couple of time series using both Pearson and Spearman correlation
indexes.

3http://scikit-learn.org/
*www.tpc.org/tpew/
Shttps://aws.amazon.com/ec2/
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Figure 4: Heatmap of the correlation matrices

Figure 4 represents the two correlation matrices represented as
heat maps. For each VM (numbered 1 to 12 in the figure) we con-
sider the two time series of input and output packets. Each pic-
ture presents also an outline of the vertical stacks (shown as four
white square frames on the main diagonal of the matrix). Ideally
the correlation should present high values within the four squares
delimiting each vertical stack and low values outside.

A qualitative analysis of Figures 4a and 4b provides some in-
teresting insights: we observe clearly that the Pearson correlation
index (Figure 4a) tends to return higher values (as testified by the
general predominance of reddish colors). Particularly critical is the
presence of red-orange shades far from the main diagonal (and out-
side from the vertical stack frames), that suggests high correlation
also between VMs belonging to different vertical stacks. On the
other hand, the Spearman correlation index (Figure 4b) provides
a clearer distinction between groups of VMs in the same vertical
stack (the red areas close to the diagonal) and VMs belonging to
different stacks, suggesting a better capacity to distinguish com-
municating from not interacting VMs.

4.3 Identification of interacting VMs

We now consider how the two considered correlation indexes



can be used in a threshold-based identification of the interacting
VMs couples. In particular, we evaluate sensitivity of the VMs
classification with respect to the threshold value.
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Figure 5: Precision, Recall, and F-measure

Figure 6 summarizes this comparison showing the accuracy for
both correlation indexes as a function of the threshold value. It is
clear that the Spearman correlation index provides a twofold advan-
tage. First, it achieves better performance than the Pearson index,
with significantly higher maximum F-measure values. Second, it
provides more stable performance with a range of threshold val-
ues returning an accuracy higher than 0.5 that spans from 0.5 to
0.8, while the best values for the Pearson function are limited in a
single peak around 0.96.

4.4 Clustering of VMs

A further analysis concerns the case where the correlation in-
dexes can be used to create the input affinity matrix for the different
matrices

Table 1: Clustering purity

Clustering algorithm Spearman | Pearson
Spectral clustering 0.75 0.66
Affinity propagation 0.50 0.42
Agglomerative clustering 0.38 0.38
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Figure 6: F-measure comparison

Table 1 provides an insight on the clustering purity of the three
considered clustering algorithms for each of the two correlation in-
dexes taken into account. The message from the table is rather
straightforward, concerning both the clustering algorithms and the
correlation indexes. If we observe the different algorithms with
affinity input matrices based on the two correlation indexes, it is
evident that the Spearman index leads to significantly higher clus-
tering purity with respect to the alternative. Furthermore, if we
compare the three considered clustering algorithms, we observe
that the spectral clustering algorithm clearly outperforms the other
two alternatives.

If we consider the reasons for the performance of the different
clustering algorithms, we may refer to the example in Figure 7. It
shows an example of clustering output (on the top — the example
refers to the spectral clustering algorithm) against the correct clus-
tering (bottom). We observe two types of errors: VMs 1 and 4 are
swapped (each is assigned to the cluster where the other belongs),
while VM 12 is simply misplaced. For the affinity propagation
algorithm the poor clustering performance are reduced by the pres-
ence of an additional problem, that is a wrong estimation in the
number of clusters. Finally, for the agglomerative clustering, we
observe a large number of cluster swaps between VMs (as in the
case of VMs 1 and 4 in the figure).

Actual clustering

Expected clustering

Figure 7: Clustering example

4.5 Comparison of time sampling intervals

As a final analysis, we evaluate how the data sampling granu-
larity affects the quality of the classification of correlated and non-
correlated time series and of the VMs clustering. We start our anal-
ysis focusing on the classification problem. To this aim, Figure 8
compares the F-measure achieved by the classification based on the
Spearman correlation index as the sampling period 7 of the network
utilization ranges from 30 seconds to 2 minutes. We observe that,
even with this small change in the sampling granularity, the impact
on the classification F-measure is very significant. Specifically, we
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observe two main effects of a coarse-grained data collection. First,
the sensitivity of the Spearman correlation to the threshold value
is further reduced if we consider a large sampling period. This
higher robustness is an effect of the smoothed time series: basi-
cally, we work with a time series where only the most evident fluc-
tuations are taken into account. This means that the low-frequency
and highly evident fluctuations, that are the only way to distinguish
two vertical stacks, are easier to identify even over a wider range of
threshold values, thus explaining the observed stability with respect
to different threshold values. Second, if we consider the threshold
range related to the higher F-measure ([0.6-0.8]), we observe that
the accuracy tends to decrease dramatically as the sampling inter-
val increases. This effect is rather intuitive, because by increasing
the sampling period, we obtain a smoother time series of network
resource utilization. This effect still captures the main effects of
correlation, but the high frequency fluctuations that allow us to dis-
tinguish two vertical stacks are lost, with a consequent reduction of
the classification performance.

Table 2: Clustering purity

Spectral Affinity Agglomerative
T clustering | propagation clustering
7 = 30 sec 0.75 0.50 0.38
7 =1 min 0.50 0.27 0.38
7 = 2 min 0.50 0.27 0.33

The second analysis concerns the impact of sampling frequency
on the clustering purity. To this aim, Table 2 compares the cluster-
ing purity for the three considered clustering algorithms when the
Spearman correlation index is used. The table provides two clear
confirmations. On one hand, it confirms the better performance of
the spectral clustering over the other algorithms, with a purity that
is 97% to 31% higher compared with the alternatives. On the other
hand, we observe that, even for the spectral clustering algorithm,
the increase of the sampling period 7 has a major detrimental ef-
fect, with the purity reduced by 33% as 7 grows from 30 seconds
to 1 minute. This purity reduction is caused by the same reasons
that determine a reduction of the F-measure for the identification
of interacting VMs, that is the smoother time series makes more
difficult to distinguish between different vertical stacks.

S. CONCLUSIONS

In this paper we analyzed the problem of identifying groups of
VMs in a cloud infrastructure that exchange information without
having access to a detailed model of the data transfer among them.
In particular, we focus on the case of horizontally replicated vertical
stacks, where each VM in a vertical stack corresponds to a tier of
an application. We pointed out that this case is very common and
challenging in a cloud scenario where scalability is achieved though
replication.

We described a methodology to discover communicating VMs
that is based on the analysis of correlation between the time se-
ries of network traffic of each VMs and on clustering algorithms
for identifying the vertical stacks of VMs. We compare different
correlation indexes to identify the most suitable alternative: our ex-
periments show that the use of ranking-based techniques (as in the
Spearman correlation index) clearly outperforms traditional corre-
lation metrics, such as the Pearson index. Furthermore, we com-
pare three clustering algorithms to identify the most suitable alter-
native for detecting the vertical stack: our experiments demonstrate
that spectral clustering far outperforms the alternatives. Finally, we
perform a sensitivity analysis demonstrating that fine-grained net-
work data collection is essential to achieve high accuracy in the
identification of communicating VMs.
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ABSTRACT

An ever increasing use of virtualization in various emerging
scenarios, e.g.: Cloud Computing, Software Defined Net-
works, Data Streaming Processing, asks Infrastructure Pro-
viders (InPs) to optimize the allocation of the virtual net-
work requests (VNRs) into a substrate network while satis-
fying QoS requirements. In this work, we propose MCRM,
a two-stage virtual network embedding (VNE) algorithm
with delay and placement constraints. Our solution revolves
around a novel notion of similarity between virtual and phys-
ical nodes. To this end, taking advantage of Markov Re-
ward theory, we define a set of metrics for each physical
and virtual node which captures the amount of resources
in a node neighborhood as well as the degree of proximity
among nodes. By defining a notion of similarity between
nodes we then simply map virtual nodes to the most similar
physical node in the substrate network. We have thoroughly
evaluated our algorithm through simulation. Our experi-
ments show that MCRM achieves good performance results
in terms of blocking probability and revenues for the InP,
as well as a high and uniform utilization of resources, while
satisfying the delay and placement requirements.

Keywords

Cloud computing; Markov Reward Process; Network virtu-
alization; Quality of Service; Virtual Network Embedding
(VNE)

1. INTRODUCTION

The base for the future Internet is characterized by the
Infrastructure as a Service (IaaS) service model [11], pro-
ducing a decoupling of the ISP (Internet Service Provider)
into two novel players: the Infrastructure Provider (InP) and
the Service Provider (SP). The InPs (e.g., Cloud providers),
who own and manage the infrastructure, rent out parts of
the network resources to the SPs (e.g., Cloud users), who in
turn meet the end-users demands, making virtual networks
(VNs) and providing end-to-end services [10, 11]. In this
flexible multi-layer architecture, the InPs have the challeng-
ing task to manage the substrate network efficiently in order
to maximize the number of mapped virtual network requests
(VNRs) along with the revenue. In practice, the InPs have
to determine, on-line, a subset of physical nodes and links
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with sufficient resources to host each VNR composed by a set
of virtual nodes and links with a certain amount of resource
attributes, e.g., computational capacity, link bandwidth.

This problem is referred to as Virtual Network Embedding
(VNE) which is a well known NP-complete problem [1, 23].
In order to support on-line operations, many heuristics have
been proposed in the literature (e.g., [25, 17, 23, 9, 8, 24,
20, 16]) under different settings and assumptions.

In this paper, we study the VNE problem under maximum
latency QoS constraints. Our goal is to determine a set of
node and link resources in a substrate network which sat-
isfy end-to-end latency constraints between pair of nodes.
This is motivated by the growing number of multimedia
and other delay-sensitive applications (Cisco envisioned that
about 90% of Internet traffic is related to delay-sensitive ap-
plications [14]). Our contributions are as follows:

e Building on our prior work on VNE [6, 5], we present
a new algorithm, for the VNE problem with QoS con-
straints (e.g., latency), called MCRM (Markov Chain
Reward Metrics). MCRM is inspired by [13, 8, 24]
which devised so called coordinated two-stage VNE al-
gorithms: in the first stage the algorithm embeds vir-
tual nodes into physical (also called substrate) nodes;
then, in the second stage, the algorithm embeds the
logical links into physical paths between the nodes.

e MCRM accounts for computational capacity and link
bandwidth requirements, delay requirements over the
virtual links as well as the possibility of pinned nodes,
that is, virtual nodes which must be assigned to spe-
cific physical nodes. The latter constraints may arise
in several scenarios including the physical location of
sensor nodes, specific hardware availability, etc. To
the best of our knowledge, this is the first coordinated
two-stage VNE algorithm to account for all these con-
straints in a single algorithm.

e We propose a novel node mapping strategy which re-
volves around the notion of similarity between virtual
and physical nodes. To this end, we define a set of
metrics for each physical and virtual node which cap-
tures the amount of available (demanded) resources in
the neighborhood of a physical (virtual) node as well
as their degree of proximity with respect to the other
nodes. By properly defining a notion of similarity be-
tween nodes we then simply map virtual nodes to the
most similar physical node in the substrate network.



e Differently from prior approaches, our metrics are based
on the accumulated reward of suitable Markov Chains.
The intuition is that the accumulated reward, with
each node reward being properly defined as to charac-
terize the metric under study, well captures the avail-
ability of nodes resources in a given neighborhood of a
node as well as the topological structure of the graph
in that neighborhood.

e We have evaluated our algorithm through simulation.
The results show that our new solution is able to achieve
a good performance level in terms of number of blocked
requests, revenue gained by the InP and average re-
source utilization while coping effectively with the QoS,
e.g., delay constraints.

The rest of the paper is organized as follows. In section
3 we formalize the VNE problem. The new mapping al-
gorithm (MCRM), based on Markov Reward Processes, is
presented in section 4. In section 5 we evaluate MCRM
through simulation. Section 6 concludes the paper.

2. RELATED WORK

The VNE is a well known and widely investigated problem
which has been studied under different settings and assump-
tions. Since the VNE problem is NP-complete [1, 23] most
solutions focus on efficient heuristics (e.g., [25, 17, 23, 9, 8,
24, 20, 16]).

Most heuristics consists of two successive stages, where
first all the virtual nodes and then the virtual links are
mapped to the physical network. Following this approach,
our work is inspired by a recently proposed new class of two-
stage VNE algorithms, known as coordinated algorithms
(e.g.: CO-VNE [13]). The principal feature of this new cat-
egory of algorithms (e.g., [13, 8, 24]) is that the informa-
tion concerning the links, required for the second stage (i.e.,
link mapping), is also considered in the first one (i.e., node
mapping). In particular, these solutions take into account
the topology, by associating with each node a metric which
captures the amount of the resources (node computational
capacity and network link bandwidth) in the neighborhood
of a node. The embedding is then executed via a greedy ap-
proach, by ranking the virtual and substrate nodes accord-
ing to this metric and mapping the highly ranked virtual
nodes onto the matching highly ranked substrate ones. No-
ticeably, the majority of these works drew inspiration from
the PageRank algorithm [7].

The PageRank algorithm relies on the assumption that
the importance of a web page is function of the number and
importance of the web pages that link to it: the greater
the number of incoming links and the importance of the
web pages from which these links originate, the more im-
portant the web page is. By interpreting the web surfing as
a Random Walk, it turns out that the importance of a web
page corresponds to the stationary probability of a Markov
Chain induced by the web links themselves, where the pages
represent the Markov Chain states and the links the tran-
sitions between states. Following the same approach, the
aforementioned VNE algorithms associate with each node a
metric which captures the relative “importance” of a node
in terms of resources, which accounts for the local resources
and those of the connected links and the nearby nodes. As
for the PageRank algorithm, this metric can be computed
as a stationary probability of a suitable Markov Chain.

As explained in the introduction, while we consider a sim-
ilar approach, we follow a totally different direction in deter-
mining the metrics of interest as we consider the discounted
cumulative reward of a suitable Markov Chain rather than
the stationary probability. Since the cumulative reward can
be regarded as the accrued reward of a random walk the
proposed approach lends itself to an interesting physical in-
terpretation of the proposed metrics which we believe better
capture the relative importance of nodes in terms of avail-
able resources in their neighborhood.

Many QoS metrics have been taken into account in solving
the VNE problem including energy efficiency [18], surviv-
ability and resiliency [19], see [11] for a survey. Constraints
on the physical location of nodes are less common. Chowd-
hury et al. [9] consider a requested location constraint (e.g.,
using geographic coordinates) for every virtual node and a
maximum distance threshold indicating how far from the
demanded location can be placed each node. They solve an
optimization problem using mixed integer programming.

Most of the few existing works on delay-aware VNE solve
the problem using a mixed integer programming formula-
tion, as done by Ivaturi and Wolf in [14]. They treat the
VNE as a facility location problem and p-hub median prob-
lem, pointing to attain a good balance between substrate
utilization and end-to-end delay. They introduce a delay
tuning parameter and a specific metric to evaluate the de-
lay savings. Their objective is the optimal solution that
minimizes the delay, so it is not suitable for the online op-
eration.

Similar to our approach, Behrouznia et al. in a recent
work [3] propose a two-stage QoS-aware algorithm, where
the key feature is the adapted computation of quality of the
physical paths, introduced in [21]. The objective metrics
are cost-effectiveness and compliance with delay, packet loss
and node location constraints. In the first phase, the al-
gorithm sorts the substrate nodes according to the metric
of the node’s available resources (available computational
capacity of the node multiplied by the outgoing available
bandwidth), then it maps the virtual nodes onto the sub-
strate ones. In the second phase, in order to map each vir-
tual link, the algorithm finds the K shortest paths between
each couple of involved mapped virtual nodes (through K-
Shortest-Paths algorithm). Then it computes the combined
quality index of the links making up the paths that com-
ply with the requested bandwidth and QoS constraints of
the relative virtual link. The virtual link is then mapped
on the highest quality path. Differently, despite the fact
that we also consider VNRs with pinned nodes, we calcu-
late instead a resource delay-aware metric for both the re-
quest and substrate network and a proximity metric, which
properly combined to define a measure of similarity, allows
also to reduce the length of the physical paths. However, as
we showed in our previous work [5], this algorithm achieves
lower performance compared to our previous solution. For
this reason, we do not report again the results. We do not
compare explicitly the performance of our new solution with
our previous one, but employing the new solution allows to
improve even more the previous results on comparable sce-
narios (e.g., VNRs with no pinned nodes).

Beck and Linnhoff-Popien in [2] discuss the communica-
tion delay in the context of VNE. They introduce a delay
model based on queueing theory and consider latency con-
straints for every virtual link. They present optimization
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Figure 1: A VNR, the substrate network and a fea-
sible mapping of the VNR with the deriving up-
dated substrate network. Numbers inside rectan-
gles near the nodes (circles), those near the edges
(solid lines) and those inside green hexagons, repre-
sent the computational capacity, the link bandwidth
and the link latency, respectively. Dotted lines and
dashed lines show the node mapping and the conse-
quent link mapping, respectively.

objectives for delay-aware embedding algorithms and intro-
duce delay related evaluation metrics in order to evaluate
the effectiveness of delay-aware algorithms. However, they
do not devise their own algorithmic solution.

So far we have presented centralized solutions. Some ap-
proaches present distributed solutions. Shengquan et al. in
[22] present a heuristic distributed online algorithm that de-
composes the VN, and the resulting fragments are mapped
making use of agents that communicate between themselves
and with the central entity. Their goal is to reduce the
bandwidth cost while keeping the average path delay within
the constraint. The considered link delay varies proportion-
ally according to the bandwidth use. The non-latency-aware
algorithm used to compare their solution, reaches better re-
sults in terms of delay, even though both solutions meet the
delay constraint.

3. VNE: PROBLEM DESCRIPTION
3.1 Substrate Network

We model the substrate network as an undirected graph,
weighted on both nodes and edges, G° = (N°, E*,C*, B®,
L?), where N°? is the set of substrate nodes, E° is the set of
substrate links, C* is the set of available CPU capacity asso-
ciated with each node!, B® is the set of available bandwidth
associated with each link and L® is the set of the network
delay associated with each link. We denote the set of sub-
strate paths, without cycles, with PT*®. Figure 1 reports an
example of substrate network where the numbers inside the
rectangles denote the available node CPU capacities, those
near the edges the link available bandwidth, and the num-
bers inside green hexagons the link latency.

3.2 Virtual Network Request

We model a virtual network request as an undirected
graph, weighted on both nodes and edges, G = (N, E",

"We only consider the computational capacity as node re-
source metric. The algorithm can be extended in case of
multiple resources, e.g., memory, 1/O bandwidth

Table 1: Notations

Notations Meaning
G*° Substrate network
N* Set of substrate nodes
E* Set of substrate links
C? Set of available CPU capacities
B? Set of available bandwidth capacities
L? Set of latencies
PT® Set of substrate paths without cycles
G"Y Virtual network request
NY Set of virtual nodes
E” Set of virtual links
cv Set of CPU requests
B? Set of bandwidth requests
L’ Set of latency constraints
pr* Set of virtual pinned nodes
P? Set of requested physical pinned nodes
ta Arrival time of the VNR
tq Lifetime of the VNR

C?,B*,L", P*, P®), where N" is the set of virtual nodes, E*
is the set of virtual links, C" is the set of requested CPU ca-
pacity associated with each node, B" is the set of requested
bandwidth associated with each link, L is the set of the
network delay constraints associated to each link, P* C N*
is the optional set of virtual pinned nodes and P° C N°
is the optional set of requested physical pinned nodes to
embed the former ones. We will also use VNR(tq,tq) to
denote a VNR with arrival time ¢, and lifetime t4. Figure 1
shows a VNR made up of four nodes and four links with the
same notation of the substrate network about the requested
capacities and latencies. Notations are reported in Table 1.

3.3 Virtual Network Mapping

Virtual network mapping M : G¥ — G is the embedding
of a VNR, G?, in the physical network GG°. In particular, the
set of virtual nodes is embedded into a subset of substrate
nodes and the set of virtual links is embedded into a subset of
substrate links, namely a subset of the substrate paths PT%.
This procedure is made up of two phases: node mapping and
link mapping.

The node mapping phase provides a mapping function
from a virtual node to a substrate one, Myo4e : N — N2,
such that: Vn”, m* € N*

Mnode(n/u) = ns S NS7 (1)
subject to:

® Myode(n®) = Mpode(m”) if and only if m® = n";

e CV(n") < C°(Mnodge(n)).

Each virtual node is mapped into a distinct physical node
provided that the latter has at least the same quantity of
available resources. In Figure 1 the resulting node mapping
for the VNR is {a — 1,b — 3,¢ — 4,d — 6}, graphically
represented with dotted lines.

The link mapping provides a mapping function of a virtual
link to a substrate path, with no cycles, consisting of one or
more links, Minx, : EY — PT?, such that: Ve = (m"n") €



E'U
Miink(m*n") =
v

pts(Mnode(m )7Mnode(nv)) S PTS(Mnode(mv)7Mnode(nv))7

subject to:
e BY(e") < min B?®(e%);
e €pt® (Myjnk(eV))
o L7%(e") > L*(e®).

eSEpts (Myink(e?))

Each substrate link in the path must possess at least the
same quantity of resources of the virtual link. Further-
more, the overall latency of each physical path must comply
with the requested virtual link’s latency constraint. In Fig-
ure 1 the resulting link mapping for the VNR is {(ab) —
(12,23), (bc) — (34), (ed) — (45,56), (da) — (61)}, denoted
by dashed lines.

3.4 Objective

The goal of the InP is to maximize the revenue, while
optimizing resource utilization. The SP, instead, wants to
pay just for the agreed resource costs. Following previ-
ous approaches [23, 25, 9, 24, 13], we define the revenue
Rev(G?,tq, tq) for the InP for accepting a VNR with life-
time tq4, at time ¢, as:

Revo(GY,ta,ta) - ta, if accepted
0, otherwise

Rev(GY ta,tq) = {

where Revo(G?,tq,tq) represents the revenue per time unit
for VN R(ta,tq) that can be defined as:

Revo(GY tasta) = e »_ C°(n°)+a, »_ B(e"), (3)

nveNv eVEEv

where a. is the unit price for the computational resources
and ap is the unit price for the bandwidth resources.

Generally, as highlighted in other works [23, 9, 8], the
main objective for the InP is to maximize the long term
time-average revenue:

Foo . — Jim i Bev(G 10 1)
tot T— o0 T

; (4)

where N is the number of requests arrived within time T,
and Rev(G*® ¢, ty)) is the revenue gained from the i-th
VNR with arrival time tff) and lifetime tf;).

An additional important index, which has an impact on
the former one, is the blocking ratio, namely the blocking
probability:

NREJp VNR(j>4 t((lj)7 +&)
BR= lm ZSVT VN R(J EZ<(z') t“); :
i=1 a’yly

()

where N REJr is the total number of rejected VNRs within
time T and VNRY). (t7,17) is the j-th rejected VNR.
Furthermore, as suggested in [2], we make use of the av-
erage path delay of each accepted VNR as a key metric
whose meaning is how well a VNR performs after it has

been mapped into the physical network.

4. MARKOV CHAIN REWARDS BASED LA-
TENCY AWARE ALGORITHM

Similarly to previous approaches in the literature [8, 24,
13], our VNE algorithm (MCRM) comprises two distinct,
sequential stages. In the first stage, the virtual pinned nodes
are first assigned to the specified physical nodes; then, the
virtual unpinned nodes are mapped to physical nodes with
adequate resources. Then, in the second stage, links are
mapped to physical paths with sufficient link capacity.

The main idea behind our node mapping strategy revolves
around a novel notion of similarity between virtual and phys-
ical nodes. To this end, we define a set of metrics for each
physical and virtual node which captures the amount of
available (demanded) resources in the neighborhood of a
physical (virtual) node as well as their degree of proxim-
ity with respect to the other nodes. By properly defining a
notion of similarity between nodes we then simply map vir-
tual nodes to the most similar physical node in the substrate
network.

We define our metrics in subsection 4.1-4.2. We first
present the MCRR-LA (Markov Chain Reward Resources-
Latency Aware) metric. It is a latency aware metric based
on Markov Chains with rewards model [12], which captures
the amount of resources (computational capacity, network
bandwidth) available in a node and its surrounding area cou-
pled with the network latency between nodes. In subsection
4.2, we present the second type of metric, MCR-P (Markov
Chain Reward-Proximity). This metric represents how close
a node is with respect to a reference node. Then, in sub-
section 4.3, we define the node similarity metric. Finally, in
subsection 4.4 we present the node and link mapping algo-
rithms in detail.

4.1 MCRR-LA Metric

As observed in [13], a node ranking metric for the VNE
problem should account for both local and neighboring nodes
resources. Intuitively, the greater the amount of resources in
terms of computing and network capacity in a node neigh-
borhood, the more likely a virtual network can be embedded
in that portion of the physical network. Building on this
idea, in addition to computational and network resources
which has been previously considered in the literature, we
also consider the link latency in computing the resource
aware metric by introducing a damping factor proportional
to the link latency.

Following an approach similar to the one proposed by
Zhang et al. in [24]?, we define the amount of available
resources CBL(n) of a node n by the product of the avail-
able CPU resource and the sum of the bandwidth resources,
each multiplied by the normalized link latency as follows:

CBL(n) = C%(n)-
3 {BS((mm)) ' (mam,zat - LS((n,m)))} - ©

max_lat — min_lat
meN(n)

where N(n) is the set of neighbors of node n. In (6),
L?((n,m)) is the latency over the physical link between
nodes n and m, and [min_lat, maz_lat] is the range of la-
tency values in the network. The latency term in C'BL is

2The ranking metric can be similarly defined using alterna-
tive resource metrics, e.g., [13].



thus normalized in the interval [0, 1], with 1 corresponding
to links with minimum latency and 0 to links with maximum
latency.
The node resources are then normalized as follows:
CBL(n)
2 mens CBL(m)

We define the MCRR-LA ranking metric V4 (n) of node
n, recursively, as a weighted sum of the local resources and
the neighbouring nodes metric as follows

Res(m)
meN (n) ZhEN(n) Res(h)

Res(n) = (7

Vy(n) = (1 —y)Res(n) + v Vi (m),

(®)
with v € [0, 1) the relative weight of the neighbours metric.
In (8), each neighbour contributes to the sum in proportion
to its amount of resources with respect to the other adja-

Res(m)
cent nodes (represented by the factor S o) BesT) Res(h>). To

rewrite (8) in a compact form, let P a |[N| x |N| matrix
defined as follows:
Res(n’)

IP(TL, TL/) _ ZhEN(n) Res(h)
0 otherwise

if (n,n') € E°
(n,n’) € B

By construction, P is a stochastic matrix with all rows sum-
ming to 1. We can now conveniently rewrite (8) as:

Vy(n) = (1 =7)Res(n) +v- Y Pn,n)V4(n), (10)

n’eN
or in matrix form
V,=(1-v)Res+~yPV,, (11)

where Res = (Res(1), Res(2),. .., Res(|N|))T, and V., =
(V5 (1), V5(2),..., Vs (IN)T. V. can be calculated as the
unique solution of Eq.(11). Indeed, by observing that, since
P is stochastic, (I—~P), 0 < v < 1, is invertible, we readily
obtain

V, =(1-+P) " (1 —7)Res. (12)

The recursive equations (11) have an elegant physical in-
terpretation. Indeed, (11) can be regarded as the Bellman
equations [4] of the discounted cumulative reward, with dis-
count factor =y, of the Markov Chain with transition proba-
bility matrix P over the set of nodes N, and rewards vector
Rew = (Rew(l), Rew(2),...,Rew(|N|)), with Rew(n) =
(1 —y)Res(n), n € N. In other words, the ranking metric
of node n, V,(n) corresponds to the expected discounted ac-
cumulated reward of a Markov Chain with transition prob-
ability P, that is

k
uxn>—lyg;Ep[§:wfRew@uﬂ, (13)

=0

where ng, n1,n2, ..., denotes a sample path with initial state
no = n. This correspondence indicates that, for each node
n, the node ranking V, (n) is function of the amount of avail-
able resources and link latency in the neighborhood of n: the
greater the amount of resources and the lower the link la-
tency in a node neighborhood, the greater the value of V.
The discount factor « is a measure of the size of the neigh-
borhood taken into account to determine the node metric:
v = 0 only the local resources are taken into account, while

as « increases, larger and larger portion of the graph close
to a node is accounted for in the metric.

Finally, it is worth noting that while metric V,(n) has
been so far implicitly applied only to the substrate network
nodes, it can be applied to the virtual network nodes too. In
this latter case, though, instead of the amount of available
resources, V, (n) represents the amount of resources required
by a virtual node and its neighboring nodes. Hereafter, to
avoid confusion, we will distinguish the two cases with a
superscript: V*(n) will denote the MCRR-LA metric for
substrate node n € N° and V”(n) to denote the MCRR-LA
metric for virtual node n € N°.

4.2 MCR-P Metric: Node Proximity

The MCRR-LA metric well captures the availability of
computational resources as well as network bandwidth and
link delay in nodes neighborhoods but it is not well suited
to account for the presence of pinned nodes and the relative
distance to them. To this end, we find convenient, we dare
to say elegant, to complement MCRR-LA with additional
Markov Reward Model based metrics which explicitly ac-
count for the presence - and position - of pinned nodes as
well as for the number of links in the network paths to these
nodes.

More specifically, for each node m (we will need the metric
only for pinned and already placed nodes but for the sake of
definition let us consider all nodes), we define the proximity
metric Zp, ,(n), n € N, recursively as

Z,,Ly.y(n) = Rewm(n) + - Z ]Pu(n7 n/)ZnL,’y(n/)a (14)
n’eN

where the node n reward Rew,,(n) is defined as

1 ifn=m

Rewm(n) = {

0 otherwise’

and transition matrix P, defined as follows

1 . .
Po(n,m) = { degreetm) if (n,m) € E | (15)
0 otherwise
where degree(n) = |N(n)| is number of adjacent links of

node n. As before, we define this metric for both virtual
and physical nodes, in case, we will distinguish the two cases
with a proper superscript.

We can rewrite (14) in matrix form

Zm,'y = ReWm + 'VPuZm,'w (16)

Zm,~ can be calculated as the unique solution of (16). Again,
since Py, is stochastic, for 0 < v < 1, we readily obtain:

Zm = (I—7Pu) 'Rewm. (17)

Following the same arguments above, Z,, ,(n) corresponds
to the discounted accumulated reward of a Markov Chain
with transition probability P, and reward Rewm, that is,

k
§:¢1mim4, (18)

i=0

Zm,y(n) = kll)rglo Ep,

where ng, n1,na, ..., denotes a sample path with initial state
no = n and 1y is the indicator function. This definition
lends itself to a simple physical interpretation: Z,, (n) is
reward accumulated by a random walk with initial state n



and uniform transition probability out of each node and unit
reward associated to node m and zero reward elsewhere. By
construction, Z,, ~(n) thus captures the proximity of node n
to node m measured as the expected(discounted) number of
visits to node m in a random walk. Intuitively, this metric
captures the distance and the graph topology between the
two nodes.

4.3 Similarity Measure for Node Mapping

Given the metrics V3, Z3, ., and V5, Z3, ., for the virtual
and substrate networks, respectively, we can define the sim-
ilarity metric between a virtual and a physical node. First,
we normalize each metric:

~ \%
V,=—721— 19
T max(V,)’ (19)
Zp,

Ly = ——0
T max(Zm,4)

(20)
Then, given a set of virtual nodes R* C N, and the corre-
sponding set of physical nodes R® C N?° that is the set
of physical nodes where they have been mapped, R® =
{n € N°|3In’ € R’ : Mpoge(n”) = n°}, R° = Myoae(R")
for short, we define the similarity between a virtual node
n’ and a substrate node n® with respect the nodes RY,
R® = Mpoqe(R?) as:

D(n’,n°;R") =

wy, - (V7 [n"] = V3 [n°])*+
D Wz (ZnaIn®) = Zis ey A 0]

meRY
Vn" € N”,¥n® € N*,
where wv., , Wz, - - W2y |y AL HON negative weights

which sum to 1, wv, + > pv Wz, , = 1. In this paper,
for the sake of simplicity, we will assume the node proximity
MCR-P weights to be equal, that is, wz,, = II_RL,,T”, m € R".

By definition, intuitively, the smaller D(n",n®; R”), the
more similar n” and n® are in terms of relative amount of
resources and distance with respect to the nodes R" and
R® = Myoae(R"). For the sake of clarity, hereafter, we will
refer to the set R” and R® = Mpo4.(R”) as the reference
nodes as they represent the nodes with respect to the prox-
imity metrics are measured when computing the similarity
metric D.

4.4 Full Mapping Algorithm

In this section we describe the VNE mapping algorithm,
e.g., MCRM. Our VNE algorithm comprises two distinct,
sequential stages, namely, the node mapping stage and the
link mapping stage. When a VNR arrives, first of all virtual
pinned nodes are mapped to the specified substrate nodes
and then the remaining virtual unpinned nodes are mapped
to suitable physical nodes. Successively, in the link mapping
stage, virtual links are mapped to suitable substrate paths.
In the following subsections we will describe the algorithms
in details.

4.4.1 Node Mapping

Our node mapping algorithm is based on the premise that
for each virtual node n”, the best candidate for node place-
ment is the most similar physical node, that is, the physical

Algorithm 1 NodeM apping
Input : VNR GY(NY,EY,C%,B"Y,L", P", P%), Substrate net

G*(Ns,E%,C*,B%, L®), weight of Vf/s metrics wy, ;
Output: Mapping of nodes My ode;

: Mpuode < 0; RV < 0; R® < 0; counter < 0;
: nodes_mapping_success < false;
# physical node with max metric value
sub-maz_V _node < 0;
# virtual node with max metric value
vnr_max_V _node <+ 0;
V) < compute_metric.V(G");
V) + compute_metric.V(G*);
: # if there are > 0 pinned nodes
: if |[P?| > 0 then
for i + 1,|P?| do
if C?(Pv[i]) < C*(P?[i]) then
# map i-th virtual pinned node
Mnode(PU [Z]) = p? ['L]v
counter = counter + 1;
RY < RV U PV[i]; R® + R® U P#[i];

I e S S
COTDU R W~ OOX TP U W =

else
break;
end if
20: end for
21: end if

22: # if there are 0 pinned nodes
23: if |PY| =0 then

24: Ve — sort(Vy); # accord. to MCRR-LA

ysort
25: Visort + sort(Vy); #
26: vnr-maz_V _node < find-maz_node(N",VJ,.,);
27: for all nodes n® ordered according V5., do
28: if CY(vnromaz_V _node) < C*(n®) then
29: # map vnr_maz_V _node to n®
30: My ode(vnr-maz_V _node) = n®;
31: counter = counter + 1;
32: # add nodes to reference nodes vectors
33: PV + P? Uwvnr_-maz_-V _node;
34: Ps + PsUnS;
35: RY « PY; RS « Ps,
36: break;
37: end if
38: end for
39: end if

40: # if all pinned nodes successfully mapped
41: if counter == |P?| then

42: VY « normalize(Vy);

43: Vj + normalize(V);

44: num_pinned_nodes < |P"|;
45: ref_node_index < 1;

node n**(n") £ arg min, s ;s D(n”,n°; R”) where U® de-
notes the set of not yet assigned physical nodes.

The algorithm works as follows. First, we map the pinned
nodes to the specified physical nodes and initialize the two
sets of reference nodes to the pinned nodes, that is, R* = P*
and R® = Mpode(P?). Then, we proceed iteratively by map-
ping the unpinned virtual nodes till all nodes are mapped.
At the i-th iteration: 1) we determine the unpinned virtual
node n”(7) which has the smallest similarity metric with re-
spect to its best candidate physical node, that is, n”(i) =
arg min v o D(Na, n°"(ny); RY) = argmin, v ¢pyo Mingseys
D(n”,n®; R¥), where U"” denotes the set of not yet mapped
virtual nodes; 2) we map the just selected virtual node n" (7)
to to its best candidate physical node n°*(n”(4)), that is,



Algorithm 1 NodeMapping (Part 2)

46: # for the remaining virtual nodes to map
47: for z «+ 1, (|[NY| — num_pinned-nodes) do
48: Wz, 4 — (1 —wy, )/|R];
49: for i < ref_node_index,|R"| do
50: # metric vect. Z for reference node in pos. ¢
51: Z iy < compute_metric-Z(G?, RV[i]);
52: end for
53: for i < ref_node_index,|R*| do
54.: # metric vect. Z for reference node in pos.
55: Zts [y < compute_metric_Z(G*, R*[i]);
56: end for
57: for i + ref_node_indez,|R"| do
58: # normalize metric vector Z7, (i
i Nt
59: Lo i~y < normalize(Z%, [i]w);
60: end for
61: for i < ref_node_index,|R*| do
62: # normalize metric vector le?s[i]
i 23 [4],y
63: le%s[i]ﬁ <~ normalize(ZEs[i]ﬂ);
64: end for
65: # Compute the similarity measure matrix
66: compute D;
67: # Sort each row in ascending order
68: Dsort = sort(D);
69: min < MAX_BIG.VALUE;
70: virt_node < 0; phys_node < 0;
71: # Find pair (n¥,n®) with min D
72: for all nodes n¥ in seq. order ¢ R¥ do
73: for all unused nodes n® ¢ R® in the order of
Dso’rt(nv7 5 Rv) do
74: if C?(n") < C*(n®) then
75: if D(n?,n®; RY) < min then
76: min < D(n¥,n%; RY);
77 virt_node < n?; phys_node < n®;
78: break;
79: end if
80: end if
81: end for
82: end for
83: # If a pair was found
84: if min # MAX_BIG_.VALUE then
85: # map virt_node to phys_node
86: My ode (virt-node) = phys_node;
87: counter = counter + 1;
88: # virt./phys. nodes become fixed nodes
89: RY + RY Uwirt-node; R® +— R® U phys_node;
90: ref_node_index + |R%|;
91: else
92: break;
93: end if
94: end for
95: end if

96: # if all the virtual nodes are successfully mapped
97: if counter == |N”| then

98: nodes_mapping_success < true;

99: update the CPU capacities C*%;

100: else

101: mark the VNR as rejected;

102: end if

Miode(n” (i) = n®*(n?(4)); 3) we add n" (i) to the set of ref-
erence nodes R” and correspondingly, we add Mpode(n” (7))
to R° = Mpoae(R”), that is, R” = R” Un"(i) and R° =
R® U Myode(n®(3)).

The basic idea is that each time we map a virtual node, we
add that virtual node (and the physical node to which it has

been mapped) to the set of nodes with respect to we measure
the proximity metric. Intuitively, as unpinned virtual nodes
are mapped to physical nodes, we consider them as pinned
nodes for the rest of the mapping phase®.

A special case arises when there are no pinned nodes.
In this case, in the first algorithm iteration we just com-
pute the MCRR-LA metric V4 and, in a greedy way, we
map the virtual node with largest MCRR~LA metric n*** =
arg max V)’ (n") to the physical node with the largest MCRR-
LA metric n*** = argmaxV;(n"). The intuition is that,
since there is no pinned node, we can freely decide in which
area of the physical network we place the virtual network.
In this scenario, a good solution is to place the virtual net-
work where there are more available resources in the physical
network, which is indeed captured by the MCRR-LA met-
ric. Once the first node is mapped, we proceed to map the
other unpinned nodes following the same iterative approach
described above.

The node mapping is presented in Algorithm 1. We first
compute resource latency-aware metric vectors (lines 7-8).
If the VNR has one or more pinned node, the algorithm
maps them to the requested physical pinned nodes and it
adds them to the set of reference nodes, provided that sub-
strate nodes have sufficient computing capacity to host them
(lines 10-21), otherwise the entire mapping for this VNR will
fail. If the VNR contains no pinned nodes, the algorithm
sorts both virtual and physical nodes in non increasing or-
der according to MCRR-LA metric and following the order
determined by the metric, the virtual node with the largest
metric value is mapped onto the first physical node which
has adequate resources to host it (lines 23-39). If all the
pinned nodes were successfully embedded, the MCRR-LA
metric is normalized (lines 42-43) and the procedure con-
tinues with the iterative unpinned nodes mapping. Weights
Wz, ., m € RY, are recomputed to reflect the increased
number of reference nodes (line 48). Then, the MCR-P met-
rics are computed and normalized (lines 49-64).

The similarity metrics D(n”,n®; R”) are then computed
(line 66), and then sorted in ascending order (line 68) to
speed up the following greedy mapping policy. The algo-
rithm determines the most similar unpinned virtual node-
physical node pair, that is the pair with the smallest similar-
ity metric D(n”,n°; R”) (lines 69-82), with the proviso that
the candidate physical node must have enough resources to
host the unpinned virtual node. If a suitable node pair was
found, the node mapping is then carried out (lines 84-93)
and the sets of reference nodes updated, otherwise the en-
tire procedure fails. At the end of the iterative mapping
procedure, if all nodes are successfully mapped, the VNR
is accepted and the resources are allocated; otherwise the
VNR is rejected (lines 97-102).

4.4.2 Link Mapping

In the second phase (Algorithm 2), the MCRM algorithm
computes the shortest path (Dijkstra algorithm), in terms of
latency, between each pair of substrate nodes. For the sake
of efficiency, the substrate links without enough bandwidth
are cut before executing the calculation of the shortest paths
(lines 6-10). If it is impossible to find a path between two

3In an earlier version of the algorithm we just set R” = P
throughout the entire node mapping phase. The resulting
algorithm performance resulted always inferior to the ver-
sion here presented.



physical nodes, meeting both bandwidth and latency con-
straints demanded by the currently processed virtual link,
the heuristic is unable to determine a suitable assignment
and the VNR is refused (lines 14-22).

Remark The second stage simply determines the shortest
path among nodes, thus selecting the minimum latency path
among them, irrespectively of the number of hops among
nodes. In order to minimize resource consumption, the algo-
rithm should also minimize the number of hops. We achieve
this goal implicitly by using the proximity metrics MCR-P
which basically rely on distance in terms of links. Indeed,
properly assigning balanced weights to the resource latency-
aware metric MCRR-LA and the proximity metrics MCR-P,
making use of the similarity measure in the first stage, we
determine as best candidates for node mapping not only
the nodes with more resources in their vicinity, but also the
nodes which are closer in terms of network hops.

Algorithm 2 LinksMapping

Input : VNR GY(N®,EY,C”,B",L"), Substrate net
G*(N°,E®,C?, B°, L"), mapping of nodes M, qe;

Output: Mapping of links Mj;yk;

: Miink < 0;
: links_mapping_success < true;
: for all virtual links e” = (m*n") € E* do
Glione < G°; # clone the substrate network
# pre-cut links in G3;,,,. without enough bandwidth
for all physical links e® € EZ;,,. do
if B°(e’) < BY(e”) then
cut link €® = (m°n®) € Edone;
end if
end for
compute a shortest path pt®(Mpode(M”), Mpode(n®))
between the two nodes Mpodae(m®) and
Mpode(n®) in Gjone, in terms of latency;
12: # if a shortest path, in terms of latency, was found
13: # and it meets the requested latency constraint
14: if |pt® (Mpode(m®), Myode(n?))| # 0 and
pt° (Mnode(m”), Mpoge(n’)).tot_lat < L”(e”) then
15: # mapping
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16: Mlink(mvnu) — ptS(Mnode(mv)yMnode(nv));

17: update the bandwidth B? of involved links in G*;
18: else

19: links_mapping_success < false;

20: mark the VNR as rejected;

21: break;

22: end if

23: end for

24: if links_mapping_success = false then
25: undo the CPU and bandwidth updates to G*;
26: end if

4.4.3 Computational Complexity

The node mapping phase cost is dominated by the cost of
the inversion of the matrix (I — P) for the computation of
the metric vector V3 which is O(|N®|?) (observe that since
P, does not change over time, (I — vPy)~" can be pre-
computed once for all greatly reducing the cost of computing
the metric Z3, ). The link mapping requires for each virtual

Figure 2: ANSNET network [15].

link the execution of the shortest-path algorithm between
the two end-points with a cost O(|E||N*|?) (or O(|N*|?) if
using the Floyd-Warshall algorithm to compute the all pairs
shortest path). The overall cost is thus O(|N*|?).

S. EXPERIMENTAL EVALUATION

We have extensively evaluated the performance of the
MCRM algorithm through numerical evaluation. In this
section, we report the results based on a realistic topology,
the ANSNET topology (the Internet backbone built to re-
place the previous NSFNET backs in the early '90s which
well captures the continental US geography and population
distribution) which comprises a 32 node substrate network
with 58 links, slightly modified as in [24], see Figure 2. We
adopted the ANSNET topology to use a realistic topology
rather a synthetic one, and for consistency with prior works
on coordinated algorithms, including our previous papers on
the subject [24, 6, 5].

We assume that the VNR arrival process obeys to a Pois-
son process with rate A = 5. VNR lifetime is exponentially
distributed with average lifetime Ty nyr equal to 8, 12 and
16 time units, corresponding to a low, medium and high
load scenario. Every VNR is a random graph with a num-
ber of nodes uniformly distributed in {4,...,10} with link

connectivity rate equal to lm‘vl\iul“) to ensure that each node

has O(In|N"|) incident edges. We assume a VNR has either
no pinned nodes (the VNR can be mapped anywhere in the
substrate network) or two pinned nodes (which simulate the
presence of two specific nodes to be included in the topol-
ogy). The pinned nodes are chosen at random and assigned
to two random nodes in the network which satisfy the de-
lay constraints. The VNR CPU, bandwidth requirements
are randomly drawn node per node and link by link in the
sets {4,...,8} and {2,...,5}, respectively. The substrate
network physical resources in terms of CPU and bandwidth
are normalized and all equal to the nominal value of 100.
The substrate network links latency is proportional to the
geographical distance between nodes. The basic VNR la-
tency requirements over the links are randomly generated in
the interval between the average and the maximum latency
value of the substrate network links times a multiplicative
factor 6. For the following results, every simulation experi-
ment was 5000 time units long and was repeated 10 times.
For the sake of clarity, in the figures we do not report the
confidence intervals which were in general rather small (the
width of the 95% confidence intervals of the different perfor-




mance indexes was always smaller than the 8% of the sample
mean).

In the experiments, we compare different performance in-
dexes, namely, the VNR blocking probability, the InP rev-
enue, the average path delay between embedded VN nodes,
along with the nodes and link utilization distribution for
different traffic loads, topology characteristics and delay re-
quirements as well as different algorithm parameters set-
tings. In particular, we study the behavior of the algorithm
as function of the similarity measure MCRR-LA weight wy,,

(remember that we assume that all node proximity MCR-
1_wV’Y

R'U )
m € RY). For the discount factor v, after an extensi\‘/e Il)a-
rameter tuning, we set it to y =1 — -—L— ~ 0.83, where
diameter = 6 is the diameter of the considered ANSNET
network. Intuitively, by regarding the discount factor v as
the step by step probability of continuing a random walk,
we have that for vy =1 — m, the average random walk
length is exactly the substrate network diameter. In our
experience, we always achieved the best algorithm perfor-
mance for this value of ~.

Mapping Algorithm Running Time. We implemented
the simulator and the MCRM algorithm in Java. For the
experiments reported in this section, the average mapping
algorithm execution time was 12.2ms on a 2.60 GHz Intel
Core i7-4720HQ CPU platform with 16.0 GB of RAM.
Performance Indexes. In Figures 3-6, we plot the block-
ing probability, the revenue and the average path delay of
our algorithm under different requests loads, varying the
weight wy,, assigned to the MCRR-LA metric, for a number
of pinned nodes equal to 0 and 2 and a delay requirement
multiplicative factor § equal to 1.5 and 3 (we remember that
each VNR link latency requirement is randomly drawn in
the interval [§ - average_lat, § - maz_lat], where average_lat
and maz_lat are the average and maximum substrate net-
work link latency, respectively). § = 1.5 and § = 3, thus
correspond to tight, respectively, loose, delay bounds.

First of all, let us observe that the algorithm shows good
general performance. As expected, the revenue but also the
blocking probability increases at higher load and the block-
ing probability is significantly higher for stricter delay bound
(6 = 1.5) and when the VNRs have pinned nodes compared
to the unpinned case. It is also important to note that the
average VNR path delays only slightly increases with load.
This shows that the MCRM algorithm offers consistent path
delays behavior over a wide range of system utilization.

We now compare the behavior of the algorithm in the no
pinned and pinned nodes case. In case of no pinned nodes, it
is worth to remember that the algorithm uses the MCRR-LA
ranking to locate where to place the first node (lines 23-39)
which then constrains the placement of all the other nodes in
the surrounding area. In this case, the performance of the
algorithm basically depends on the ability of the MCRR-
LA metric to locate resource rich/low latency areas where
to place the first node (which constraints in that area the
placement of the other VNR nodes). In this case, the impact
of the similarity metric here plays a lesser role and indeed
the algorithm performance is not significantly affected by
the value of wy,, .

The algorithm behavior changes in case of VNRs with pinned
nodes. As previously observed, performance is generally
worse than in the unpinned node case; this is not unex-
pected since the presence of pinned nodes constrains the

P weights have the same value, that is wz,,

node placements. More interestingly, here the performance
is noticeably affected by the similarity measures weights:
when the delay constraints are tight (6 = 1.5), the algo-
rithm works best with wy, = 0 while the opposite is true
when delay constraints are less stringent (6 = 3). This can
be explained by observing that for VNRs with stringent path
delays, the proximity metric MCR-P well captures the prox-
imity/distance requirements from the pinned nodes during
the placement process than the resource latency aware re-
source metric MCRR-LA which accounts for the computa-
tional and the network bandwidth resources but no so well
the relative node distances. Instead, when VNR link de-
lay is less stringent, we expect the reverse to be true since
now node placement should be dictated by availability of
resources rather than relative node distances.

Average Resources Utilization. In Figures 7-10, we
plot the distribution of the average utilization of substrate
nodes and links by our algorithm under high requests load as
function of the weight wy:, for tight (6 = 1.5) and loose (6 =
3) delay requirements and no pinned and pinned nodes. The
boxplots indicate the 25th, the 50th and the 75th percentile,
along with the minimum and maximum value.

As expected, nodes and links utilization reflect the algo-
rithm performance: utilization is higher when the blocking
probability is lower, e.g., at high load, when VNRs have
loose delay requirements and no pinned nodes the algorithm
yields a blocking probability of =~ 12% which is reflected in
average utilization of ~ 90%, while higher blocking proba-
bilities result in lower overall utilization. The same holds
also for link utilization.

It is important to observe that node utilization is also
quite uniform across the entire network. As observed in all
our experiments, the latter property, in particular, is the key
factor in reducing the blocking probability. Not surprisingly,
the utilization variability increases for tighter delay bound
and the presence of pinned nodes, as these reduce the algo-
rithm degree of freedom in allocating resource which indeed
is reflected in worse performance.

Link utilization exhibits a somewhat different behavior
since we experience a larger spread with few underutilized
links. This can be explained observing that because the link
mapping is based on the Dijkstra shortest path algorithm,
some redundant links of the ANSNET are unlikely to be
used. In this case, we believe a different strategy could result
into better balanced link utilization and will be subject of
our future work.

6. CONCLUSIONS

In this paper we have studied the Virtual Network Em-
bedding problem. Differently from most approaches in the
literature, which only consider node computational capacity
and link bandwidth requirements, we have considered an ex-
tended version of the VNE problem which also accounts for
delay requirements over the virtual links as well as the pos-
sibility of pinned nodes, that is, virtual nodes which must
be assigned to specific physical nodes.

To this end, building on Markov Reward Theory, we have
presented Markov Chain Reward Metrics (MCRM), a new
algorithm for the VNE problem. MCRM consists of two
steps: in the first step, MCRM maps the virtual nodes to
the physical nodes using the notion of similarity between
virtual and physical nodes; then, MCRM carries out the link
mapping utilizing Dijkstra shortest path algorithm. The
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Figure 6: Performance under different loads: 2 pinned nodes, loose delay bound (§ = 3).

key idea behind MCRM revolves around the definition of
node metrics as the accumulated reward of suitable Markov
Chains. In particular, for the VNE problem we have defined
the following two key metrics: 1) MCRR-LA, the available

embedding potential (requested amount of resources) of each
substrate (virtual) node, that is aggregate resources/links
delay in their respective neighborhood; and, 2) MCR-P, the
level of proximity of nodes with respect to each other.
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We have extensively evaluated MCRM and studied the im-
pact of the different algorithm parameters on performance.
Our experimental results indicate that our algorithm shows
overall good performance in terms of low blocking probabil-
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(b) Links Utilization

nodes, loose delay bound (4 = 3).

ity, high revenues and balanced resources utilization.

As future work, we plan to improve the algorithm gener-
alizing the notion of metrics to other performance charac-
teristics, e.g., network resiliency, and to provide an imple-



mentation on a suitable platform.
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ABSTRACT

In this work we model and provide the means to extend the
lifetime of a barrier coverage sensor network deployed for
target detection. We consider a scenario where sensors are
randomly dropped on a bidimensional field in order to detect
target traversals which occur in a stochastic way within a
critical mission time. Once a target enters a sensor’s detec-
tion area, the sensor transmits such information to a cluster
head, in charge of receiving and retransmitting the messages
received from the sensors deployed on the field. The contri-
bution of this work is fourfold. We first identify the sensing
nodes whose behavior is key to model the duration of sens-
ing operations, assuming prior arrival and mobility models
for target traversals. We then proceed, providing a heuris-
tic estimation of the traffic received by the cluster head to
quantify its energy requirements, resorting to specific life-
time definitions. We also evaluate the relationship between
our probabilistic and heuristic models and the time until
the barrier remains capable of detecting and reporting the
traversal of any target to a sink, as obtained by simulation.
Finally, we show how the lifetime of such network may be
shaped, with the use of a sequential activation mechanism,
for example to combat the traversals of adversaries exploit-
ing the lifetime models obtained in this work.

Keywords

Surveillance sensor network; lifetime definition; stochastic
analysis; lifetime extension; adversary detection.

1. INTRODUCTION

It is difficult to delimit the fields of application of sen-
sor networks, as they have reached any type of context and
site (e.g., body, underwater, vehicular, Internet of Things,
etc.) [1,5,16,17]. Among the many challenges these networks
pose, finding ways of characterizing and increasing their life-
time amounts to one of the main ones [2]: as nodes deplete
their energy and shutdown, the sensing power of a network
degrades, until no longer capable of fulfilling its scope.

Lifetime analysis is challenging, as no unique and widely
accepted definition exists which well adapts to all possible
application scenarios. In a context where the monitored
variable is the surface temperature of a field, for example, an
acceptable metric may amount to the lifetime of the longest
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lasting sensor, when all deployed sensors are expected to
provide sample values which are very close to each other,
no matter where positioned. In a barrier coverage situa-
tion, instead, the time of death of the last sensor covering
a given traversal trajectory may coincide with the lifetime
of the network, as beyond such time the network may no
longer be capable of guaranteeing the detection of all possi-
ble crossings of the area of interest. In this work we adopt
a perspective which is close to this second example, as we
study the key variables which influence most the efficacy
and duration of a surveillance system composed by a num-
ber of sensors randomly dropped to monitor the traversal of
a given bidimensional area.

In particular, the surveillance system amounts to a clus-
tered sensor network whose scope is to detect and report
specific type of events: the breach of targets across an area
of interest (e.g., herds of animals crossing a canyon, sol-
diers moving through a minecamp, etc.). As a target enters,
moves across the area and reaches its exit, it enters the sens-
ing region of different sensors. All those sensors that detect
the presence of the target transmit a message to a cluster
head, in charge of receiving and retransmitting the messages
received by all sensors to a sink. In such scenario, our aim is
to individuate and model the nodes whose lifetime matches
the lifetime of the surveillance system, as determined by the
following definition [10,11]: the lifetime of a surveillance
system is assumed to be represented by the lifetime(s) of its
most critical traversal path(s), the path(s) that first will be
available to a target for an undetected traversal.

To proceed with such analysis, we assume a sufficient
number of nodes are initially deployed to guarantee the de-
tection of a target at any inner point within the area of
interest. In addition, we assume the availability of prior:
(a) target arrival and mobility models and, (b) an energy
consumption model per target detection and message trans-
mission/reception. We then probabilistically model and an-
alyze two classes of key sensing nodes: (a) the node(s) which
exhibit the highest probability of dying first, and, (b) a spe-
cific subset (which will become clear in Section 4) of the
node(s), located on the path(s) which traverse the node(s)
determined at the previous point, with the highest proba-
bility of dying last. Resorting to such models, we provide
an approximation of the probabilistic distribution function
of the lifetime of a surveillance system. Such results are
also utilized to heuristically estimate the amount of energy
required by the cluster head, in order to guarantee the for-
warding of any messages received during the active phase
of the surveillance system. Finally, after corroborating the



values obtained from our models with those returned by sim-
ulations, we propose a simple approach that may be put to
good use to shape the network lifetime through a sequen-
tial and disjoint activation of nodes, in order to combat any
unwanted breach across those paths that first will result un-
monitored as a consequence of battery depletion.

The remainder of this paper is structured as follows. Sec-
tion 2 provides an overview of the state-of-the-art, from a
point of view of the stochastic analysis of sensor network
lifetime. In Section 3 we delineate the system scenario of
interest, whereas in Section 4 we provide our models. An
evaluation of our model is provided in Section 7, whereas
Section 8 concludes this work.

2. RELATED WORK

Studies evaluating the lifetime model of wireless sensor
networks may be found in a plethora of scientific contribu-
tions [6, 13,14, 19,24, 26]. However, only a few have ana-
lyzed the node and network lifetimes in a pure probabilistic
way [4,7,18,23]. We here first provide an overview of of such
works, then moving on to describe the approaches, which
fall close to ours, which implement mechanisms to extend a
barrier coverage network’s lifetime.

[18] analyzes randomly deployed clustered networks, where:
(a) an approximation for the complementary cumulative dis-
tribution function of cluster lifetime is found, (b) different
sensing modes are considered, (c) network lifetime depends
on the random location of sensors, the amount of energy re-
quired to transmit a data packet at different distances, the
events’ appearance time and location, and, (d) the network
is assumed active as long as 8 out of N sensors are still
alive [19]. Also [23] proposes an analysis providing: (a) a
Markovian framework to characterize the energy consump-
tion distribution during a given period of time, where energy
consumption converges to a Normal distribution if the ob-
servation time is long, and, (b) node and network lifetime
distributions. The contribution presented in [7] assumes an
event may not always be detected by a sensor network, mod-
eling the probability of detecting an event adopting an expo-
nential negative decay law dependent on the distance from
the interested node. A node is represented as an entity which
can transmit a maximum number of packets, not consider-
ing the fact that energy resources are spent also while in idle
mode. The main differences between our work and [7,18,23]
are: (a) we introduce two new lifetime definitions, derived
from the specific scenario of interest, (b) events are not mod-
eled as instantaneous and punctiform, but characterized by
the path traversing the monitored area, and, (¢) when a
target traverses the monitored area, all sensors whose sens-
ing range cover the path are involved in the detection and
reporting of the event.

The authors of [8] introduce the concept of local barrier
coverage which is there put to good use to guarantee the
detection of all movements whose trajectory is confined to a
slice of the belt region of deployment. To demonstrate that
local barrier coverage can be used to design localized algo-
rithms, the authors develop a sleep-wakeup algorithm for
maximizing the network lifetime, called Localized Barrier
Coverage Protocol. In [15] the authors provide an optimal
centralized solution to the sleep-wake-up schedule problem
for the case when wireless sensor nodes are deployed to form
an impenetrable barrier for detecting movements. More re-
cently, [21] develop a distributed algorithm to divide a field

of sensors monitoring an area into shifts in both horizontal
and vertical directions. Each shift can ensure sensing one
line of the monitored area such that no intruders can cross
the line without being detected, while at the same time, the
sensors in one shift have minimum sensing overlap to con-
serve the energy. At any time, k shifts of sensors are on in
both directions. Compared to these works, our contribution
differs as the proposed scheduling mechanism: (a) leverages
on prior target arrival and mobility models, (b) provides a
simple way to estimate the duration of detection operations
based on such information, and, (c) may be exploited as a
tool that may be put to good use to combat undetected ad-
versary breaches, rather than as a scheme whose only scope
is to maximize the barrier’s lifetime.

Finally, a number of works have also concentrated on the
definition and analysis of path finding algorithms (e.g., min-
imal exposure path), under different assumptions of prior
information regarding the sensing field [22,27]. Adopting
the perspective of the sensor network designer, the authors
of [20] instead proposed a mixture deployment of mobile and
static sensors to dynamically change the topology and mini-
mum exposure path of the whole network, in order to combat
any intruder. Our work differs from all of these approaches,
as it distinctively concentrates on a situation where traver-
sals may occur from legitimate and non-legitimate actors,
with the latter taking advantage of available information re-
garding the former. In addition, we here do not provide a
strategy, but a tool (i.e., shaping the lifetime of nodes within
the network) that may be put to good use to implement a
desired strategy.

3. SYSTEM MODEL

We consider a bidimensional field A of arbitrary shape,
where N sensors are randomly dropped to monitor the traver-
sals of targets which may appear at random times. The N
dropped nodes are supposed to be sufficient to cover every
single point in A and to report the detection of a target to
a fixed cluster head. The cluster head is also equipped with
a limited amount of energy, which may be more than the
one provided to single sensors. The following summarizes
the system assumptions made to formulate our analysis.

A sensor node, in general, consumes energy for sensing,
receiving, transmitting, data processing, sleeping and also
during the idle mode when no data sensing, processing or
exchange happens. Such model is here simplified, consider-
ing the following modes of operation as the ones necessary
to determine the lifetime of a node for the scenario of in-
terest: sensing, transmitting and idle. The idle state does
not correspond to the sleep one, as a sensing node is capa-
ble of detecting an event during idle mode. We also assume
that the energy consumed while active, monitoring for the
occurrence of events, is much lower than the energy spent
during sensing and transmitting phases. A similar model is
also adopted for the cluster head, with the difference that
the cluster head is solely devoted to receive and retransmit
messages to a sink node. Hence, during reception and trans-
missions, we assume the cluster head consumes an amount
of energy which is much higher than the amount of energy
spent during idle mode, when scanning the channel for the
reception of any transmission. Now, instead of energy, we
will directly deal with the corresponding lifetime quantities.
Instead of considering the total energy of a given node i, we
will refer to its maximum lifetime, l;nq2,i, here defined as the



lifetime of node ¢ while permanently staying in idle mode.
For what concerns detection and transmission phases (or re-
ceival and retransmission at the cluster head), we assume i
consumes a constant amount of lifetime equal to len,;. As
in previous works, events are assumed arriving to the mon-
itored area according to a Poisson process. The Poisson
distribution has been widely used in the literature to model
events whose time/place of occurrence are random and in-
dependent from each other [3]. Unlike previous approaches,
events do not popup at given points in space, but are de-
tected by sensors as targets move along random trajectories
within the area under observation. The shape of the mon-
itored area may be random, depending on the application
needs and on how the sensors spread when dropped. Our
assumption is that it may always be possible to individuate
an entry and an exit to the area. Different approaches may,
then, be utilized to represent mobility within the area. A
successful approach, adopted in literature, amounts to n-
th order Markov Chains, M C(n), where the probability of
reaching a given state depends upon the n previously visited
ones [12].

As anticipated, we consider a scenario where a sensor net-
work organizes itself into clusters. With the adoption of a
clustering scheme, nodes self-organize themselves into hier-
archical layers. We assume three layers: (a) a bottom layer
composed of sensing nodes in charge of detecting targets en-
tering their sensing region and transmitting such informa-
tion to the cluster head, (b) an intermediate one, made of a
cluster head which receives and retransmits messages and,
(c) a top one where a sink node collects all the information
received by the cluster head. Assuming such type of orga-
nization, a time division multiple access (TDMA) scheme
may be employed at the MAC layer, where the cluster head
takes care of coordinating the time scheduling among the
nodes. TDMA well fits our scenario of interest, as it is a
common choice, at the MAC layer, for clustered WSNs [25].
Finally, such assumption also ensures the avoidance of col-
lisions, allowing the modeling of intra-cluster transmissions
as ideal.

4. LIFETIME MODEL

As anticipated, we consider two classes of sensing nodes
to compute the lifetime of the surveillance system. The first
class is very simple to identify: these are the node(s) that
die first (exhaust their energy first) [9]. The second class,
instead, is individuated as the subset of the node(s), which
lying along the paths that contain the node(s) which are
expected to die first, will die last [10]. Which subset we are
referring to will become clear by the end of this Section.

Before proceeding, however, let us remind that in this pa-
per we assume a generic sensing node ¢ is equipped with an
initial lifetime lmmqq,i, the time node ¢ would live in case it
was always idle. A sensing node 7 which, hence, utilizes
part of its energy resources to detect targets and trans-
mit messages, lives for an interval of time which is lower
than lmae,i. Lifetime I; may hence be written as: I; =
lmaz,i — lEH,i, where lpg,; amounts to the lifetime reserved
and available for sensing and message transmission activi-
ties. We also assume all sensing nodes in the network are
equipped with the same amount of energy at the beginning
and that the amount of energy spent in correspondence of a
sensing/message transmission activity is constant and equal
for all nodes.

Now, the lifetime of a sensing node depends on how often
it is involved in sensing/message transmission operations,
i.e., on its probability of activation. The probability of acti-
vation, in turn, depends on the position of the sensing node
within A and on the mobility model of targets. This means
that depending on its position, but also on its sensing reach,
a sensing node may be more often, or less, activated.

The individuation of the node that will die first, among
all sensing nodes, can be performed individuating the po-
sition(s) with the highest activation probability, i.e., the
highest probability of detecting a target: in fact, the sen-
sors located in such position(s) will most probably exhaust
their energy before any other.

The position(s) of the node(s) that will die first can also
be put to good use to determine the sensor network lifetime
according to the second approach of interest. In fact, with
the individuation of the node(s) that will, with the highest
chance, exhaust their energy first, it is also possible to in-
dividuate the path(s) that will, most probably, exhaust the
energy of the monitoring sensors first, and their lifetime, as
follows. Say, for example, only one position with the maxi-
mum activation probability value may be found in a specific
area A. Denote such point as (zar,yam ), with a correspond-
ing activation probability equal to p(x s, yar). Next, among
all possible paths that traverse (zar,ynm), individuate the
path(s) characterized by the highest probability to be used
to traverse the critical area (for simplicity, from now on we
assume only one of such paths exist and indicate it as T').
Such condition implies T is the path with the highest prob-
ability of exhausting its energy resources first, becoming vi-
able for a target seeking an undetected traversal. Please
note that the lifetime of T, and hence of the sensor network,
may be analyzed modeling the behavior of the node exhibit-
ing the lowest probability of activation: the lifetime of such
node(s) amounts to the second lifetime metric considered in
this work (the lifetime computation, according to this pro-
cedure, is presented in Algorithm 1). Clearly, resorting to
such probability metrics concerning the critical path one can
establish several other heuristics which may result useful to
compute stochastic bounds of the variable of interest.

To visualize how the location of the two nodes of inter-
est may be individuated, consider Figure 1. In particular,
Figure 1b represents the activation probability values of a 1
x 1 square, where targets can enter from any point on the
y = 0 segment, traverse the area walking along a straight
line, exiting from any point on the y = 1 segment. Accord-
ing to Figure 1b, the node that is expected to die first, i.e.,
the one with the highest probability of activation, falls ex-
actly at the center of the area. Now, the position of the
second node of interest can be found as follows: of all paths
which start at some point on the y = 0 segment and end on
the y = 1 one, take the one exhibiting the maximum value
of all the minimum activation probabilities. Following such
rule, we find such path as the one crossing the area along
the x = 0.5 segment (the activation probabilities along the
z = 0.5 segment are plotted in Figure 1a). Finally, refer-
ring again to Figure 1b, we conclude saying that the first
lifetime of interest may be computed modeling the behav-
ior of a node located in (0.5, 0.5) (the location with highest
activation probability), whereas second lifetime metric can
be obtained analyzing the node(s) located in (0.5,0) and
(0.5,1). In fact, when the sensor(s) located in (0.5,0) and
(0.5,1) exhaust their energy, it is probabilistically plausible



Data: Arrival and mobility model of targets entering,
moving inside and exiting the monitored area A
and lifetime consumption per event model.

Result: Probability the lifetime of the sensor network

exceeds threshold value L.

Step 1: compute p(x;,y:), Vi, which amounts to the
probability a target traverses the circular region
centered in (x;,y;) € A, within a radius of r (the
sensing area of a sensor);

Step 2: find the set of locations {(zar, ynm)} s.t.
{(zar, ym)} = max (4, y,yeap(xi, yi). Such locations
are those where the probability of activation is highest;
Step 3: Per each point in {(xar,yar)}, find the set
feasible target paths {7} which cross such points;

Step 4: Among all {(z;,y;)} € {T}}, find the
location(s) {(zm, ym)} exhibiting the maximum of all
minimum activation probabilities:

{(@m, ym)IP(Tm, ym) = maz{min a; y;)er,P(25, y;)};

Step 5: Compute the probability the lifetime of the
network exceeds threshold value as a function of the
target arrival process, the node activation probability
P(Zm, ym) and the event lifetime consumption model.

Algorithm 1: Lifetime computation procedure.

that the path connecting (0.5,0) to (0.5,1) will result free
of active sensing devices. This is the most critical path in
such scenario. Before concluding, please note that the clus-
ter head amounts to an important bottleneck for the flow
of information from the field of sensing nodes to the sink.
Because of this, we will show how it is possible to put to
good use the lifetime definitions provided in this Section to
compute the amount of energy required by the cluster head.
In the following we show how it is possible to obtain: (a) a
stochastic model for sensing nodes lifetime according to the
two aforementioned definitions, and, (b) a heuristic func-
tion which may be used to define the energy requirements
of a cluster head. To do this, we first show how it may
be possible to compute the activation probability of a node
within a cluster and the move on to model the probability
of activating a given number of nodes in correspondence of
a traversal.

5. LIFETIME COMPUTATION
5.1 Node activation probability

From now on, for the sake of simplicity, we consider a
situation where A is a square, of size X2, with N sensor
nodes located inside. N is big enough to guarantee that each
point (z,y) in A is covered by at least one sensor, assuming
each sensor can detect, according to a boolean model, a
target moving within a radius r.

We want to compute the probability a generic node i,
located in (z;,y;), is activated every time a target traverses
A. Such probability may be computed searching, first of all,
for the probability that ¢ is activated when a single target
traverses A. When a target traverses A, all the sensors that
are within a distance of r units are activated, hence if 7 lies
in a stripe determined by such quantity, ¢ is activated. To
find such probability hence, it is necessary to compute the
probability that a random segment, describing the traversal

of a target, falls within distance r from 3.

Consider now the situation depicted in Figure 2. Assume
a target may only enter from the bottom edge of the square
and leave from the opposite one. The entrance and exit
points are random, though. Such locations are chosen uni-
formly in [0, X]. Hence, according to the reference system
adopted in Figure 2, the entrance point is given by (z1,0)
and the exit point by (z2, X ), where z1 and z2 are i.i.d. uni-
form random variables U[0, X]. The event that i is activated
amounts to the event that a possible trajectory 1" intersects
the sensing area of i. Such event is here indicated as T'N 4
and its probability is given by:

P(Tm):/P(Tmm x P(T), (1)

where P(T N|T) amounts to the probability of intersec-
tion, for a given trajectory 7', and P(T') to the probability of
a given trajectory T. Let us start considering the problem
of determining P(T'). Its value can be easily found consid-
ering the fact that P(T) = P(z1 A z2). Reminding that x;
and 2 are i.i.d. uniform random variables U[0, X], we have
that P(T) = 1/X?. For what concerns P(T Ni|T), we have
that:

1 if the sensing area of ¢ and T intersect,
0 otherwise.
2)

Now, it is possible to determine whether T" and the sens-
ing area of i intersect, for example, computing the distance
between 4’s coordinates, (z;,y;) and trajectory T. Hence,
may be written as P(T Ni|T) = 1{q((a;,y,),7)<r}- Equation
1 may hence be rewritten as:

P(TNi|T) = {

P(Tm)=ﬁX/0 /0 La((ws,v) T <ryderdzz.  (3)

5.2  Number of detections per traversal

Computing the cluster head lifetime entails finding the
number of events it will be handling. This quantity, in turn,
depends on the number of targets traversing A and on the
number of sensor nodes that are activated in correspondence
of each single traversal. We here start computing the prob-
ability a given number of sensing nodes are activated in cor-
respondence of a single traversal. Such function may be
computed observing that, in correspondence of a traversal,
all the nodes that fall within distance r will be activated. In
essence, it is possible to approximate the area where all ac-
tivated sensing nodes fall as a rectangle of dimensions 2 x r
by z, where X < z < v/2 x X. With such assumption, we
determine the probability a given number of sensing nodes
falls in a rectangle of dimensions 2 X r X z, given z. Such
probability can be obtained resorting to a Binomial distri-
bution, as our initial assumption is that nodes are dropped
in a uniform way in A:

, N 2xrxaz\" 2xrxz\N "
P(N'=n|z) = <n>X(X2) X(l—T> .
(4)

Now, Equation 4 may be put to good use the compute

the probability of activating resorting to the law of total
probability:
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V2x
P(N'=n) = /X P(N' = n|x) x P(x)dz, (5)

with P(z) the probability a target traverses A walking
along a path of length x. It is possible to show geometrically
that P(x) =2 x  x (X — vx2 — X2)/X?), from which we
obtain:

P(N' =n) —/Xﬁx (JD x (%)nx

2xrxaz\V " 2xxx (X —+Vz2—X?)
(e ) X

dx,
(6)

Equation that is here put to good use to compute a heuris-
tic function which may return a significant value of the clus-
ter head lifetime and consequent energy requirements.

5.3 Event lifetime consumption model

In this Subsection we proceed first providing a model
which may be put to good use to compute the probabil-
ity distribution function of the lifetime of any node in the
cluster and then move on to provide the heuristic function
which is utilized to estimate the energy requirements of the
cluster head. Clearly, the proposed consumption model may
be subject to modifications depending on the particular ap-
plication scenario. The same may be said for the heuris-

tic proposed to compute the energy required by the cluster
head.

5.3.1 Sensing node lifetime

Assuming targets arrive in A according to a Poisson model
with intensity -, each single sensor i keeps seeing Poisson
traffic with intensity v; = p; X -y, where p; is obtained as in
Equation 3.

Assuming a constant amount of lifetime lcp,; is lost at
node i every time a target crosses its range, the problem
amounts to a simple budgetary problem: an equal amount
of energy is subtracted from the initial lifetime lgg, =
lmaz,i — l; available per each message detection and trans-
mission procedure.

The probability of spending less than lgg,; units of life-
time assuming Z events are detected and handled is:

1 if Z<lgw,i/leh,

P(Z x leni < lpn.ilZ) = { 0 if Z>Ilgn i/leh i (7)

Using an alternative notation, P(Z X len,; < lgw:|Z)
amounts to the unit step function u(lgm i /len,: — Z). Taking
now into account all possible arrivals, resorting to the total
probability theorem, we can write:

Flgn,i, i) = iF(z NAVAR emuts ()%
EH,iyls Pt EH,iyls A
LlEH,iJ (8)

len,i

_ o vili (’y’ili)z
M S
Z=0

Equation 8, computed for F(lmaz,i — li, 1), returns the
probability of spending less than the amount of available
lifetime for event handling, when the lifetime of node i is
l;. In other words, it provides us with the probability of ¢
lasting at least [; units of time.

5.3.2  Cluster head lifetime heuristic function

The lifetime lgg,cr spent by the cluster head for event
handling may be obtained as the sum of all detections made
by the cluster multiplied by the amount of energy spent
per each relay operation. If Z traversals occur, the amount
of battery lifetime required at the cluster head to manage
all can be written as lgg,cax = len,cH X Zle n;, where



n; amounts to the number of nodes activated in correspon-
dence of the i-th traversal and lcn,cm the constant amount
of lifetime spent at the cluster head in correspondence of an
event handling.

This said, the heuristic function that is proposed in this
work to assess the amount of battery lifetime g ,cH re-
quired by the cluster head for event handling is:

ZQO% x n90%

lpnon = X leh,cH, 9)

where Z°°% amounts to the 90-percentile of random vari-

able representing the number of arrivals in A during the
given mission time and n°°% the 90-percentile of the num-
ber of activations per traversal. In Section 7 we verify how
the value of lymaz,cr — lEH,cH relates to the cluster head
lifetime value lc g obtained by simulation.

6. SEQUENTIAL ACTIVATIONS

Now, the analyzed scenario exhibits a situation where it is
possible to identify areas where nodes deplete their energy
resources at a faster rate than others, no matter how many
nodes are deployed, as long as all are active implementing a
barrier coverage functionality. In essence, it is plausible to
expect areas where nodes will die first and hence which will
be available for undetected traversals. The question, at this
point, is: is it possible to extend the lifetime of the nodes
that reside in such areas? Positive answers to such question
have been provided in literature, and reviewed in Section 2,
resorting to sleep-awake cycles.

We here to desire to move one step forward along this line,
considering a situation where an adversary sits and waits un-
til a path is available for an undetected traversal. In fact,
a scenario like the one that has been so far described may
be exploited by an someone who, for example, waits until
the sensor field exhausts its energy resources as expected
in those areas that are most often traversed by legitimate
targets, to let non-legitimate targets sneak through without
being detected. As a practical example, consider a canyon
that is normally traversed by herds of animals, following
some known mobility pattern: such harmless targets may
be exploited by malicious intruders seeking an undetected
traversal, simply sitting on one side of the monitored area
until unmonitored paths are expected to be available. What
we hence search here is, not simply a way of increasing the
lifetime of the network, rather a strategy that may be fol-
lowed to shape it as desired, within the given constraints,
throughout the monitored region, in order to remove any
predictive advantage to an adversary that is seeking for un-
detected traversals. In order to visualize such idea, consider
the two contour fields plotted in Figure 3. In Figure 3a we
show the activation probabilities that, for example, could be
naturally induced by traversals. Clearly, in such situation,
nodes which fall at the center of the field would be expected
to last less than nodes located close to an edge, an adver-
sary may choose to traverse the path connecting (0.5, 0) and
(0.5, 1), when sufficient guarantees exist that such path is
free of active sensors. A possible countermeasure could be
put implemented as shown in Figure 3b: sensors which mon-
itor the same areas are activated sequentially in the higher
half of the square, so that targets entering from the bottom
edge may find the path free up to a given point (y < 0.5),
but unexpectedly monitored for y > 0.5.

Unlike the approaches taken in [8,15,21], where nodes are

alternatively switched on and off in cycles to optimize the
duration of the sensor field, our aim here is to provide a
mechanism which may be employed to adapt, compatibly
with the existing energy constraints, the lifetime of the de-
tection capabilities of the network across different areas of
a monitored field. For this reason, we here propose an ap-
proach where disjoint groups of nodes stay active as long
as they can, but in non-overlapping periods of time. As a
relevant example, consider Figure 4: nodes belonging to the
same area are active in different time frames, in order to
be able to guarantee detections during the desired mission
time. In particular, referring to Figure 4, it is possible to
imagine two non-overlapping areas exist, such as A; and
Ao, where the nodes in the former area are activated more
rarely than the nodes belonging to the latter. Nonetheless,
one may which to achieve a homogeneous lifetime of the de-
tection functionality in the two areas. Nodes in A2 are hence
activated in groups of smaller size than A;, in order to pro-
long the monitoring time of As. Now, we here introduce
a simple heuristic that can be put to good use to compute
how many nodes should be active at the same time within a
given area (assuming the groups chosen that area guarantee
an adequate barrier coverage).

Assume N; nodes fall in A; and that the average lifetime
of such nodes is l;, considering a given mission time t. I;
is here obtained as the average of the lifetimes of the nodes
that fall in A;, assuming the lifetime of a node may be ob-
tained from Equation 8. We now want to compute in how
many subgroups g;, nodes N; should be divided to obtain an
average lifetime equal to [;, or, in other words, the number of
nodes N, ; that should be active at the same time in A;. Ny ;
is here obtained as | N; x I;/l;| and g; = [N;/Ny.;]. Clearly,
such numbers may not be adequate to provide proper cover-
age during each time interval, for this reason it is necessary
to implement an iterative procedure as the one described in
Algorithm 2.

Data: Area A;, number of nodes N; which fall in area
A;, desired average lifetime ;.
Result: Ny ; = number of nodes active during each
period, g; = number of groups of nodes

Step 0: compute /; as average lifetime of the nodes

that fall in A;, where the lifetime of a node is obtained
by applying Equation 8 for a given percentile value ;

Step 1: compute Ny ; = [ N; X il/lzj,

Step 2: compute g; = [N;/Ny;];

Step 3: Search for N, ; for each of the g; groups, such
that the nodes provide barrier coverage to A;;

Step 4: If barrier coverage is not guaranteed by all g;
groups found at Step 3, I; = [; — J, where ¢ is a
predefined value such that I; — § > [;, and return to
Step 1;

Algorithm 2: Individuate the nodes that will be sequen-
tially activated within a given area.

7. EVALUATION

We here validate ours models resorting to simulation re-
sults, produced with a custom simulator developed in Math-
ematica. We consider a square area A with X = 6 units.
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The situation is the one presented in Subsection 5.1: intrud-
ers have an equal probability of entering at any point of only
one edge of square A and of exiting from any point of on the
edge opposite to the entrance (no targets can enter from
the remaining two edges). Parameter values are N = 100,
Imaz,i = 100, lens = 5, v = 1 and r = 0.5 for all sensing
nodes 1.

In Figure 5 we plot all alive and dead nodes observed
in 100 simulations within A, considering intermediate time
steps before 80 units of time. As expected, the nodes that
first stop operating are those closer to the center of the
square. At time ¢ = 60 the detection system is no longer
reliable (Figure 5c¢).

7.1 Sensing nodes lifetime

At this point we proceed computing the lifetime proba-
bility of two virtual nodes, one located in (3,0) and one in
(3,3). In fact, in A, only one activation probability maxi-
mum exists, located at the center of the square (p(3,3) =

0.33). Given the uniform condition on the entrance and
exit edges, infinite trajectories T' may be found, all crossing
(3,3). All of them exhibit the minimum activation proba-
bility on the entrance and exit edges, which is the same for
all. We hence consider, as second point of interest, (3,0).
Equation 8 is plotted for lmaz,: = 100, len; = 5, v = 1
(hence 3,0y = 0.17 and ~y3,3) = 0.33), as a function of I;
in Figures 6a and 6b for positions (3,0) and (3,3), respec-
tively. As [; approaches the value of lyqz,; the probability
of being capable of handling incoming events goes to zero.
Please note both Figures 6a and 6b represent complemen-
tary cumulative distribution functions, as a function of I;,
as led,i = lmax,i — li.

7.2 Cluster head energy requirements

To quantify the energy requirements of the cluster head,
we first analyze the number of detections that occur in cor-
respondence of one traversal resorting to Equation 6 and to
our simulator. Figures 7a, 7b and 7c, in particular, show the
empirical probability of being detected by a given number of
nodes in corrispondence of a traversal: as the mission time
increases, more nodes deplete their battery resources and
the probability of not being detected by any sensing node
increases. In Figure 7d we, instead, show that our model
perfectly matches simulation results, in the case where sens-
ing nodes are equipped with an infinite amount of energy.

‘We now assume battery lifetime the cluster head consumes
in correspondence of an event is set to len,cx = 10. The 10-
percentile of lifetime of nodes located in (3,0) and (3,3) is
instead obtained utilizing Equation 8: l(lgz’) = 45, whereas
lg% = 30. Such values amount to two possible hypothetical
mission times which we will assume from now on. Resorting
to our heuristic function reported in Equation 9, for mission
times 30 and 45, lgx,cH results equal to 8,418 and 12,233,
respectively. We now aim at understanding how well such
heuristic function works, utilizing fraction of such values as
initial battery lifetime in 1,000 simulation runs for each row
reported Tables 1 and 2, where l}%’ amount to the life-
time of the cluster head obtained as the 10-percentile of the

1,000 simulation results. Tables 1 and 2 report X5 values
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Figure 6: Computing the lifetime of a sensor network: model (continuous line) vs simulation (dots).

as higher fractions of the computed battery lifetime are em-
ployed. For mission time 30, 80% of the battery lifetime
given by our heuristic is sufficient to probabilistically guar-
antee that in the 90% of cases the cluster head will also last
at least 30 units of time. Something similar happens also
when the mission time is equal to 45, thus confirming the
fact that the heuristic rule provided in Equation 8 tends to
return amounts of battery lifetime that are larger than those
that are really necessary.

7.3 System lifetime: models vs. simulation

Our analysis, to this point, tells us that with an initial
maximum battery lifetime lmqee,i = 100 we may obtain a
lifetime of 30 units of time, when taking as a reference node
(3,3) and equipping the cluster head with an initial bat-
tery lifetime greater than lmee,crx = 6,764. If, instead,
we take as a reference the sensing node located in (3,0),
such lifetime grows to 45 units of time, when equipping the
cluster head of a battery lifetime that is at least equal to

Imaz,ca = 8,608. The two different reference nodes return
remarkably different lifetime values and cluster head battery
lifetime requirements, thus of paramount importance is to
understand which, of the considered nodes, may be consid-
ered a reliable indicator of the sensor system lifetime. To
this aim, we designed a test that builds upon the results
plotted in Figure 5. In essence, in our simulations, after an
event is handled, we check whether a potential undetected
path, i.e., an open path, has become available. However, to
limit its computation time, we limit our search to all the
feasible paths containing (3,3). When fixing the mission
time to 30 units of time, we find that no open path becomes
available. When the mission time amounts to 45, instead,
we obtain a 10-percentile of 41.5 units of time (i.e., in the
90% of cases an open path will become available after 41.5)
and a minimum value of 28.6. The statistical values of inter-
est are plotted in Figure 8 for different mission times. Note
that for mission times 45, 50 and 60 the maximum values
amount to 45, 50, and 60 respectively, as simulations are
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CH  Dbattery lifetime 10-percentile of CH
10%

used in simulation (% of lifetime [} obtained

lmaz,CcH) running 1,000 simula-
tions

5,081 (60%) 22

5,923 (70%) 26

6,764 (80%) 30

Table 1: Cluster head 10-percentile lifetime obtained from
1,000 simulations for mission time = 30 as a function
of different fractions of the initial battery lifetime value
(lmaz,crH =lca +lea,ca = 30 + 8,418 = 8,448).

interrupted at such times. Beyond mission time 60, instead,
an undetected path opens up always before the completion
of mission time. In this Figure, we may also observe that
the median and 10-percentile values (49.2 and 37.7, respec-
tively) grow up to 50, falling beyond this value. As the
mission time increases, less lifetime resources are available
for target detection and message transmission. For what,
instead, concerns our original question, which sensing node
appears as the best sensing system lifetime indicator, we ob-
serve that no open path becomes available when the mission
time equals 30, whereas in the 90% of cases a path opens af-
ter 41.5 units of time when the mission time amounts to 45.
To be thorough, we find that in the 82% of cases a breach
is open at or after 45 units of time. In essence, the lifetime
value obtained observing node (3,3) appears too low and
conservative, whereas the lifetime value obtained observing
(3,0) is slightly optimistic.

7.4 Shaping the network with sequential acti-
vations

In order to verify whether the proposed sequential activa-

CH  Dbattery lifetime 10-percentile of CH
10%

used in simulation (% of lifetime [} obtained

lmaz,CH) running 1,000 simula-
tions

6,161 (50%) 28

7,385 (60%) 37

8,608 (70%) 45

Table 2: Cluster head 10-percentile lifetime obtained from
1,000 simulations for mission time = 45, as a function of
different fractions of the initial battery lifetime (Imqez,ca =
low + lpmon = 45 + 12,233 = 12,278).

Open path statistics as a function of mission time
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Figure 8: Maximum, 90-percentile, median, 10-percentile
and minimum value obtained for the open path variable from
1,000 simulations in correspondence of different mission time
values.



tion mechanism works, we again resort to simulations. We
here refer to the same sensor field considered so far, shonw
in Figure 9, where we highlight the two subareas, A; and
Ao, which will be considered to provide a preliminary as-
sessment of the efficacy of Algorithm 2. We here consider a
mission time of 60 units of time, leaving the other parame-
ters employed to model the network unaltered.

Egress edge

Ay A,

Ingress edge

Figure 9: Sensor field.
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Figure 10: Maximum, 90-percentile, median, 10-percentile
and minimum value obtained for the open path variable from
1,000 simulations for the two subareas of interest.

Figure 10 provides the open path statistics for the two
subareas, when no sequential activation mechanism is em-
ployed. As expected, what occurs is simply the fact that
breach detection capabilities last longer in A; than in A,
(this is clearly no surprise). Resorting to Algorithm 2 we
create two groups, a first one which is active during the first
half of mission time, a second one which instead covers As
during the second half. Unlike what indicated in Algorithm
2, we implemented a relaxed version where we do not verify
whether the two groups of nodes provide full coverage for
the area of interest. Nodes, in fact, are here chosen ran-
domly, as the number of nodes that are dropped in the area
(1,000 sensors), and, the ratio between sensor nodes’ detec-
tion range (0.5 units) and the subareas maximum dimension

Open path statistics
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Figure 11: Maximum, 90-percentile, median, 10-percentile
and minimum value obtained for the open path variable from
1,000 simulations for the two subareas of interest utilizing a
sequential activation mechanism in As.

(1.44 units) indicate that with a small number of nodes full
coverage can be obtained.

This said, in Figures 10 and 11 we provide the statistic
obtained for the open path variable in case no sequential
activation mechanism is used and a sequential activation
mechanism is used, respectively. As expected, utilizing the
proposed methodology, it is possible to extend the duration
of the breach detection functionality of the network.

8. CONCLUSION

In this work we modeled the lifetime of a clustered sen-
sor network deployed for target detection. Compared to
other approaches, we here considered the influence that the
target mobility model has on the duration of surveillance
operations. The validity of the adopted approach has been
proven confronting our models with simulation results. We
have then proceeded analyzing the network from the point
of view of an adversary, who might decide to exploit the
paths that first become available for undetected traversals.
To combat such phenomenon, we introduced a sequential
activation mechanism that can be put to good use to shape
the duration of the barrier coverage functionalities. Prelim-
inary simulation results reveal that such functionality may
be considered when designing a sensor network that should
not be optimized in terms of duration, but in terms of its
capability of presenting an unexpected monitoring scenario
to a hostile intruder.
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ABSTRACT

Mobile Crowdsensing (MCS) is a contribution-based paradigm

involving mobiles in pervasive application deployment and
operation, pushed by the evergrowing and widespread dis-
semination of personal devices. Nevertheless, MCS is
still lacking of some key features to become a disruptive
paradigm. Among others, control on performance and relia-
bility, mainly due to the contribution churning. For mitigat-
ing the impact of churning, several policies such as redun-
dancy, over-provisioning and checkpointing can be adopted
but, to properly design and evaluate such policies, specific
techniques and tools are required.

This paper attempts to fill this gap by proposing a new
technique for the evaluation of relevant performance and
energy figures of merit for MCS systems. It allows to get in-
sights on them from three different perspectives: end users,
contributors and service providers. Based on queuing net-
works (QN), the proposed technique relaxes the assumptions
of existing solutions allowing a stochastic characterization
of underlying phenomena through general, non exponential
distributions. To cope with the contribution churning it
extends the QN semantics of a service station with vari-
able number of servers, implementing proper mechanisms
to manage the memory issues thus arising in the underlying
process. This way, a preliminary validation of the proposed
QN model against an analytic one and an in depth investi-
gation also considering checkpointing have been performed
through a case study.

Keywords

Mobile Crowdsensing; queuing networks; G/G/x; perfor-
mance; energy consumption; checkpointing.

1. INTRODUCTION

Internet of Things (IoT) is gaining more and more im-
portance thanks to recent advancements in mobile, per-
vasive sensing and communication technologies. It aims
at connecting several physical objects into a unique and
larger space, the cyberspace [21, 14], opening up new ap-
plication scenarios that may potentially involve billions de-
vices and users, a big challenge to properly address. A
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promising attempt in this direction is Mobile CrowdSensing
(MCS), which proposes to deploy and run IoT applications
on mobiles by actively involving their owners in a volunteer-
/crowd-based fashion [13]. This way, MCS allows to reach
a large number of users, which may also act as contributors
sharing their devices to mainly provide sensing facilities.

Several success stories confirm the effectiveness of the
crowdsourcing approach in IoT contexts [7, 10, 23], thus
attracting interests from both academic and business com-
munities that are investing resources and efforts to imple-
ment middleware mechanisms [25, 29] and to investigate on
a commercial exploitation for MCS. This imposes to revise
the MCS paradigm, extending its scope to business contexts
where service level agreements on functional and non func-
tional properties have to be enforced to meet quality of ser-
vice (QoS) requirements. Therefore, proper mechanisms and
tools for supporting the design and the operation of MCS
services are required. In particular, modeling and evalu-
ation techniques dealing with MCS contribution dynamics
issues such as churning (i.e., the random and unpredictable
join and leave process characterizing contributors) must be
specified.

These arrival and service processes, mainly identifying
the time behavior of an MCS system, have to be properly
characterized indeed, recurring, when possible, to stochastic
models able to adequately represent their fluctuations. This
way, the resulting model is often not memoryless and the
corresponding stochastic process is non-Markovian, imply-
ing to take into account related memory issues in its analysis.
This is particularly true in MCS systems where the service
requests are usually split in simple tasks then assigned to
contributor nodes, whose processing could be interrupted
due to churning, and thus rescheduled. Sometimes, the re-
sults obtained by the partial processing of an interrupted
task are not wasted, e.g., for purely sensing activities, or
also in the case the MCS services implement checkpointing
policies to limit the impact of rescheduling on QoS and per-
formance. To take into account this aspect in modeling, i.e.,
to properly represent restart from the conditions before the
interruptions or from checkpoints, specific memory preser-
vation mechanisms are required.

State space based solutions have been mainly proposed in
literature to address these issues [9, 8, 17, 16, 22]. Never-
theless, the main drawback of the state space models is the
well-known “state space erplosion” when dealing with large-
complex problems, limiting their applicability, especially in



MCS-IoT contexts where the number of requests and con-
tributors could easily reach thousands or even millions. Fur-
thermore, none of them except [9] takes into account check-
pointing policies and related issues, allowing anyway to rep-
resent contribution dynamics and churning, but not dealing
with the memory problem.

A solution to this problem has been proposed in [24],
where we provided a technique based on QNs for dealing
with all such issues altogether. In particular we introduced
a new service station policy copying with variable number
of servers explicitly adopted in the MCS system model to
represent the contribution dynamics. Memory policies have
been also implemented in order to allow the representation of
checkpoint-restart processing, also allowing to consider three
different perspectives, i.e., contributors, service provider and
end-users, in the evaluation through specific performance
and energy metrics.

This paper extends our previous work [9, 24] by improv-
ing the overall technique and the model they proposed. New
features, such as the request decomposition into tasks, have
been considered, revising the original model by introduc-
ing new elements (i.e., fork-join). Furthermore, the evalua-
tion part has been significantly extended by new measure-
ments and insigths, reporting on the validation experiments
against a stochastic model (a continuous time Markov chain,
CTMC) and another QN model developed and evaluated by
the JMT tool [3] in the exponential case.

Details are showed in the remainder of this paper, orga-
nized as follows: Section 2 provides an overview of MCS,
explaining the problem at hand. A QN-based modeling
technique for MCS systems is proposed in Section 3, then
adopted in Section 4 for the evaluation of an example also
exploited to validate the model in the exponential case. Re-
lated work is overviewed in Section 5, while final discussions,
remarks and cues for future work close this paper in Section
6.

2. A CLOSE-UP VIEW OF MCS
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Figure 1: MCS application scenario.

MCS [13] is a computing paradigm where contribu-
tors share their mobile devices (e.g., smartphones, tablets,
PDAs, laptops, etc.) with specific applications in order to

gather and aggregate their data for further processing. From
a high level perspective, the architecture of an MCS appli-

cation mainly implements a client-server model as shown in
Figure 1. The MCS application client deployed on each in-
volved node (usually after it has been explicitly downloaded
and installed by the contributor on his/her device) produces,
(pre-)processes and sends data to the server that collects,
aggregates, further processes (if required) and stores such
data, providing information and results to the end-users.
More specifically, three different stakeholders can be thus
identified:

e contributors, i.e., the owners of the devices shared to
build up the MCS sensing infrastructure;

e the service provider, which manages the whole system
and application by gathering, aggregating and process-
ing data and results from contributing nodes;

e end-users, which use the MCS application to access
the services and the information it provides.

These roles are not mutually exclusive and, for example,
contributors may also act as end-users and vice-versa.

In the MCS application processing, the main activities
are decomposed into simpler tasks to be performed by the
nodes independently. Each client may elaborate zero, one or
many tasks, whose results are collected and recomposed by
the application server. To prevent and minimize churning
issues due to random and unpredictable joins and leaves of
contributors, an active contributing node may periodically
send partially processed data (i.e., checkpoints) to restart
future elaborations on other available nodes in the case of
its departure. Indeed, the application client can sometimes
predict the leave of a contributor (e.g., in the case of low
battery).

The MCS paradigm has been already successfully adopted
in several applications such as OpenStreetmap [15], Waze
[28], Nericell [23], as an effective solution for problems re-
lated to mobility [30, 10, 7], traffic monitoring [28, 23],
public safety [2], Smart Cities [4] environment and pollu-
tion monitoring [30], emergency and crowd management
[20], to mention but a few. Nevertheless, most of the po-
tential of MCS is still untapped due to the limits of the
contribution-based approach, often unreliable and unpre-
dictable and therefore reflecting as high uncertainty in ser-
vice fruition.

Thus, it is of strategic importance to focus on the over-
all MCS system rather than on a specific application, since
the MCS application performance is strongly and mainly af-
fected by the MCS system performance, reliability and en-
ergy related metrics, which are governed by the contribution
dynamics. The MCS application client and server process-
ing can be just considered as a constant bias compared to
the latter.

Specifically, several metrics of interest can be identified
from the different perspectives above identified, as reported
in Table 1. A contributor is mainly interested in knowing the
impact of contribution on his/her device or node, in terms
of computing resource utilization (CPU, memory, storage)
and battery charge. Instead, service provider is mainly in-
terested in managing the resources, i.e., maximizing their
utilization and reducing power consumption, while reduc-
ing the time for processing a task and increasing the system
throughput. This also affects the response time for process-
ing a request, which is the main metric of interest for the
end-users.



PERSPECTIVE || Contributor | Service End
METRIC Provider User
Resource Node Server -
Utilization
Energy Battery Server -
Consumption
Response - Task Service
Time
Throughput - Task

Table 1: MCS system metrics of interests.

A model or a modeling technique can provide a valid sup-
port to the design, deployment and assessment of the MCS
applications. However, several aspects must be taken into
account to properly represent an MCS system. As said
above, the most challenging one is the fluctuation of the
number of contributors, which strongly impacts on the MCS
underlying infrastructure reflecting on the non functional
properties of the applications. Thus, an MCS system model
has to primarily take into account the contribution dynam-
ics in the stochastic characterization of both arrival (join)
and departure (leave) times of contributors, by using spe-
cific probability distributions. A stochastic characterization
is anyway required for the whole system, including the end-
user requests arrival process and service time. In general
these are not Markovian, since their stochastic behavior is
not memoryless. Furthermore, the model has also to deal
with the complexity of an MCS system, for example, tak-
ing into account queueing effects as well as checkpointing
policies.

3. MODELING MCS

Starting from the description of Section 2, it is evident
the need of a modeling technique that allows to evaluate the
metrics of interest identified in Table 1, while dealing with
churning issues. This strongly suggests to address the prob-
lem in a hierarchical, layered way, separating contribution
aspects and concerns from provisioning and fruition ones. To
this purpose, based on the scenario of Figure 1, a two-layer
modeling technique is proposed splitting the contribution
and the processing subsystems. In the contribution sub-
system, the contribution dynamics due to node fluctuations
joining and leaving the MCS system is mainly represented.
The processing subsystem is instead focused on the MCS
application requests and tasks processing and therefore on
the service dynamics. However the two subsystems are not
independent since contributors mainly serve application re-
quests and tasks. Indeed, when a contributor joins the con-
tribution network, a server in the processing subsystem is
turned on and can serve incoming requests. The server is
turned off when the contributor associated with that server
leaves the contribution network. It is important to remark
that a connection between a server and a contributor lasts
until the latter leaves the system. Then, the server in the
processing network may be switched on by another contrib-
utor. In other words, at most one active contributor at a
time can be associated with any idle server.

Another aspect to take into account in the MCS modeling
is the complexity. In an MCS system the number of users
and contributors is commonly in the order of thousands,
which excludes state space-based models. Due to its well
known capability in dealing with complexity we choose the

QN formalism.

3.1 The contribution QN

S ab >®|
Source Sink

Delay

Figure 2: The contribution queuing network sub-
model.

The QN submodel representing the MCS contribution dy-
namics is shown in Figure 2. Contributors can join and leave
the MCS system randomly and the time they spend in the
system is the contribution time. Therefore, they are stochas-
tically represented by general distributions. Thus, a job in
the Delay station (i.e., a G/G/oo queue) represents a con-
tributor node that is sharing its resources. The arrival rate
to Delay and the time a job spends in it may be character-
ized by any general distribution. They represent the arrivals
of contributors in the system and their contribution times
(i.e., the time they are available to serve the end-users re-
quests), respectively. As discussed above, the Delay station
of this network is connected to the Service Center one in
the processing QN. The number of servers in the processing
submodel is equal to the number of jobs in the Delay station
of the contribution QN.

3.2 The processing QN
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Figure 3: The processing queuing network sub-
model.

The processing submodel represents the end-user requests
incoming to the MCS system, which have to be processed
by the contributor nodes. Figure 3 shows the proposed QN
submodel that is just a part of the model, the overall QN
model is composed of the two submodels of Figures 2 and
3, strictly dependent. The task requests arrival process is
characterized by a general distribution and does not depend
on the contribution QN. It is modeled by the Source station.
As well, the Application Server station does not depend
on the contribution QN and its service time is generally dis-
tributed, thus resulting in a G/G/1 queue. This station
models the commit of a request after it has been completely
processed. As discussed above, an end-user request is de-
composed into n tasks for processing, represented by the
Fork-Join elements in the QN, thus splitting an end-user
request before being served and recomposing it afterwards
in the Application Server.

The processing in the Service Center station depends on
the contribution QN. To represent this dependence, we re-
fer to the Service Center as a G/G/x queue with generally
distributed arrival and service times and variable number of



servers x € [0,00) specifically representing the contribution
churning dynamics. The number of servers x is associated
with the number of contributors that are in the contribu-
tion system QN of Figure 2. To represent fluctuations on
the number of servers for the Service Center station, each
contributor arrival/departure turns on/off a server.

A task request is served by only one server at a time but,
since it could be rescheduled due to churning, it may be
served by different servers till it is completely processed.
Indeed, a request exits from the Service Center after com-
pletion or if the i-th server processing the task is switched
off, meaning that the associated contributor left the system.
In the former case, the task processing results are sent to
the Application Server by the Router to be aggregated
with the other n — 1 tasks of the same end-user request, and
after the synchronization (through the Join station) further
processed before leaving the system. In the latter case, the
task request is rescheduled, thus sent back by the Router
to the Service Center, waiting to be processed by an idle
server.

Priority policies may be applied in the Service Center
to prioritize dropped requests. Since the number of avail-
able servers may be lower than the number of requests that
need to be served, only x requests can be served at the same
time by the Service Center. This way, a task request that
has been interrupted can be rescheduled for processing with
a higher priority. The rescheduling has to also take into
account possible memory policies and strategies adopted to
reduce churning, such as the checkpointing one, thus imple-
menting proper memory mechanisms to restart from check-
points.

3.3 Measurements

Once the model has been specified, the performance and
energy consumption metrics of interest must be identified on
it in terms of QN measurements . Referring to Table 1, an
end-user is interested in the average Push time, i.e., the time
needed by the system to process an end-user request, that is
equivalent to n task requests. Therefore, this is the time for
processing the n task requests and their further elaboration
by the application server after aggregation and, considering
a generic end-user request ¢, it can be expressed as:

PushTime; = maz(j-1,. n)(R) (1)

where n is the number of task requests that the system col-
lects before returning some results to the end-user and R}
is the response time of the j-th task of the i-th end-user re-
quest, obtained by the processing system QN analysis. The
average Push time is:

Ima: ,
S PushTime;

Imaz

PushTime = (2)
where I,,q: is the number of end-user requests processed by
the system.

The service provider may be interested in the average sys-
tem response time R and throughput X. The former is ob-
tained observing each end-user request processing, evaluat-
ing how long it spends in the system. The latter as X = C/T
where T is the observation time and C' the number of com-
pleted end-users requests.

Finally, a contributor is interested in knowing the impact
of contribution on his/her devices, quantified by the utiliza-

tion Uc and the battery energy consumed by the MCS ap-
plication during contribution. To this purpose, we evaluate

Uc of each node as:

doimer ActivityTime;
Uc = —

doima= OnTime; (3)

where ActivityTime; is the time spent by the server i in
the Service Center serving a request, OnT'ime; is the total
time that server i is available for the MCS application, either
busy to serve a task request or idle, waiting for a task request
to serve, and Zmq. is the maximum number of server in the
Service Center. Assuming that the device is mainly used
for computations, we evaluate the power consumption Pc of
each node as shown in [12]:

Po(Uc) = PE + (P2 — PE"Uc ()

where Pédle is the power consumption when the device is

idle, PZ** is the power consumption of the device when
it is fully utilized and Uc is the utilization of the device
as obtained by eq. (3). Once the power consumption has
been defined, the average energy consumption Fc can be
specified as:

¢ =Pc-Sc (5)

where S¢ is the average contributor service time, i.e., the
overall time the contributor spends in the system, obtained
by the contribution QN of Figure 2. We estimate the per-
centage of battery depleted by the contributor for sharing
his/her resources with the MCS system as:

Ec
We (6)

where W¢ is the battery capacity of the node.

Battery consumption =

4. VALIDATION AND EVALUATION

To explain in details the proposed technique, in this Sec-
tion we analyze a case study on an MCS system. There-
fore, we first discuss the parameters and configuration set-
tings used for the analysis based on the values taken from
existing literature when available. This way, we evaluate
the model to demonstrate its validity through comparison
against other models (analytic and QN), restricting the
scope to the exponential case. The exponential assumption
is then relaxed to perform further investigations on the MCS
system performance and energy aspects from the different
NCS stakeholder perspectives.

4.1 Parameters and Configurations

As above discussed in Section 3, each request submit-
ted by the end-user is split into n simpler tasks then as-
signed and processed by contributor nodes. Once the n tasks
have been processed, the provider application server aggre-
gates the results and sends the obtained outcomes to the
end-users. To take into account checkpointing-restart poli-
cies, we investigate MCS systems with and without memory
strategies. In the former case, the checkpoint strategy lets
the system keep memory of the task requests processing at
restarting, while in the latter the processing restarts from
scratch.

As stated above, the parameters used in the experiments
have been taken from literature when possible. Specifically,
the contributor and request arrivals are exponentially dis-
tributed, as well as the service time of the Delay and the
Application Server stations. The service time of each



server in the Service Center station is characterized by a
3-stage Erlang, similarly to [9]. The average service time
of the Application Server Sis and the Delay Sc is the
same in all experiments, i.e., 10 seconds and 30 minutes,
respectively. The inter-arrival time of the two networks
(i.e., Ac and Ag for contribution and processing QN, re-
spectively) and the average service time of a server in the
Service Center Sgc have been changed in the experiments:
Ac ={1,10, 20,30} minutes; Ar = {100, 200,300} minutes;
Ssc = {5, 10, 15, 20, 25, 30, 35, 40} minutes.

The strategy used in the Service Center to select the
next request to be processed is a FIFO with priority. The
priority of a request increases every time the request is sent
from the server back to the queue. The job with the largest
priority is the first to be served. If two or more jobs have
identical priority, FIFO strategy is adopted. The number
of task requests that must be committed before the system
returns some results to end-user is n = 10 (i.e., the number
of tasks generated by each end-user request).

4.2 Model Validation

min(i,j) min(ij+1)
Ssc 1 i Ssc
Ac Sc

Figure 4: Part of the CTMC of the MCS system
used for validation.

To validate the proposed model, we compare it against
the CTMC of the MCS system shown in Figure 4, thus re-
stricting the validation scope to the exponential case. Each
state of this CTMC is characterized by a pair (i,5) where
i and j are the number of contributors and requests in the
MCS system, respectively. When the number of contrib-
utors changes, we can have a transition to state (i — 1, )
at rate ¢/Sc if a contributor leaves the system or to state
(i+1,j) at rate 1/A¢ if a new one joins the MCS system.
If a request is completed the state can move from (i,7) to
(4,7 — 1) with rate min(i,j)/Ssc or to (4,j + 1) with rate
1/AR if a request enters the Service Center.

To validate our QN model against the CTMC, all the
QN time parameters must be approximated by exponential
distributions. This way, the service time of each server in
the Service Center is exponentially distributed with mean
time equal to Ssc¢ and the Fork/Join stations of the pro-
cessing QN are neglected, thus the new Ag is given by the
original one divided by the number of task requests n. Fur-
thermore, for validation purposes, we evaluated only one
case, characterized by Ar = 20 minutes and Ac = 10 min-
utes (i.e., 3 contributors into the system on average). We
also truncated the state space, assuming that both the num-
ber of contributors and the number of requests cannot be

larger than 20. This does not affect the results since the
system we are considering for validation rarely has a num-
ber of contributors and requests larger than 20.

We consider two different discrete event simulation tools
for the validation phase. OMNeT++ [27], an extensi-
ble, modular, component-based C++ simulation library and
framework used for network simulations, and JMT [3], a
comprehensive framework for performance evaluation of QN
models. All the performance indexes have been estimated
with 99% confidence intervals.

The results obtained by analyzing these models, mainly
referred to the utilization, the system response time and
the average number of requests in the Service Center, are
shown in Figure 5. From Figures 5(a), 5(b) and 5(c) we
can definitely argue that the performance of the MCS sys-
tem obtained by the CTMC and the QN models are almost
identical. Indeed, Figure 5(d) shows the relative error

|Ocrme — OomNer++]

© ={U, R, Nsc},

Ocrmco
of the QN OMNeT++ model against the CTMC. The max-
imum relative error for all the considered indexes is always
lower than 4%. In particular, the average relative errors for
the utilization and the system response time are lower than
1%, while it is lower than 1.26% for the number of requests
in the Service Center. Similar results can be obtained by
the QN model evaluated through JMT.

4.3 Evaluation

After validation, the QN model has been used to per-
form parametric experiments by varying one between Ac
and Agr, while keeping the other constant, and relaxing the
exponential assumption. The MCS system has been ana-
lyzed varying Ac (or Agr) and setting Agr = 200 minutes
(or Ac = 20 minutes). In the experiments also Ssc has
been varied, assuming that the tasks allocated to the server
may have different complexity and service demands, thus
performing tests where 2 out of 3 parameters are variable.

With regard to the energy measurements, in the exper-
iments we assume PiM¢ = 0.268W, P29 = 1W as the
idle and the maximum power consumption values [5] and
We = 7.77 Watthour as the battery capacity for all the de-
vices. The MCS system has been observed for T' = 7 days.

In order to evaluate the QN model described in Section
3, considering the non-exponential parameters and the per-
formance indexes there specified, we extended OMNeT++
implementing the dependency between the contribution and
the processing submodels, and modifying the Job implemen-
tation to consider different memory strategies as discussed
in Section 2. The results thus obtained are discussed in the
following Sections, taking into account the different MCS
stakeholders perspectives.

4.3.1 Contributor

Contributors are mainly interested in quantifying the im-
pact of the contribution on their resources. It can be evalu-
ated by the utilization and the battery consumption of their
nodes. We analyze these quantities with eq. (3) and (6).
Results are shown in Figure 6, where the average utilization
per contributor as a function of the average service time
of Service Center is depicted. In Figures 6(a) and 6(b)
different inter-arrival time of the contributors are consid-
ered with requests arrival time of 200 minutes and n = 10,
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Figure 5: Performance indexes of the MCS system obtained by the CTMC and two QN simulations (OM-
NeT++4 and JMT). Utilization (a), system response time (b), number of requests in Service Center (c) and
relative errors of OMNeT++ QN results against CTMC ones (d).

comparing two strategies (i.e., checkpoint and no memory,
respectively). As expected, the nodes utilization decreases
with the contribution inter-arrival time since the total num-
ber of contributors (i.e., No = Sc/Ac) increases when the
inter-arrival time Ac decreases, being the average contribu-
tion time constant, i.e., S¢ = 30 minutes. Furthermore, if
a checkpoint memory strategy is adopted, the utilization of
each device is lower than the service without memory, since
contributors have to work more in the latter case. In Fig-
ures 6(c) and 6(d) the inter-arrival time of contributors is
set to 20 minutes, whereas the request arrival time varies.
Also in this case the checkpoint contributor utilization is
lower than the no memory one. A higher utilization is also
observed when the request inter-arrival time is small since a
larger number of requests is in the system.

The utilization is then used to investigate the power ab-
sorption through eq. (4), by which the energy consumption
is derived. For this reason, energy consumption curves have
the same trend of utilization ones and have not been plotted
for the sake of space. However, considering the parameters
given in Section 4, the battery depletion for a 30 minutes
contribution is never greater than 7%, when U = 100%.

4.3.2  Service provider
Several interesting metrics for the MCS service provider
could be obtained using the QN model. One of them is the

number of contributors in the system, since the number of
end-users requests that can be served depends on it. Figure

7 shows the contribution dynamic for Ac = 1 minute and
Sc = 30 minutes. The evolution of the contribution QN is
represented only for a day in stationary conditions. In this
case, the number of contributors is in the range between 14
and 47, and its average is 30.

Similarly, the system utilization is important to iden-
tify saturation conditions (i.e., when the utilization of each
server is 100%) where the performance degrades and the re-
quested QoS cannot be satisfied, driving to SLA violations.
The system response time is plotted in Figure 8 on the ser-
vice time, also considering different memory strategies. In
Figures 8(a) and 8(b) the arrival time of end-user requests
is set to 200 minutes and the contributor one varies. In the
former, the checkpoint memory strategy is used, in the lat-
ter no memory strategies are adopted. It can be observed
that the system response time is inversely proportional to
the number of contributors in the system. Indeed, if enough
contributors are into the system, the task requests are served
without interruption and they are completed soon. Instead,
when the number of the contributors is too low, each task
request may spend several time waiting to be served. This
behaviour worsens without checkpointing, since a task re-
quest must be processed from scratch if rescheduled.

Figures 8(c) and 8(d) show the system response time for
the requests when the contributor arrival time is 20 min-
utes and the request inter-arrival time may vary. Similar
considerations to the previous case can be drawn. Indeed,
the system response time is also in inverse proportion to the
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request arrival time.

To be sure to not incur in penalties, the provider is also
usually interested in the system throughput, since the pro-
visioning is often constrained by SLAs on this performance
metric. The system throughput is shown in Figure 9 as a
function of the service time, where the checkpoint memory
strategy is compared to the no memory one also consider-
ing different inter-arrival time for contributors and requests.
A larger number of contributors (i.e., smaller value of con-
tributor arrival time) lets the system provide the largest
throughput also when complex requests are in the system.
Being an open QN model, if the system is not saturating,
the average requests throughput is equal to the request ar-
rival rate. The throughput has its maximum value when the
tasks to be completed are simple, whereas it decreases when
the requests are complex. Also in this case the checkpoint
memory strategy positively impacts on the MCS system,
ensuring larger throughput than without memory.

4.3.3 End-user

End-users are mainly interested in the push time, i.e., the
time elapsed since the submission of the end-user request
to the result feedback returned by the MCS system. In our
example, the system has to process n = 10 task requests
before returning the results to the user. The push time thus
evaluated by the QN model, as specified by eq. (1) and
(2), is shown in Figure 10 on the service time, comparing
checkpoint and no memory strategies, considering different

values of either contributors or requests inter-arrival time.
In Figures 10(a) and 10(b) the contributors arrival time may
vary. Considering requests inter-arrival time of 200 minutes,
the push time behaviour is similar to the response time one,
even if its absolute values are larger. The push time in-
creases when the requests are complex (i.e., for larger service
time values) or when the number of available contributors
is low (i.e., for larger Ac values). It is worth noticing that
the larger the number of requests in the system, the faster
the push time increases. Indeed, requests with the same
complexity can easily affect the system performance when
several other requests are already in the system. In both
the considered cases, checkpoint strategy provides the best
results.

4.3.4 Further results

In this section we want to investigate on the likelihood
of exponential and non exponential models by comparing
the CTMC validation results against those obtained by a
non-Markovian QN model characterizing by an Erlang dis-
tribution the Service Center service time and also includ-
ing the Fork/Join stations to represent the end-user request
decomposition. To this purpose, we compare the system re-
sponse times of the two models with Ac = 10 minutes and
AR® = 200 minutes, where end-user requests are decom-
posed into n = 10 tasks (thus AF = A%**/n = 20 minutes
for the exponential model). For non-exponential model we
considered both the case with checkpoint memory strategy
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Figure 7: Number of contributors in the MCS system in the case of Ac = 1 minute and Sc = 30 minutes, for

24 hours of observation.

and the one without memory, to be compared with the ex-
ponential model that, being memoryless, cannot represent
any memory policy. The results thus obtained, shown in
Figure 11, clearly highlight that exponential models cannot
be used as a valid approximation of non-exponential ones.
The exponential values are closer to the ones obtained by the
non exponential model when considering the checkpointing
memory policy. This allows us to argue that dealing with
non exponential distributions and related memory policies
is mandatory to properly represent MCS systems.

S. RELATED WORK

Several works in literature deals with the MCS challenges
above identified. With specific regard to performance and
energy modeling and evaluation, it is important to inves-
tigate on the MCS application behaviours under different
scenarios, dealing with complexity and churning issues. In
this context, simulation is proposed for the evaluation of
MCS system performance in [8], while Karaliopoulos et al.
[18] used stochastic model to face the problem of user mo-
bility, selecting users for crowdsensing campaign through an
optimization problem. Stochastic models are also used to
investigate how to maximize utility [17] and profit [16] in
MCS applications. In these works, Lyapunov optimization
is used to find the best solution for the considered problem.
Liu et al. [19] adopted a CTMC to study the data collected
by sensing vehicles, focusing on their spatial distribution.
In [9, 22] MCS applications are modeled to analyze their
QoS. In particular, the authors adopted an extended ver-
sion of Stochastic Petri net formalism taking into account
contributors and workload fluctuations in MCS system per-
formance and reliability evaluation. The main problem of all
such techniques lies on largeness and complexity, in terms
of numbers of user requests and contributors. State space
based models have intrinsic limitations in dealing with such
an issue due to the well know state space explosion problem.
Also simulation time could be significantly affected by these
parameters, even if in a less critical way than the state space
models.

In this paper we recurred to queueing theory to model
MCS user and contributors arrival processes, since it allows
to represent complex systems with both open and closed
workloads. The main issue to address is on the contribution
modeling, which is related to the queuing station server. In
MCS this parameter is variable in time, due to churning is-
sue, and in the QN domain it means that a technique able to
deal with variable number of servers is required. An inter-
esting solution could be provided by QN with breakdowns

and repairs [26, 6, 11, 1], considering the departure and the
arrival of a contributor as a breakdown and a repair event
for a QN station server, respectively. In [26] only closed QN
are considered, whereas [6, 11, 1] analyze the performability
of an open QN. All these techniques adopts Markov pro-
cesses to model the failure state of the systems, thus restrict-
ing the scope to exponentially distributed sojourn times for
MCS contributors, that are considered as faulty/reparable
servers. In our work, we proposed to deal with the contrib-
utor /server fluctuations representing them as job arrivals in
the contribution QN (i.e., contributors) and as servers in the
processing network. In this way, we relax the memoryless-
exponential limitation on contributors/servers allowing to
representation of any kind of distribution in the QN model.

Furthermore, to provide quantitative results from differ-
ent perspectives (contributors, service provider and end-
users), we also took into account energy related metrics on
the nodes and servers. Conti et al. [8] identified this as-
pect as one of the key challenges to motivate participants in
contributing. Indeed, since the battery capacity of these de-
vices is often very limited, MCS applications should have a
low impact on the battery depletion, letting users be almost
unaware of their contributions to MCS. The proposed tech-
nique also allows to derive energy indexes from performance
metrics, thus providing a multiple-view and a comprehensive
analysis of an MCS system.

6. CONCLUSIONS AND FUTURE WORK

In this paper, a technique for evaluating MCS system per-
formance and energy consumption properties is proposed.
Through queuing network models, this technique allows to
assess corresponding indicators from different perspectives
including end-users, contributors and providers. In this
way, the contribution dynamics issues due to the random
and unexpected leave of contributors, i.e., churning, can be
taken into account, as well as related policies for mitigat-
ing their effects on the MCS application performance such
as the checkpoint memory strategy. To deal with churn-
ing dynamics the QN model has been extended to allow
variable number of servers in the contribution service sta-
tion, thus properly representing contributor join and leave
fluctuations. The proposed technique therefore overcomes
the limits of existing solutions, coping with non exponential
distributions stochastically characterizing the contribution,
the end-user request and the service time dynamics. To
this purpose, memory mechanisms have been implemented
providing a powerful mechanisms for the evaluation of ad-
vanced policies such as the checkpointing one, allowing to
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Figure 8: Average system response time for task requests, as a function of service time with fixed request
inter-arrival time and either checkpoints (a) or without memory (b), and with fixed contributor inter-arrival
time and either checkpoints (c) or without memory (d)

properly represent restarts from checkpoints in stateful, non-
memoryless processes.

A case study has been discussed to explain by example
how to use the proposed technique. In the experiments, our
simulation-based implementation, extending OMNeT++,
has been validated through a continuous time Markov chain,
also comparing the results thus obtained against the ones
computed by using the JMT tool to solve our QN model.
Then, further evaluation allowed us to investigate the effect
of checkpointing strategies on the performance and energy
indicators of the MCS system taken into account from the
contributor, end-user and provider perspectives. Eventu-
ally, the validity, the suitability and the effectiveness of the
proposed technique have been demonstrated through a case
study.
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ABSTRACT

A main aspect in computational modelling of biological sys-
tems is the determination of model structure and model pa-
rameters. Due to economical and technical reasons, only
part of these details are well characterized, while the rest
are unknown. To deal with this difficulty, many reverse en-
gineering and parameter estimation methods have been pro-
posed in the literature, however these methods often need
an amount of experimental data not always available.

In this paper we propose an alternative approach, which
overcomes model indetermination solving an Optimization
Problem (OP) with an objective function that, similarly to
Flux Balance Analysis, is derived from an empirical bio-
logical knowledge and does not require large amounts of
data. The system behaviour is described by a set of Or-
dinary Differential Equations (ODE). Model indetermina-
tion is resolved selecting time-varying coefficients that max-
imize/minimize the objective function at each ODE inte-
gration step. Moreover, to facilitate the modelling phase we
provide a graphical formalism, based on Petri Nets, which
can be used to derive the corresponding ODEs and OP. Fi-
nally, the approach is illustrated on a case study focused on
cancer metabolism.

1. INTRODUCTION

The inherent complexity of biological systems makes the
study of their dynamics and behaviours a difficult issue.
Within this context, computational modelling can help biol-
ogists/clinicians to identify which molecules and interactions
have a crucial role on the global behaviour of the system.
Many modelling approaches have been proposed in the lit-
erature. An appropriate choice among them depends on
the specific biological question being addressed and on the
available data. An extensive review of the most successful
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modelling approaches used for metabolic, and more in gen-
eral for any biochemical network, is reported in [4], where
the authors divide these approaches into three classes (i.e.
interaction-based, constraint-based and mechanism-based ap-
proaches) depending on the used level of abstraction. For
instance, interaction-based approaches do not consider any
quantitative aspect, so that they allow only a topological
analysis of the system. Instead, constraint-based approaches
rely on the assumption of steady state and typically ex-
ploit Flux Balance Analysis (FBA) and its extensions [18§]
to study the system at equilibrium. Mechanism-based ap-
proaches describe interactions with high level of detail and
are the most likely candidates to provide a complete under-
standing of biochemical dynamics.

In order to build a mechanism-based the modeller has to
specify all its characteristics, like, for instance, the structure
of the system, the mechanism of the events that produce
changes in variables and the mathematical expressions used
to represent them, with all their parameters defined. This
considerable amount of preliminary information requires the
modeller to acquire an extensive knowledge of the biological
phenomena and to formulate all the assumptions on which
the model relies. In this article we will focus on a particu-
lar type of biochemical systems, namely metabolic systems,
and on modelling these systems with Ordinary Differential
Equations (ODEs). Due to economical and technical rea-
sons, the complete information needed to build the set of
ODEs is rarely available, causing the modeller to face sit-
uations of indetermination. In this study we will consider
in particular those metabolic models in which part of the
reactions are fully characterized while the rest are not. Two
groups of reactions are thus defined: determined reactions,
having well characterized structure, mathematical expres-
sion and parametrization, and undetermined reactions, de-
scribed just by their stoichiometry.

Issues of indetermination have been already deeply studied
in literature and solutions have been proposed at different
levels, depending on the type of missing information. Tech-



niques of reverse engineering (RE) and Parameter Estima-
tion (PE), for instance, overcome this indetermination by
means of available experimental data and optimization al-
gorithms [4, 15, §].

In our previous work [22] we proposed an alternative ap-
proach to deal with situations in which insufficient experi-
mental data hamper the application of PE and RE methods.
To overcome the lack of information concerning undeter-
mined reactions we chose to exploit an empirical biological
knowledge that helps us formulate some modelling assump-
tions and define an optimization problem (OP). Since the
direct definition of the ODEs and of the OP may be difficult
and may require advanced modelling skills, we facilitate this
process providing a high level graphical formalism based on
Petri Nets (PNs).

In this article, we reviewed the approach presented in [22].
In detail we propose two new solution algorithms to speedup
the solution process. Moreover, the performance of these
new algorithms, in terms of accuracy and computational
cost, are compared with the implementation proposed in [22]
through a new set of experiments. The paper is organized as
follows. Section 2 gives a general outlook on other methods
currently used for similar purposes, while Section 3 provides
the necessary background on PNs and OPs. In Section 4
our approach is introduced: a formal definition of our PN
extension and the procedure to automatically translate a
model described through such a high level formalism into the
underlying ODE system and OP are provided. In Section 6
we conclude presenting some future works.

2. STATE OF THE ART

As mentioned in the introduction, situations of inadequate
biochemical characterization are traditionally managed with
Reverse Engineering (RE) or Parameter Estimation
(PE) computational techniques. When the topology of the
network is not known, several techniques of RE can be used.
Besides topology, the parametrization of the model repre-
sents at present the main area of lacking information. The
parameters required for a kinetic model include both the
kinetic parameters and the initial conditions. Many param-
eters have been experimentally calculated with biochemical
assays, and have been reported in literature, but many oth-
ers are still unavailable. As some authors have pointed out,
if we consider the parametrization of the mathematical ex-
pressions of enzyme activity: “for the foreseeable future, full
availability of true rate equations for all enzymes is certainly
an illusion” [3]. To cope with this situation, many PE tech-
niques have proposed different approaches that aim to au-
tomatically infer model parameters from experimental data.
In general, the inputs of PE methods include network topol-
ogy, initial conditions and discrete-time time series of some
biochemical species present in the model. When parameters
and network topology are unknown, PE has to be embedded
in the solution of a Reverse Engineering problem [4]. In-
stead, if parameters and initial conditions are unavailable, a
joint state-kinetic constants estimation (see,e.g., [13]) has to
be performed. PE performs a global optimization of a fitness
function which evaluates the distance between the simulated
solution and the experimental data points. Several alterna-
tive optimization algorithms can be found in literature, each
adopting a specific approach to escape from local minima
and to limit the computational complexity. The difficulty

of PE lies in the availability of experimental data, which in
many real cases are very scarce. In this paper we present an
approach that can be used in situations where both part of
the network structure and part of the parametrization are
unknown, representing an alternative to a PE embedded in a
RE process. Differently from these techniques, our method
tries to escape a strict dependency from experimental data
using an OP that relies on biological empirical knowledge.
This OP exploits an objective function that is conceived to
represent a specific biological behaviour or phenotype, as it
will be discussed in Section 5.

The use of an objective function with a biological meaning
has already been incorporated in Flux Balance Analysis
and Cybernetic Modelling (CM). In most FBA studies
the objective function describes an objective that we believe
is physiologically relevant for the cell, like the maximisation
of biomass. This is used to predict a physiological behaviour
of the cell. The idea that a system, like a cell, seeks a biolog-
ical objective is justified acknowledging the apparent goal-
directedness of nature. Other computational approaches,
like cybernetic modelling [25], have taken advantage of this
concept, which has been formally defined with the word
teleonomy. A teleonomic view of nature indeed considers
that the genetic programs of all living organisms have been
shaped by evolution in a way that highly performing phe-
notypes have been selected [25]. Both FBA and cybernetic
modelling have proved that this perspective can be used in
different ways to simulate real biological behaviours. How-
ever, referring to the modelling categories defined in the
introduction, FBA pertains to the group of constraint-based
models, which are able to offer only a representation of the
system at steady state. In FBA, the assumption is that the
period in which the concentrations of biochemical species
fluctuate can be neglected, while primary relevance is at-
tributed to the condition in which the system is at equi-
librium, i.e. when concentrations do not change in time
any more. A further improvement of FBA is represented
by dynamic Flux Balance Analysis (dFBA), proposed
by Mahadevan and coworkers [20]. Here the extracellu-
lar space is modelled dynamically while inside the cell the
steady-state assumption holds. In dFBA an ODE system is
built to describe all extracellular events while the distribu-
tion of intracellular fluxes is calculated via a static optimiza-
tion algorithm (SOA) or a dynamic optimization algorithm
(DOA). For reasons of similarity with our approach we will
focus specifically on the SOA algorithm, in which a biologi-
cal objective function, like cellular growth rate or biomass,
is maximized at each integration step of the ODEs. It is
worth highlighting that dFBA always considers the intracel-
lular system at steady state, so it neglects all the dynamic
fluctuations of internal metabolites. In the field of mecha-
nism based models, the teleonomic perspective was adopted
by cybernetic models [25], which have been presented in
a long series of progressive refinements. Besides teleonomy,
the CM approach also assumes that (i) the topology of the
network is completely known, that (ii)metabolic enzymes
are regulated at the gene expression level or via allosteric
mechanisms, that (iii) some economic principles govern the
way the cell implements these regulations, meaning that the
cell, as if it were a rational investor, enhances those reactions
that assure the highest yield in terms of the objective func-
tion. Finally CM assumes that (iv) accurate mathematical
expressions with a complete list of kinetic parameters are



available. These assumptions limit the good predictions of
cybernetic models only to situations in which all parameters
are available or where sufficient experimental data allow PE
methods to be employed.

3. BACKGROUND

In this section we first introduce a brief overview of the
(Stochastic) PN (SPN) formalism highlighting how it is pos-
sible to derive from an SPN model an ODE system that can
be used to study the system’s behaviour. Subsequently, we
will re-call the basis of the OPs and their solution techniques
which will be used in the sequel of this paper.

Stochastic Petri Nets. PN and their extensions are graph-
ical modelling formalisms which are becoming quite popular
to build models of biological systems. The reason of this ap-
peal is their capabilities of representing in a simple and intu-
itive manner many important features of these systems and
thus of constructing models that are easy to understand also
by non-mathematicians and non-computer scientists. PNs
are bipartite directed graphs with two types of nodes called
places and transitions. The places, graphically represented
as circles, correspond to the system variables (e.g. enzymes
and compounds), while the transitions, graphically repre-
sented as rectangles, encode the events (e.g. interactions
among biochemical entities) which cause the system evolu-
tion. Arcs connecting places to transitions (and vice versa)
express the relations between states and event occurrences.
Places can contain tokens, graphically represented as black
dots, that in the context of systems biology, often describe
the number of molecules of the corresponding entities. An
example of a PN model is shown in Fig. 2 which describes
glycolysis in human red blood cells.

The state of a PN, called marking, is defined as the num-
ber of tokens in each place of the net. An example of mark-
ing for the PN in Fig. 2 is showed in the third column of the
Table in Fig. 3. The system evolution is given by the occur-
rence of enabled transitions, where a transition is enabled
if each input place contains a number of tokens greater or
equal than a given threshold defined by the multiplicity of
the corresponding input arc. A transition occurrence, called
firing, removes a fixed number of tokens from its input places
and adds a fixed number of tokens to its output places. The
multiplicities of the input/output arcs determine the num-
ber of tokens involved by transition firings. The set of all
the markings, that a net can reach through transition firings
from an initial marking, is called the Reachability Set (RS).
Instead, the behaviour of the net is encoded by means of
the Reachability Graph (RG), a directed graph whose nodes
are the markings of the RS and whose arcs are tagged with
the labels of the transitions that cause the corresponding
marking changes.

Temporal specifications must be introduced to model and
study the temporal dynamics of a PN. Several timed exten-
sions have been proposed in the literature [19]. In this paper
we focus on Stochastic PN (SPN) [16], in which exponen-
tially distributed random delays (interpreted as durations
of certain activities) are associated with transition firings.
Thanks to this assumption the temporal behaviour of the
system can be modelled with a random process governed by

the so-called Chapman-Kolmogorov differential equations [5].

These equations correspond to the Master Chemical Equa-

tions [6] that are used to describe the behaviour of biolog-
ical systems, thus making this formalism quite attractive
for these types of applications. Specifically, the underly-
ing stochastic process corresponds to a Continuous Time
Markov Chain (CTMC) that can be represented as a graph
isomorphic to the RG of the net. Formally an SPN can be
defined as follows:

DEFINITION 1. A stochastic Petri net system is a tuple
N = (P7 T7 [7 O7 mo’ A)

where:

P = {pi}1<i<n, is a finite and non empty set of places
of cardinality ny;

o T = {t;}1<i<n, i a finite, non empty set of transitions
with cardinality ny and such that PNT = (0. All
these transitions are Timed transitions which fire with
a random delay characterized by a negative exponential
probability distribution;

e [.O: P xT — N are the input, output functions that
define the arcs of the net and that specify their multi-
plicities;

e mg : P — N is a multiset on P representing the initial
marking; the notation mo(p;) specifies the initial mark-
ing of the place pi;

e )\ : T — R gives the firing intensities of the transitions.

The values assumed by the functions I and O can be col-
lected in m;, X my matrices (which we still call I and O) and
whose entries are I (p;, t;) and O(ps, t;), respectively. By I(t)
we denote the column of I corresponding to transition ¢ (the
same holds for O). The set of input places of transition ¢
(i.e. the preset of t), denoted *¢, and the set of output places
of t (i.e. postset of t), denoted t*, are defined as follows:
“t={peP|I(p,t) #0} and t* = {p e P | O(p,1) £ O}.

From SPN to ODE. It often happens that, in case of very
complex models, the underlying CTMC can not be derived
or/and solved due to the well-known state space explosion
problem. To cope with this difficulty, whenever the stochas-
ticity of the modelled system can be neglected (e.g. due
to huge number of molecules), the so-called deterministic
approach can be exploited, assuming that the behaviour of
entities contained in a place of the net is described with an
Ordinary Differential Equation (ODE) and that the whole
model is specified with a system of ODEs, one for each place
of the net. In the literature, different laws (e.g. Michaelis-
Menten, Hill-equation, etc.) have been proposed to encode
each reaction of the biological system into an ODE. Here
we focus on the Mass Action (MA) law [23]" in which the

!Observe that this choice does not affect the generality of
our approach that can be applied independently of the as-
sumed law.



ODEs describing the model have the following form:

d‘r%l/(y): Z O(ps, t5)A(t5) H mph’(y)l(ph’tj)

3:0(pi,tj)#0 h:I(pp,,t;)70

=3 tutae) T @ )

J:I(pistj)#0 h:I(pp,t;)#0

where z,,, (V) represents the amount of the entity in place p;
at time v assuming that z, (0) is defined through the initial
marking of the net so that z,, (0) = mo(p:).

For instance, considering the PN model in Fig.2 the be-
haviour of place GLC' is described by the following ODE
equation assuming the MA law:

d
azciiyc(l/) = +XNKr)- zok -zerc -zarp  (2)
—AKR,) THK - TGP - TADP

Optimization problem. In Mathematics, Computer
Science, and Operations Research, optimization or math-
ematical programming consists of minimizing (or maximiz-
ing) a function by systematically choosing the values of its
variables from a set of feasible possibilities properly ex-
ploiting analytical or numerical methods. In Systems Bi-
ology optimization is not a new concept since it has been
already proposed to reconstruct gene regulatory networks,
transcriptional regulatory networks, protein interaction net-
works, conditional specific sub-networks, and active path-
ways [11], and to perform FBA. Formally an optimization
problem with inequality constrains can be defined as follows:

Fopt(x)

minimize
subject to  Gi(x) >b;, 1<i<lI
Li(x)<¢j, 1<j<m

where the vector x = (y1,...,Yn) is the variable vector, the
function Fopt : R™ — R is the objective function, the func-
tions G;(x) : R™ — R and £;(x) : R® — R are inequality
constraint functions, and the constants b1,...,b;,c1,...,Cm
are the bounds for the constraints. A vector x°, called op-
timal, is the solution of the OP if, among all vectors that
satisfy the constraints, it is that which yields the smallest
(largest) value of the optimization function: Vz s.t. Gi(z) >
bi,...,L1(z) < cm we have that Fope(z) > Fope(x°).

We recall that an OP is called a linear program if the
objective and constraint functions are linear and non-linear
otherwise. As shown in the next sections of this paper, we
will focus on non-linear programs in which constraints can
be non-linear as well. To solve this type of OPs, several
algorithms have been proposed in the literature, and the
reader can find a complete survey of these methods in [12].

4. OUR APPROACH

Before describing our approach in details, we introduce
the biological considerations which motivated our proposal.

First, in our method we assume that both the topology
and the kinetic parameters of the network are specified with
different level of detail, depending on the biochemical event
we are observing. Since in biochemical systems events are
generally represented as biochemical reactions, we decide to
divide all the reactions into two classes: determined reac-
tions and undetermined reactions.

We assume that for determined reactions the mechanism
of their biochemical interaction has been already properly
characterized, so that they can be modelled with mathe-
matical expressions that contain the full lists of kinetic pa-
rameters.

Instead, regarding undetermined reactions, we assume that
in this part of the network the topology is only partially
known, so that while all the reagents, all the products and
some modifiers are specified, we do not exclude that other
modifiers could be present.

For instance, this assumption can be motivated by many
studies that showed how many cells of different organisms
own different isoforms of the same enzyme and that every
isoform has a specific affinity for a group of molecular reg-
ulators [17]. Thus, in a specific cell, the resulting kinetic
behaviour of a reaction is a direct consequence of the pro-
portion at which these isoforms are present [17] [2]. In some
situations this proportion may hardly be defined, and, even
if it is known, the list of modifiers for secondary isoforms is
not always clear.

Moreover, for specific conditions, like cancer, cells may
present genetic mutations and quantitative alterations or
isoform swithces that change the affinity between the en-
zymes and their regulators, thus affecting the overall en-
zymatic dynamics. Assuming the molecular interactions of
an enzyme are unclear necessarily implies that its activity
is not expressible with a fully-parametrized mathematical
formulation.

Finally, as anticipated in Section 2, we assume that an ob-
jective function with a biological meaning can be profitably
used to formulate an OP and to reproduce an actual biologi-
cal behaviour. From our point of view, this biological objec-
tive can be interpreted in different ways. For instance, it can
be related to its definition in FBA or CM and formulated
similarly. In FBA, according to the teleonomic perspective,
the objective function describes an objective that we believe
is physiologically relevant for the cell, like the maximisation
of biomass. This is used to predict a physiological behaviour
of the cell. Inspired by other successful applications of FBA,
also in our approach the objective function can express a
non-physiological goal of the cell, like the maximisation of
ATP production, and used to identify some property of the
network, or, it may be used to impose an engineering (e.g.
maximisation of the production of a particular amminoacid)
or therapeutic (e.g. minimisation of some reaction fluxes vi-
tal for cancer cells) objective to a metabolic system. More in
general, the objective function is intended to represent any
relevant biological behaviour that has been experimentally
measured or that has to be achieved. Our approach thus
tries to investigate if and how this specific biological pheno-
type can be reproduced in a biochemical system where the
topology and the parametrization are just partially known.

In details we propose a method that takes advantage of an
iterative process of optimization: at each simulation step, an
objective function with the aforementioned biological mean-
ing allows us to estimate the activities of undetermined re-
actions, and thus to obtain a complete description of system
behaviour.

In order to acheive this, we define a set of time-varying
parameters for all undetermined transitions. Thus, while the
kinetic parameters of determined transitions maintain their
fixed values, only the parameters of T,,s are allowed to vary.
These are defined with the intent that their changing values



recapitulate the lack of information about the structure and
the kinetic parameters of undetermined reactions.

To facilitate the construction of the model we propose a
new graphical formalism based on PN, which allows to au-
tomatically translate the model into its mathematical rep-
resentation, consisting of the ODEs system and the Opti-
mization Problem (OP).

According to this we decide to present our approach firstly
introducing this new graphical formalism, and then provid-
ing its automatic translation into a ODE system in which
indeterminate transitions are tackled through an OP. For
this purpose we use the model of Fig.2 as a “running exam-
ple” that we comment in the rest of the paper to discuss the
features of this new modelling formalism.

SPN with Indetermination. The formal definition of
a new PN extension called Stochastic Petri Net with Inde-
termination (SPNI) is the following:

DEFINITION 2. A stochastic Petri net with indetermina-
tion is a tuple

N: (P7T7[707m0,)‘n7Au7-Fé\£t)

where:

o T =T,UTy is a finite, non-empty set of timed transitions

with T,NT,, = (. T, is the set of determined transitions,
while T,, is the set of undetermined transitions.

e )\, : T, — R gives the firing intensity of T), transi-
tions.

o Ay : T, — R? gives the range of variation of the flux
of Ty transitions.

. ]:opt T x P — R is an objective function whose terms
are represented by place markings and transition firing
intensities.

We use the notation AZ(t) (resp. AY(t)) to denote the lower
(resp. upper) bound values of the interval in which the flux
of at € T, can vary; A, (t) then represents a possible flux
value of the (undetermined) transition ¢ compatible with its
specified lower and upper bounds.

From SPNI to ODE and OP.

Due to the indetermination associated with the T, transi-
tions, it is not possible to directly use Eq. 1 to represent the
deterministic behavior of an SPNI model. We can however
re-write Eq. 1 as follows:

dz,,
xgil(u): Z O(pis tj) M, ( H ap, () Prots)
14
J:0(pi,t;)#0 h: I(ph,t]);éo
— Z I(ps,t; H Ty, (v 1(pht )(3)
J:I(piyt;)#0 h:I(pp,t;)7#0

where M is a function defined in the following way:

_ @
M(v) = { ye(v)

The parameter y:(v) encodes the indetermination associated
with the undetermined transition ¢ at time v and must be
properly estimated to solve the ODE system.

if teT,
otherwise

(4)

As we already pointed out, the undetermined transitions
are part of the model either because their exact specifica-
tion is not relevant with respect to the goals of the analysis
carried on with the SPNI or because they are too difficult to
identify in a precise manner. Independently of the context
of the modelling experiment, it is usually the case that we
want to minimize (or maximize) certain measures defined
on the portion of the state of the system that is not directly
affected by undetermined transitions. These measures, that
may assume complex definitions, become the optimization
functions that we use to study these models.

To cope with this problem we thus propose to exploit
an optimization process in which the objective function de-
pends on the solution of the ODE systems in Eq.3. In prac-
tice, the optimization process solves the ODE system for a
specific time interval while, simultaneously, it uses the ob-
tained solution to compute the objective function of the op-
timization problem. The maximum/minimum value of the
objective function allows to identify the values of unknown
parameters of undetermined reactions.

Given a SPNI model, the corresponding OP, whose solu-
tion will be used to estimate the firing intensity values of
the Tys, is derived using the following definition.

DEFINITION 3. The OP derived by the SPNI is a tuple
0= (ylM]_—Optvgv‘C)
where:

e y, represents the optimizing values of undetermined
transitions at time v, i.e. YVt € Ty = y:(v) € yu;

® JSopt = ]:é\zgt{
e G is defined by

vt e Ty = y:(v) v)Hent) > AL ()

I 2ent

h:I(pp,t)#0
e L is defined by

vt € Ty = y(v) ) enti) < AU (1)

II =

h:I(pp,t; )760

For instance, considering the SPNI in Fig. 2, where the
gray boxes highlight the transitions affected by indetermina-
tion, the vector y(v) has size six and represents the optimal
values of the firing rates of transitions T yf1, Turi, Tuss,
Tur3, Tuf12, Turi2. An example of objective function could
be the maximization of the Lactate (LAC) as described in
our case study in Section 5.

Moreover in our example

AG(Tuy,) = 1620 - Thk - ToLe - TaTP

AT ( uh) =2.592e + 08 - HK - TGLC - TATP,

with limit values chosen as explained in Section 5.

How to compute the model behavior. Let x(v) repre-
sent the behaviour of the model at time v . The numerical
integration of Eq. 3 provides the behaviour of the model at
time v+ 7, in terms of the behaviour x(v) computed at time
v and of a set of parameters deriving from the structure of
the SPNI (I, and O), the firing intensities of the definite
transitions of the net (A,) and of the firing intensities of
the undetermined transitions estimated at time v and col-
lectively represented as y(v). The values of x(v + 7) are
thus the results of the evaluation of a function whose input



Algorithm 1 Algorithm to solve ODE system with Inde-
termination
1: function SOLVvEODEI(ODEIL G, L, Fopt, Yt, T, Final Time)
v = 0.0;
ODEI Init(Value),
while (v < FinalTime) do
print(v, Value);
Res=SolveOP(ys, Value, ODEI, v+ 1,G, L, Fopt );
Value=Res.Value;
yr=Res.yt;
: vV +=T;
10: end while
11: end function

parameters are represented by a tuple B(v) = (B, By(v))
where B = (I,0, \,) and B, (v) = (x(v),y(v)) ?. The inte-
gration step s identifies the time points v; = i * 7 where the
evaluation of the model behaviour is of interest.

Role of the estimation phase of our method is that of find-
ing a set y(v) that, being compatible with the constraints of
the SPNI model (A,), minimizes the objective function at
time v+ s. The optimization phase identifies a number K of
initial conditions, that we denote with BL’“J(u), k=1,.. K,
consisting of the behaviour of the model computed at time v
and of K random points within the space of firing intensities
of the undetermined transitions identified by the constraints
A. From each of these configurations the method numeri-
cally integrates the system of ODEs up to time v + s to

derive y(v). Letting B (1) = (B, BL“(V)), with B (1) =

(x(v), y¥1(v)), the solutions obtained from the integration
of the ODEs with parameters B[’“](z/)7 k=0,1,..., K and up
to time v 4 s are compared to identify the choice of BI* (1)
which provides the best evaluation of the objective function,
thus identifying y*!(v 4 s) = y(v). Crucial in this optimiza-
tion step is that the numerical integration of the ODEs is
performed with a method capable of identifying an integra-
tion step h small enough to allow a precise solution of the
ODEs during these “tentative” evaluations that are used to
select the firing intensities of Tys.

In general, this whole method is repeated for each time
point v; starting from vy = 0. However, solving the OP for
each value of v; can be excessively costly and we can thus re-
duce this computational effort by identifying a time interval
p that is a multiple of 7 and that determines the time points
where the optimization is requested. By doing so, if we set
p =m-T, we assume that for m — 1 intermediate evaluation
steps the values of A, (v) (i.e. y(v)) remain constant and
an approximation is introduced.

Having discussed how to derive from an SPNI model (i)
an ODE system with indetermination (see Eq.3), and (ii) an
OP (see Def.3), we can devise an algorithm which combines
them to derive the model behaviour.

The pseudo-code of this algorithm is shown in Alg. 1. It
takes as input the ODE system with indetermination (i.e.
ODEI), the OP (i.e. described by functions G, £ and Fop),
the initial guess for the rate of undetermined transition (i.e.
yt), the step size used for the optimization schema (i.e. 7),
and the final time (i.e. FinalTime). The output of the al-
gorithm is represented by the values generated for each sys-

2In the sequel of the paper we will indifferently use y:(v)
or Ay(t,v) to represent the undetermined parameters of our
models as provided by the optimization problem at time v.

Algorithm 2 Algorithm to solve ODE system with Inde-
termination integrated with the heuristic function

1: function SOLVvEODEI(ODEIL G, L, Fopt, Yt, T, FinalTime)

2 v = 0.0;

3 ODEI. Init(Value),

4: while (v < FinalTime) do

5: print(v, Value);

6: if Heurist(Value,time) then

7 Res=SolveOP(yi, Value, ODEI, v+ 1,G, L, Fopt );
8 Value=Res.V alue;

9: yr=Res.yt;

10: else

11: Value=ODE.SolveODE(V alue,v + T, yu);
12: end if

13: v +=T;

14: end while
15: end function

tem entity at different time points (i.e. v;). In details, the
method Init() at line 3 initializes the vector Value encoding
the initial values assumed for all the entities of the model.
Then, the code from line 7 to line 13 is repeated until the
time horizon is not reached. In each iteration the function
print() is called to print the current values of the system
entities. Subsequently, the function SolveOP() solves the
optimization and returns the new values of the system en-
tities and of the rates of Tys (i.e. Res.Value and Res.y:
respectively). It takes as input an initial guess for the rate
of Tys (i.e. yi), the current values of the entities (i.e. Value),
the final time in which the objective function will be evalu-
ated (i.e. v+ 7), the ODE system (i.e. ODE), and a set of
functions encoding the OP (i.e. G, L and Fopt). The func-
tions G and L are used by the optimization solver to test if a
new vector y, randomly generated according to the param-
eter constrains, is a feasible solution. Indeed the functions
G and L verify if y satisfies the inequality constraints. The
function Fop: is instead called by the optimization solver to
compute the value of the objective function associated with
a feasible vector y.

This function, takes as input the vector y, the current val-
ues of the entities (i.e. Value), the ODE system (i.e. ODE),
and the final time in which the objective function must be
evaluated (i.e. v 4 7). First it computes the quantities val-
ues at v + 7 assuming the missing rates to be equal to y.
Then, the computed values are used to evaluate the objec-
tive function, whose derived value is returned. When the
optimization step is terminated the vector Value is updated
with the new computed values.

Moreover, in Alg. 2 we report an extension of the previous
pseudo-code in which the optimization solver could be exe-
cuted less frequently, so not at each time step. Indeed, we
propose to exploit a heuristic function to decide when the
optimization phase must be performed. Hence, when the
optimization solver is not called the previous value y; are
considered during the solution of ODE system (i.e. method
SolveODE()). In Section 5 an example of such a heuris-
tic function is discussed and some experimental results are
presented.

5. EXPERIMENTAL RESULTS AND DIS-
CUSSION

Our implementation. To perform our experiments a
prototype implementation of the proposed method integrated



Figure 1: PN20ODE translation process.

in the GreatSPN framework [1] was developed. In detail, we
extended the GreatSPN tool PN20ODE providing the auto-
matic translation from SPNI to the ODEs system and OP
system. A scheme representing this process is reported in
Fig. 1. The generated ODEs system and OP are encoded in
R language and saved into a file that is processed through
the R environment to obtain the system behaviour. The
R package deSolve [10] is used to solve ODEs integration,
while package GenSA [21] is used to solve the OP.

The translation tool takes as inputs:

e the SPNI model, drawn with the GreatSPN GUI and
saved into two files with extension .net and .def;

e One text file listing the undetermined bounded tran-
sitions;

e One text file containing the objective function.
The translation is performed with the following pipeline:

e The program extrapolates from .net and .def files all
the PN information, such as places, transitions, arcs,
initial marking and firing rates. Unkown transition
rates are marked as NA.

e The program verifies the correctness of the file contain-
ing undetermined bounded transitions. For each un-
determined transition T, two values AZ(¢) and AY(¢)
that bound its flux are required. Optionally, the start-
ing point, from which the OP solver starts searching
the optimal solution, can be specified. If no starting
point is provided, then a default value is computed as
half of the sum of AZ(¢) and AT ().

e The objective function, stored in the .txt file, is pro-
cessed through a lex and yacc parsing tool. It can be a
generic expression whose terms are the places and the
transitions of the net.

e The whole translation process is executed from the
command line as follows: PN20DE SPNI_file_name -M

-P -T ./transitions_file -F ./obj_fun_file_name , where
-M enables Mass Action policy, -P enables export for-
mat in R with the optimizer, while -T and -F are re-
spectively used to specify the two text files containing
the undetermined bounded transitions and the objec-
tive funtion.

Case study. The proposed approach is used to inves-
tigate the metabolic behaviour of cancer cells to illustrate
its practical applicability. The model represents the gly-
colytic pathway in a generic human cell. It is inspired by
the model presented in [9], which describes glycolysis in hu-
man red blood cells. Glycolysis is the most important and
best studied intracellular metabolic pathway. In every cell
of the human body, it leads to the consumption of Glucose
(GLC) and a progressive production of Pyruvate (PYR) and
energy, in the form of Adenosine Triphosphate (ATP). Then,
in physiological conditions, in the presence of oxygen, PYR
is metabolised by other pathways to generate the majority of
the energy consumed by the cell. In absence of oxygen, PYR
is converted to LAC without further energetic yields. The
model is characterized by seventeen metabolic reactions, the
related equations are reported in the first column of the Ta-
ble in Fig. 3, and it can be graphically described by the SPN
model in Fig. 2 where place names are chosen to recall the
corresponding biological compounds. The first and the last
transitions are included to reproduce the inflow of GLC and
the outflow of LAC in and from the cell. All the other tran-
sitions describe forward and reverse reactions, catalized by
specific metabolic enzymes.

Differently form normal cells, cancer cells exhibit an en-
hancement of glycolysis and production of LAC even in the
presence of oxygen, a phenomenon known as Warburg Effect
[7]. This phenomenon represents the central focus of our ex-
periments. It has been recently shown that metabolic alter-
ations seen in cancer cells are promoted by specific mixtures
of isoforms of their metabolic enzymes. In particular, it
seems that isoforms of Hexokinase (HK), Phosphofruc-
tokinase (PFK) and Pyruvate Kinase (PK) may play
an eminent role [14]. Despite these discoveries, it is still
complicated to characterize the in vivo kinetics of these iso-
forms. Conditioned by these constraints, we chose to set
the reactions involving HK, PFK and PK as undetermined
transitions, i.e deficient of a complete list of regulators and
of a specific mathematical expression containing its kinetic
parameters. Our approach is used here as an attempt to ac-
quire a deeper understanding of cancer metabolic dynamics.
The idea is to use an objective function that encodes the
Warburg Effect, considering every type of cancer at every
possible tumour stage. We decided to formalize it as the
maximization of LAC production at every integration step.
Thus, the optimization process searches the values of the fir-
ing intensities of all Tys that allow to maximize LAC. The
fluxes of undetermined transitions Tu; , Tu, , Tusys Tur,,
Tuf12 and Tur12 were allowed to vary in a wide range that
agrees with the available biological knowledge. Specifically
the boundary conditions were set as follows:

AL (Tuy,) = 1620 - zmKk - TGLC - TATP
Ag(Tufl) =2.592e + 08 - zuK - TGLC - TATP
AL (Tu,,) =12.24 - 21K - TGeP - TADP

A (T, ) =1.9584e + 06 - Thk - TGep - TADP
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Figure 2: Case study: Glycolysis in Homo Sapiens.

Aﬁ(TufS) =25e+06-2prK - TF6P - TATP
Ag(Tufs_) =4e+ 11 -2prK - TF6P - TATP
Aﬁ(TuTS) =211.864 - zprK - TFBP - TADP

AY (Tyu,,) = 3.38983e + 07 - 2pri - TPBP - TADP
AI[‘/(Tuhz) =1.29234 - zpEp - TpK - TADP
Ag(Tuhz) = 206774 - TPEP *TPK *TADP
AY(Ty,,,) =0.0058511 - xpk - TpyR - TaTP
Ag(Tum) =0.620322 - xpK - TPYR ' TATP

Fig. 4 (left) shows the evolution of LAC over time. The
black line represents the results of the model of a normal
cell, where all parameters are well characterized. The blue
dashed line show the time evolution of LAC when uncer-
tainty is applied. It can be noticed that this objective func-
tion is able to drive the system to accelerate LAC produc-
tion. Even if the difference might not seem large enough
to represent the Warburg Effect, we point out that these
diagrams show the behaviour of our model for a very short
time interval. Fig. 4 (right) shows the rapid accumulation of
Fructose 6-Phosphate (F6P) in the normal cell model com-
pared to a more balanced production-consumption dynamics
in the cancer model. F6P, a high glycolitic intermediate, in-
creases as a direct consequence of GLC degradation and is
later processed by PFK. It is then significant to see which
parameters the optimization solver independently chooses
to tune in order to maximize its objective function. While
parameter values of HK and PK did not vary markedly if
compared to the normal cell model (data not shown), the
highest difference regarded PFK. Many articles as [17] have
demonstrated that PFK kinetics is highly non-linear and de-
pends on many allosteric interactions. Our results seem to
reinforce the Mulukutla’s thesis [17] that the regulation of
PFK activity has a crucial impact on the glycolitic flux and
may be relevant to explain metabolic alterations in cancer.

With an additional set of experiments we studied if it was
possible to reduce the computational costs of our approach
while maintaining a good accuracy of the solution. With this
intent, we progressively decreased the frequency at which the
optimizator was invoked and then explored the performance
of our algorithm. When the optimization process is not re-
peated at every integration step the time-varying parame-
ters associated with Tys are then transformed into piecewise
constant parameters. This can be motivated with the as-
sumption that in the time interval between two consecutive
optimization processes some fixed parameter values can well
approximate the real behaviour of all T,,s. The time interval
that separates different optimization processes, in alterna-
tive called optimization step, was set to four different values:
le-7, 5e-7, 1e-6, 5e-6 h. As reported in Table 5 the resulting
computational times are compared. As expected, reducing
the number of optimization processes allowed to significantly
diminish the overall computational efforts of the algorithm.
We then studied how these changes affected the dynamics
of the system. Intriguingly, we found that some places, like
LAC, as shown in Fig 5 (left), displayed little or no changes,
while for other places, like PEP, the changes were much more
relevant, as shown in Fig. 5 (right). We can then observe
that for the more sensible places the reduction of computa-
tional time comes at the cost of the precision of the solution,
which nevertheless maintains the capability to provide some
qualitative information about the behaviour of the model.
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Rate Equations I

Initial Marking

0YGLc

Kfl
HK +GLC+ATP = HK + G6P +ADP

Krl

Kf2
PGI+G6P +ATP = PGI+ F6P
Kr2
Kf3
PFK +F6P+ATP = PFK + FBP+ ADP
Kr3

Kf4
ALD+ FBP = ALD+ DHAP + GAP

Kr4

Kf5
TPI+GAP = TPI+DHAP
Kfréﬁ
K
GAPDH + GAP+NAD" = GAPDH + BPG13 + NADH

Kr6
Kf1
BPGM + BPG13 = BPGM + BPG23

Kr1

Kf8
BPGF + BPG23 = BPGF + PG3

Kr8

Kf9
PGK +BPG13+ADP = PGK + PG3+ATP
Kr9

Kf10
PGM +PG3 = PGM + PG2

Kr10

Kfll
ENO+PG2 = ENO+PEP

Krll

Kf12
PK +PEP+ADP = PK+PYR+ATP

Kr12

Kf13
LDH +PYR+NADH = LDH + LAC+ NAD*
Kr13

Kf14
AT Pase+ATP = AT Pase+ADP
Krl4

Kf15

REDOX +NADY = REDOX + NADH
Kr15
1

0/°rac

Kfo = 6.48E +06
Kf1 = 6.48E +05,Kr, = 4.9E +03

Kfy=1.15E +03,Kr, = 2,68E +03
Kf3=1E +09,Kr; = 8.47E 404
Kfs=1.46E +02,Kry = 1.18E 400
Kfs=17.93E +00,Krs = 4.53E 4+ 06
Kfe = 1.42E +05,Kre = 5.28E + 06
Kf7=1E +08,Kr; = 1E+05
Kfs = 6.84E +02,Krg = 1E —09
Kfo =2.61E +04,Kry = 1.45E + 01
K fio = 5.38E +01,Krjp = 7.92E 400
Kfi1 = 5.82E +02,Kry) = 3.44E +02
Kfi» =5.17E+02,Kr1» = 5.17E — 01
Kfis = 1.04E +03,Kr3 = 2.34E + 00
Kfia =9.74E — 01,Kr14 = 9.74E + 00

Kfis =9.74E —01,Kris = 9.74E — 04

Kfie=1

GAPDH, =7.6E +02,NAD; = 1E +03,NADH, =0

GLCy =0
HK, =24

G6Py =0,PGly =218
F6Py =0,PFKy =28
FBPRy =0,ALDy = 3,7E +03, DHAP, =0

TPIly=1.14E+04,GARy =0

BPGM, = 4.10E +02,BPG13, =0
BPGFy = 4.10E +02,BPG23; =0
PGKy =2.74E +02
PGM,y =4.10E +02,PG3p =0
ENOy =2.20E +02,PG2y =0
PEPy =0,PKy = 6.9E +01,
PYRy =0,LDHy =3.12E +02
AT Pasey = 1E+02,ATPy =T7E+02,

ADPy = 5E +02,REDOX, =97

LACy =0

Figure 3: Table: Reactions, Equations and Initial marking of glycolysis in Homo Sapiens.
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Figure 4: Behaviour of place LAC (left) shows that the model representing the metabolism of a cancer
cell is able to reproduce a higher production of LAC over time. Significative differences affect the dynamic
behaviour of place F6P (right), which is less likely to accumulate in the cancer model
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the computation time is considerably reduced



ODE Opt int 1e-7 | Opt int 5e-7
0.732235s. 2441.878sec. 569.7389sec.
Opt int 1e-6 | Opt int 5e-6
254.9282sec. 119.2946sec.

Table 1: Execution times for different optimization
time intervals. All executions were performed on an
INTEL i7 64bit 2.60GHz processor

In a further set of experiments we tested if the time step of
the optimization processes could be adaptively tuned along
the solution of the system. The rationale behind this choice
is to invoke the optimization process just if it produces sig-
nificant effects. In order to do it, we added in our algorithm
an heuristics, presented in Section 4, that considers the rela-
tive change in the markings of input places of all T,s. When
the relative change in one of these places crosses a user-
defined threshold, the optimization process is executed. We
studied how three different thresholds values (i.e. 5%, 10%
and 25% of change) impacted both the computational time
and the accuracy of the solution. Figure 6 displays the dif-
ferences in the dynamic behaviours of PEP and LAC, when
the different threshold values are considered. The execution
times in the three cases are reported in Table 5, compared
to the performance of the algorithm in the absence of the
implemented heuristics. Data clearly show that, for instance
when a 5% threshold value is used, no negative effects reflect
on model solutions, while the computational cost is reduced
of a factor greater that 10. Regarding the accuracy of the
solution, also greater threshold values are satisfactory, with
the advantage that they allow considerably higher time sav-
ings.

Opt int 1e-7 [ Thr=5% | Thr=10% | Thr=25% |
| 2441.878sec. | 195.0151sec. | 135.4613sec. | 82.67076sec. |

Table 2: Execution times for different threshold val-
ues of relative change in place markings. All execu-
tions were performed on an INTEL i7 64bit 2.60GHz
processor

Discussion. It is important to observe that our ap-
proach, moving forward from the strict teleonomic perspec-
tive adopted by dFBA and CM, allows to define objective
functions that may mimic some experimentally observed be-
haviour. It is worth underlying that teleonomy has shown
great utility to help dissect the metabolism of microorgan-
isms. In the case of multicellular and more complex organ-
isms like humans, however, the process of selection that jus-
tifies the teleonomic view is much more complex, and a clear
goal-directedness of intracellular metabolism is not equally
reasonable to consider. However, the LAC maximisation
function, which we adopted in our case study of cancer gly-
colysis, besides reflecting the fact that a high production of
LAC in cancer cells is a renown experimental finding, may
also have a teleonomic value. In fact, it can be hypothe-
sized that the process of evolution of cellular phenotypes
observed in cancer, i.e. in the selection of aggressive can-
cer clones during its progression (current focus of extensive
studies [24]), tends to select a goal-directed cellular pheno-
type characterized by LAC maximization.

Moreover our proposed approach, differently from dFBA

and CM, does not assume the steady state of the intra-
cellular metabolites, as in dFBA, and it does not require
a complete knowledge of all kinetic parameters, as in CM.
Finally, it is useful to highlight again that the lack of exper-
imental data, which is very frequent in cancer cell scenarios,
does not affect our approach as it does for techniques of RE
and PE.

6. CONCLUSIONS AND FUTURE DIREC-
TIONS

In this work we proposed a new approach to deal with
biochemical models with lacking kinetic information. As
discussed in Section 5 it may be useful for different applica-
tions, although additional experiments will provide a further
validation and will show its actual relevance.

For the future we intend to apply our approach to study dif-
ferent networks, either in microorganisms, in single human
cells or in population of cells.

As for all OPs, the performances are highly dependent
on the objective function, on the constraints that define
the space of feasible solutions, and on the algorithm used
to explore it. Depending on the specific model, objective
functions with different biological meaning, as described in
Section 4, will be tested. We will also investigate which
available biological data can be effectively used to adapt the
model to the specific situation under study. Either data ob-
tained with transcriptomics, proteomics and metabolomics,
as well as reaction fluxes and thermodynamic information
are all possible candidates. These data will provide a funda-
mental support to define the initial conditions of the model,
to inspire the choice of the objective function and to set the
constraints for the optimization. Finally, depending on OP
characteristics, the performances of different optimization
algorithms will be tested.

In addition, for those cases in which stochastic behaviours
are relevant, we plan to expand our approach with systems
of stochastic differential equations.
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